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1. Lancs vNGFW la gi?

Lancs vNGFW la mot giai phap firewall do (Virtual Firewall Appliance - VFA) manh

mé, linh hoat va hi¢u suat cao. Gidi phdp dugc thiét ke dé cung cap kha nang bdo mat mang
toan di¢n, dinh tuyén nang cao va két noi an toan cho cac moi truong 4o hdéa va ddm may. Lancs

vNGFW duogc dong goi dudi dang may 4o (virtual appliance) va sin sang trién khai ngay 1ap
tirc, mang lai sttc manh ctia mot thiét bi tudng lira chuyén dung ma khong can phan cimg vat

1y.

2. Lgi ich & Tinh nang chinh (Tac dung)

Lancs vNGFW bao vé ha tﬁng mang cua ban béng cach kiém soat chit ché luu luong

truy cap vao va ra, phan vung cac ving mang va cung cap cac két ndi tur xa an toan.

Bdado mdt toan dién

Twong lira trang thai (Stateful Firewall): Giam sat va kiém soat tat ca cac két nbi
mang.

Network Address Translation (NAT): Anh xa dia chi IP public sang private va nguoc
lai.

Stateful Packet Inspection (SPI): Kiém tra ndi dung géi tin & ca 16p mang va 16p tng
dung dé dam bao dir liéu truyén qua tuan thu cac quy tic bao mat duoc thiét 1ap, phat
hién va ngan chin cac gbi tin bat thuong.

Phat hi¢n/Phong chéng xAm nhap (IDS/IPS): Phat hién va ngin chin hau hét cac
cudc tn cong phé bién: Packet Anomaly; Port Scan; Ping of Death; Tén cong DoS; Tén
cong doc hai/ltra ddo.

Threat Protection: Lu6t web an toan; Chéng phén mém doc hai/Lira déo; Chéng Vi-
rut (co kiém tra TLS/ SSL); Loc tép, ngan chan tan cong DoS, DPI...

Domain Filtering: Kiém soét truy cap theo tén mién, chin cac trang web khong phu
hop, lira dao, hodc chira ma doc; hd tro chinh sach phan quyén truy cip theo nhom ngudi
dung hodac thoi gian.

Két néi an toan (VPN)

VXLAN: H} trg mé rong mang LAN qua ha tang Layer 3, t6i uu cho cac méi truong
4o hoa va trung tam dir li¢u phan tan.

OpenVPN: Hb tro két ndi client-to-site va site-to-site linh hoat.

IPsec: Chudn VPN manh m@ st dung ma hoa ¢ 16p mang; dam bdo tinh bao mat, toan
ven va xac thyc dit li¢u gitra cac chi nhanh hoac nguoi dung tur xa.

Qudn ly mang nang cao

Pinh tuyén (Routing): HO tro dinh tuyén tinh va dong, cho phép thiét bi két ndi linh
hoat gitra nhiéu mang khéac nhau, dam bao dir li¢u duogc truyén tai nhanh chéng va on
dinh.

LAN Bridge: Mang L2 véi ddy dii cac tinh ning, quan 1y thong minh cac két ndi noi
bd, gitp hé théng mang hoat dong mugt ma va hi¢u qua hon.

HOb tro VLAN (802.1q): D& dang phan chia cac mang con logic.
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e Chit lwong dich vu (QoS): Uu tién luu luong truy cip quan trong (vi du: Thoai,
Video).

e Load Balancing / Failover: Sao luu bing giao thirc du phong va tw dong dong bo hoa
c4u hinh giira cac Edge.

e Dich vu mang tich hop: HJ tro ddy du cc dich vu mang co ban gitip dam bao kha
ning hoat déng 6n dinh va déng b trong hé théng.

e Loai két néi mang WAN: H{ tro nhiéu kiéu cdu hinh két néi WAN linh hoat, dép Gmg
da dang méi trudng trién khai.

Qudn tri va vin hanh dé dang
Giao dién Web (Web Ul): Giao dién quan tri tryc quan, dé sur dung.
Cong nghé SD-WAN: Duy tri két ndi an toan, tin cdy, tiét kiém va dam bao dé dang
quan tri, van hanh véi cong nghé Auto Provisioning.

e (Cong nghé quan ly truy cap (ZTNA) va xac thuc khong tin ciy (Zero Trust): Xac
thuc, kiém soat va c4 nhan hoa truy cap dén tung thiét bj va nguoi dung, hd tro tang
hiéu qua cong viéc.

e Du phong h¢ thong: Ty dong phét hién va chuyén doi khi c¢6 sy ¢b, dam bao dich vu
ludn hoat dong lién tuc va khong gian doan véi co ché Active-Passive HA.

e Truyén thong da phwong tién: Tich hop cic tinh ning truyén thong da phuong tién
vao mot thiét bi duy nhat.

e Quan ly, xir Iy sw ¢d, cap nhat: HO tro quan tri qua CLI, Trang web & Trang web
LINKSAFE; Lénh ping; Lénh theo doi tuyén duong; Sao luu & Khoi phuc; Nang cép
WebUL.

3. Trién khai & Cai dit
Lancs VNGFW duoc thiét ké dé trién khai nhanh chong trén cac nén tang 4o hoa phd
bién va moi truong dam may.

Cdc dinh dang hé tro

VMDK: Danh cho VMware vSphere/ESXi, VMware Workstation.

IMG: Dinh dang dia tho (raw disk image) dé chuyén dbi hoac sir dung truc tiép.
[QCOW2]: [Néu h trg, cho KVM, Proxmox].

[OVA/OVF]: [Néu hd tro, dong gbi sin cho VMware/VirtualBox].
[VHD/VHDX]: [Néu hd tro, cho Hyper-V].

Nén ting twong thich

e Ao héa On-Premise: VMware ESXi, Proxmox VE, Microsoft Hyper-V, KVM,
VirtualBox.
e Dam may (Cloud): AWS (import VM), Azure, Google Cloud, Vultr, Linode.

4. Yéu ciu h¢ thong & Hiéu niing

Hiéu ning ctua Lancs vNGFW phuy thudc tryc tiép vao tai nguyén (CPU, RAM, I/O)
duogc cap phat bai may chu 4o hoa.

Céu hinh khuyén nghi
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Muc dich siw | vCPU RAM | Dung Thong lwgng | Thong lwong

dung (Cores) (GB) lwong dia | Firewall (Uéc | VPN (Uéec
(GB) tinh) tinh)

Nhé 2 core [4 GB|100GB 5 Gbps 400 Mbps

(SOHO/Lab) | CPU RAM

Vira  (Doanh | 4 core |8 GB|100GB 10 Gbps 600 Mbps

nghiép) CPU RAM

Lén 8 core [ 16 GB | 100 GB 15 Gbps 1 Gbps

(Enterprise) CPU RAM

Luwu y: Hiéu ning thyuc té c6 thé thay d6i tiiy thudc vao cdu hinh phan cing, sé luong

rule, va loai luu lugng truy cép.

5. Hwéng din Cai dit ban diu (Quick Setup)

a. Link download firmware: https://linksafepub.s3.ap-southeast-
1.amazonaws.com/firmware/VIRTUAL NGFW.img.gz

b. Import May do: Tai vé tép [Chon dinh dang, vi du: VMDK/OVA] va import vao trinh
quan ly 4o hda cia ban (vSphere, Proxmox, v.v.).

¢. Cau hinh Mang:
o Gan card mang o thir nhat (NIC 1) vao VMSwitch/Port Group cho mang WAN.

o Gin card mang 4o thtr hai (NIC 2) vao VMSwitch/Port Group cho mang LAN.

d. Khéi dong: Bat may 4o Lancs vNGFW.
e. Chay Setup Wizard: Sau khi méy 4o khoi dong xong, 4n Enter dé vao man hinh CLL
Ta sé& tién hanh céu hinh IP mang WAN (Néi ra internet) va mang Lan (N&i vao cac
mién VPC bén trong)

CAu hinh

Cau Iénh

Vao ché do cau hinh

Céu hinh mang Lan:
Céu hinh dns
Bat tinh nang DHCP server
Céu hinh gateway cho mang Lan
Leasetime

Khoi dong cau hinh network

enable network

config terminal

interface logical lan
dhcpv4-server dns 8.8.8.8
dhcpv4-server enable

dhcpv4-server gateway 192.168.138.1

dhcpv4-server leasetime 12h
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Range

CAu hinh interface vat Iy thuéc mang
Lan

IP cua mang Lan

Kiém tra thong tin ciu hinh

dhcpv4-server start 2 limit 200
interface-name set eth1 eth2 eth3 eth4
eth5

ip address 192.168.138.1 subnet
255.255.255.0

exit

show ip interface brief

CAu hinh mang wan:

Cau hinh dns

Céu hinh interface vét 1y thuéc mang
WAN

interface logical wan

interface-name set eth0

ip address 192.168.100.1 subnet
255.255.255.0 gateway 192.168.100.1

IP cia mang WAN exit
Range
show ip interface brief
Truy cap Web UI:

o Tu mot may tinh trong mang LAN, m¢ trinh duyét va truy cap dia chi IP mac

dinh ctia Lancs vNGFW:

o IP di cAu hinh & buéc trén, xem lai bang 1énh show ip interface brief

o Tai khoan: admin
o Mat khéu: lancs@2024

* Giao di€én web sé yéu cau license dé c6 thé sir dung

g. Hoan tit: Sau khi hoan tat, ban c6 thé bat dau cAu hinh cac quy tac firewall va tinh niang
khac.

6. Gidy phép & HO tro (Licensing)
Gidy phép
bé chay dugc Lancs vNGFW can 2 license:

e License 1: License dé OS chay cac tinh nang cua firewall
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Device ID: bee7075a-ac46-4836-80b7-9533e327981d

No valid license found. Please upload a license to access the system

Check License Logout
NGFW License

@ No License or License validation failed.

Upgrade your license.

Please upload a new license to unlock all features.

Upload License File

SelectFile: 1. Upload

Thuyc hién update license thiét bi:
e Khach hang can cung cp Device ID dé cong ty tao va gui license
e Truy cap lén web local dang nhap Tai khoan va mat khau véo giao dién update license

License 2: License d¢ OS chay céc tinh ning nang cao cua firewall: Security Profile
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