THIET Bl DINH TUYEN THONG MINH A

LANCS NETWORKS

Tinh ndng noi bat:
1. Tinh ndng mang va két noi:
e HO trg can bang tai: phan bd bang théng va téi uu hdéa dudng truyén mang gida
cac két n6i WAN, dadm bao hiéu suat cao va on dinh.
e HO trg nhiéu WAN; ho trg cac tinh nang mang tién tién gidp toi uu hdéa quan ly
mang.
e HO trg cai dat 1én PC, RouterPC, VM, cloud.
2. Tinh nang bao mat:
e Tudng IUa thé hé mai (NGFW): Tich hdp cong nghé Stateful Packet Inspection (SPI),
kiém sodat ing dung, loc ndi dung web, URL va tim kiém an toan (Safe Search).
e Bao mat manh mé: Chéng DoS, IPS, diét virus, kiém tra SSL/TLS, ddm bao hé théng
dudgc bao vé trudc cac moi de doa mang hién dai.
3. Quan ly va giam sat:
e Dé dang quan tri tdp trung, giam chi phi vadn hanh bang céng nghé SD-WAN.
e C4 nhan hda truy cap, tang hiéu qua lam viéc bang céng nghé quan ly truy cap
(ZTNA) va xac thuc khéng tin cay (Zero Trust).
e DU phong hé thdéng: Active-Passive HA, phat hién [6i, Heartbeat Monitoring,

Failover Detection.
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Cong nghé SD-WAN Zero Trust Truyén théng da phuong tién
Duy tri két n&i an toan, tin cay, Xac thuc, kiém sodt va ca Tich hgp cac tinh nang truyén

tiét kiém va dam bao dé dang nhan hod quyén truy cap dén théng da phuagng tién vao mot
quan tri, van hanh. tUng thiét bi, ngudsi dung. thiét bi duy nhat.



CHI TIET TINH NANG
LINKSAFE

NGFW VM :

LANCS NETWORKS

Ethernet Ports Tay theo cau hinh clia VM
Management ports No

LAN Bridge Fully L2 networks feature: MAC Table, VLAN - Trunking, XSTP, LAG, LLDP and Port Mirroring.
Routing Fully 1Pv4 & IPV6 - Unicast static routing; RIP; OSPF; IS-5; BGP; Multicast: IGMP Snooping, PIM-SM.
seviee AT.DHCP,DNS,NTP.
WANYpe Dynamic IP, Static IP, PPPOE.

Security

General Firewall SPI Firewall; Domain Filtering.

PPTP; GRE; VXLAN; Open VPN;
IPsec.

Advanced Security (Actived by User Profile & Authentication; App/Web & Category Filtering; Time Controls; Traffic

LINKSAFE) management; Scenario & Policy; Safe Surfing; Anti Malicious/ Phishing.
Threat Protection SD;;)er Surf; Anti Malicious/Phishing; Anti Virus (* with TLS/SSL Inspection), File Filter, DoS prevent,
Detect & Prevent almost Popular Attack: Packet Anomaly; Port Scan; Ping of Death; DoS attack;
IDS/IPS . s
Malicious/Phishing attack.
SD-WAN Activate by LINKSAFE License

Support up to 03 WAN (Internet, MPLS and LTE); Support Full-mesh/ Hub&Spoke for Secure

Dynamic Path Selection Overlay VPN; Support Application-Aware Routing: Backup WAN & Load Balancing.

Overlay Routing Automatically update the routing table in Controller & set user-based routing policies.

Failover/ High Avaibility Backup with Redundancy Protocol & automatically sync configuration between Edges.
Auto Provisioning Support zero-touch provisioning, allowing for remote deployment and configuration.
Firewall Throughput 2 core CPU | 4 GB RAM 4 core CPU | 8 GB RAM 8 core CPU | 16 GB RAM
Firewall Throughput sGbps woGbps 1sGbps
PSThroughput 300Mbps s00Mbps 800Mbps
Concurrent Sessions (TCP) 500000 wo sMo
IPsec VPN throughput a0Mbps 600Mbps 1abps
VolP Voice/Video/SMS/Voice Conference
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Management

Management, Troubleshooting,




