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CHUONG 1. GIOI THIEU CHUNG VE THIET BI NGFW
TUONG LUA THE HE MOI (NGFW) 1 14 chin bao vé giira mang noi b va
moi trudng bén ngoai, dam bao rang chi nhimg luu luong duge phép moi c6 thé
tiép can hé théng, ngan chan cac mdi de doa tir bén ngoai va bao vé dir liéu quan
trong. Pién hinh 1a cac tinh niang: Firewall Zone, Firewall Policy, DoS

protection...

Lgi ich giai phap mang lai:

% Hé théng phat hién va ngan chin xam nhap: Hd tro Intrusion Detection
System (IDS) va Intrusion Prevention System (IPS), Antivirus, Web Filter,
DNS filter... gitip phat hién va ngin chin cac cudc tdn cong mang, bao vé
hé théng trudc cac mdi de doa tir bén ngoai.

% Thiét bi NGFW ciing thuc hién cac chtic ning nhu: Pinh tuyén, chuyén
mach va cung cap cac dich vu mang co ban nhu DHCP, DNS, NAT.

% HO tro da giao thitc VPN nhu OpenVPN, PPTP, VTI, VXLAN, GRE va
IPSec, gitip tao cac két ndi bao mat giita cac van phong chi nhanh hodc vai
nguoi dung tur xa.

¢ Tinh ndng da phuong tién: Thiét bi hd tro cac dich vu da phuong tién nhu
cau hinh sb thué bao (SIP Device), thiét 1ap duong Trunk (SIP Peer), cung
cép dich vu goi nhém (Conference Call), dich vu téng dai 4o (IVR), va dich
vu dang ky SIP.

% Quan 1y va cdu hinh dé dang: Thiét bi NGFW cung cap giao dién quan 1y
web HTTP nhung, twong thich voi cac trinh duyét web phd bién nhu
Internet Explorer, Mozilla Firefox, Google Chrome, Céc Cbce, va Microsoft
Edge. Nguoi dung c6 thé d& dang cdu hinh va theo ddi hoat dong mang tir
bat ky thiét bi may tinh nao, dam bdo viéc quan ly mang duogc thuc hién an

toan va thuan tién.
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Thanh phin giai phap:
<% Phan cirng: Thiét bi NGFW

Hinh 1: Hinh anh thyc té caa thiét bi NGFW
o 4 cong Ethernet 1Gb

o 2 cong SFP+

o 1 cong Console

o 1 nat Reset

o 2 cong USB debug
% Phan mém:

o Phién ban: 2.0

Poi twong sir dung tai liéu:

Sach hudng dan danh cho cac quan tri mang, ngudi chiu trach nhiém cho
viéc van hanh va quan 1y cac thiét bi mang trén hé thong. Sach hudng dan yéu cau
nguoi dung co6 hiéu biét co ban vé mang.

Cau truc cua tai liéu:

Sach hudng dan cung cdp cac thong tin chi tiét vé cac tinh ning chinh cia
thiét bt NGFW. Ngoai ra sach cling mo ta giao dién cau hinh trén CLI cua thiét
bi.

Sach huéng dan bao gom nhing phan chinh nhu sau:
% Chwong I: Gidi thiéu vé thiét bi NGFW
% Chwong II: Hudéng dan cau hinh cac tinh ning trén giao dién CLI nguoi
dung
Cac tai li€u lién quan khac:
Pé biét thém thong tin vé quan 1y thiét bi bang giao dién Web vui 1ong tham
khao tai liéu “Huwdng dan sir dung Thiét bi Tuwong lira LinkSafe SMR 2506-E (giao
dién Web) .
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1  Kétndivéi CLI bang cong LAN NGFW
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Thiét bi NGFW cung cip giao dién cong LAN dé giam sat va c4u hinh thiét
bi. Nguoi dung can chudn bi: cdp mang RJ45, may tinh c6 cong mang. Dé két nbi

thiét bi dau cudi voi cong LAN, ngudi dung thuc hién cac bude sau day:

Bude 1: Két ndi cadp mang vao thiét bi NGFW va thiét bi dau cudi (PC), cht ¥

cam chat va c6 dinh.

Bude 2: Thuc hién truy cap SSH vao dia chi: “192.168.138.1” (v61 username 1a

root): > ssh root@192.168.138.1
Budéc 3: Nhap password “lanes” dé két ndi vao giao dién CLI.
> root@192.168.138.1's password:

Luu ¥: Qua trinh ssh c6 thé xay ra 16i lién quan dén su khong tring khép

key ma hoéa cua ssh:

B
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @

ddddddddddedddedededdddddddddddddddddddddddddedddddddddddde
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!

It is also possible that a host key has just been changed.
The fingerprint for the RSA key sent by the remote host is
SHA256: k671qI3faEHSWD+rrm1ffI1MsbhQBSSKpmINHIMQ4wA.

Please contact your system administrator.

Add correct host key in /home/hanh/.ssh/known hosts to get rid of this message.

offending RSA key in /home/hanh/.ssh/known_hosts:19
remove with:
ssh-keygen -f "/home/hanh/.ssh/known_hosts" -R "192.168.100.50"

Host key for 192.168.100.50 has changed and you have requested strict checking.

Host key verification failed.

Hinh 2: Loi khéng trimg khép key md héa ciia ssh

% Trén Window: Nguoi dung nhép: ssh-keygen -R <IPaddress>

% Trén Ubuntu: Nguoi dung nhap:

ssh-keygen -f '"/home/hanh/.ssh/known_hosts" -R “<IPaddress>"

(<IPaddress> ld ip ciia thiét bi ma nguwoi ding truy cdp dén)

¢ Sau khi hoan thanh nhiing budc trén, phién lam viéc dugc md, nguodi dung

tham khao cic cdu tric dong 1énh & chuong 2 dé quan 1y va ciu hinh thiét

bi.
2 Giao dién CLI cia NGFW
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Céc tinh nang cua thiét bi NGFW duoc chia thanh cac nhom chirc nang. Mac
dinh khi mudn st dung cAu hinh tinh nang thudéc nhém nao thi phai bat nhém tinh
nang d6 1én va tién hanh cac cdu hinh nang cao.

Céc nhom tinh ning bao gdm:

% Nhém tinh ning Network: bao gdm cac tinh ning thudc giao dién,
tinh nang 16p 2 va tinh nang 16p 3.

<+ Nhom tinh niing Policy & Object: Bao gom cic tinh ning Firewall
policy, Ip Object, Port Object,...

% Nhém tinh ning VPN: Bao gdm céc tinh ning nhu: tinh ning IPSeC,

OpenVPN, VXLAN, L2TP,..

Tinh ning Antivirus

Tinh nang App Control

Tinh nang Multi WAN

Tinh ndng Multimedia

Tinh nang NIPS

Tinh nang Web filter

Tinh nang General certificate

)
0’0

53

0

R/
* 0’0

)
*

L)

X3

*

R/
0’0

X3

*

Khi mudn bat nhom tinh ning nao dé cau hinh trén NGFW, ngudi dung st
dung ct phap:
>enable < function name>
Vi du:
>enable network

Liru y: Trong CLI ¢6 thé sir dung “Tab” sau mdi 1énh dé thuc hién ty dong
dién hodc sir dung “?”” dé hién thi ra goi y 1énh.
=enable
antivirus Enable console antivirus
app-control Enable console Vpn
multi-wan Enable console Mwan
multimedia Enable console Multimedia

network Enable console network protocol
nips Enable console nips

security Enable console Security

vpn Enable console Vpn

webfilter Enable console webfilter

Hinh 3: Giao dién cdu hinh CLI
3 Cau hinh cho phép mién LAN sir dung céc dich vu

9
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Céu hinh firewall-zone va Firewall Policy dé cho phép LAN truy cép Internet

va st dung cac dich vu:

Bang 1: Bang cdu hinh firewall-zone va Firewall Policy

Budc Cu phap Mo ta
. Bat nhom tinh ndng security trén
1 enable security
NGFW
Hién thi thong tin cu hinh cho
cac vung (zone) da duogc tao.
2 show firewall-zone Theo mic dinh, 4 ciu hinh cho 4
ving (zone) di duoc tao san
(‘lan’, ‘wan’, ‘wanl’, ‘wan2’)
Thuc hién cdu hinh ving ‘wan’
3 fi 11- tid 2 ‘ i .
frewati-zone set (mic dinh ban diu s& c6 id 12 2)
. Thuc hién thém interface WAN
4 | set list-network wan e
vao vung ‘wan
Xéc nhan va luu cdu hinh (budc
5 confirm A
nay la bat budc)
6 exit Thoat
7 firewall-policy set id 1 Tao chinh sach méi voiid 1a 1
C/\ h\ h <\ A 1\ gl s
(firewall - policy - 1)# set source- au’ 1n” ving ngton 4 . a‘n
8 (khop voi1 luu lvgng mang di vao
zone lan N
NGFW tur vung lan)
Cau hinh ving dich 1a ‘wan’
(firewall - policy - 1)# set dest-zone au’ i vung e .a Wafl,
9 (kh6op luu lugng mang di ra ngoai
wan
NGFW tu vung wan)
(firewall - policy - 1)# set port- | Cau hinh cac dich vu cho chinh
object HTTP sach
10 (firewall - policy - 1)# set port-
object HTTPS
(firewall - policy - 1)# set port-
object SSH

10
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Chu hinh chinh sich cho ph¢
(firewall - policy - 1)# set target au hinh chinh sach cho phep

11 ACCEPT ce;lc 1u"u lu’(_):ng @%ngAkhép Yc’ri cac
cau hinh vura thiét 1ap ¢ trén
1 (firewall - policy - 1)# set status | CAu hinh trang thai cta chinh

enable sach

Xac nhan va luu cau hinh (bét
13 (firewall - policy - 1)# confirm baf:)n an va luu cau hinh (ba
udc

14 | (firewall - policy - 1)# exit Thoat

4 Nhom tinh nang Network
Bat nhom tinh ning Network trén NGFW bang cau lénh:
> enable network
Tiép theo 1a cac cti phap cau hinh céc tinh ning cuy thé.
4.1 Cau hinh dija chi IP trén giao dién mang (Interface)

Bdng 2: Bang cdu hinh IP trén giao dién mang

Buéc Cu phap Mo ta

| enable network Bat nhom tinh ndng network trén
> enable network NGFW.

5 configure terminal Vao ché d6 cu hinh chung cta
# configure terminal NGFW
interface logical [interface- Vao ché do cau hinh cho timg

3 logical- name] interface.

(config)# interface logical lan [Interface-logical-name]:
wan/wanl/wan2/lan/...

interface-name set none hoac CAu hinh physical interface cho

interface-name set [interface- logical interface LAN/WAN.

4 physical- name] « none: Tat cong WAN/LAN
(config-if-lan)# interface-name « [interface-physical-name]:
set ethl ethO/eth1/eth2/eth3/eth4/eth5
eth2 eth3 eth4 eth5

11
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ip address [ip-address] subnet
[mask]

gateway [ip-gateway-address]
(config-if-lan)# 1p address
192.168.10.10 subnet
255.255.255.0 gateway
192.168.10.1

Gan dia chi IPv4 trén interface.

ipv6 address [ipv6-
address/mask]

gateway [ipv6-gateway-address]
(config-if-lan)# ipv6 address
2001:db80::4/64 gateway
2001:db80::1

Gan dia chi IPv6 trén interface.

exit
(config)# exit

Thoat khéi ché d6 ciu hinh
interface.

show ip interface brief # show
ip interface brief

Kiém tra trang thai cac interface
trén NGFW.

interface physical [interface-
name|

interface up/down

(config)# interface physical eth10
(config-phy-eth10)# interface up

Thuyc hién viéc up/down céng
mang vat 1y

4.2 Cau hinh FDB (Forwarding Database)
Bdng 3: Bang cdu hinh FDG

Buoc

Cu phap

Mo ta

1

enable network
> enable network

Vao ché d6 cau hinh network trén
NGFW.

configure terminal
# configure terminal

Vao ché do cdu hinh chung cta
NGFW.

12
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mac address-table static /48-bit- |Cau hinh Static mac address- table
mac- address] [WORD] interface |cho Interface trén NGFW.

3 [interface- physical-name] vlan « interface-physical-name:
[Vlan-ID] (config)# mac address- ethO/eth1/eth2/eth3/eth4/eth5
table static b8:ca:3a:82:5¢:4b test
interface ethl vlan 1
mac address-table aging-time CAu hinh thoi gian reset bang

4 [Maximum- age-in-seconds] MAC trén NGFW
(config)# mac address-table aging- o Maximum-age-in-seconds:
time 1000 hd trg 1- 100000 (s).
show mac address-table Kiém tra thong tin Mac address
show mac address-table static table trén NGFW.

5 show mac address-table dynamic #
show mac address-table
# show mac address-table static
# show mac address-table dynamic
no mac address-table static /48-  [X0a c4u hinh Static mac address-
bit- mac- address] [WORD] table cho Interface trén NGFW.

6 |interface [interface-physical-name]

(config)# no mac address-table static
b8:ca:3a:82:5¢:4b test interface ethl

4.3 Céau hinh VLAN trén cic cong LAN
Bdng 4: Bang cdu hinh VLAN trén cdc cong LAN

Buoc Cu phap Mo ta

i enable network Vao ché do ciu hinh network trén
> enable network NGFW.

5 configure terminal Vao ché do cdu hinh chung cta
# configure terminal NGFW
vlan [config-ID] [VLAN-ID] Tao VLAN trén hé thong:

3 (config)# vlan abc 10 . VLAN-IP: 1 —4094

o HO tro toi da 64 VLAN
active.

13




CONG TY CO PHAN CONG NGHE MANG LANCS VIET NAM A

Hotline: +84 868275959 | Email: info@lancsnet.com LANCS NETWORKS
4 name [name-VLAN-ID] bat tén cho VLAN
(config-vlan)# name Marketing
5 exit Thoat khoi cdu hinh Vlan-ID.
(config-vlan)# exit (config)# exit
6 show vlan # show vlan Kiém tra thong tin cic VLAN
duoc tao trén NGFW.
. no vlan /WORD] [vian-ID] X6a VLAN trén hé thong

(config)# no vlan abc 10

4.4 Céu hinh ché do Access hoac Trunk trén cac giao dién LAN

Badng 5: Bang cau hinh ché do Access/Trunk trén cdc giao dién LAN

Budc Cu phap Mo ta

i enable network Vao ché do cau hinh network trén
> enable network NGFW

5 configure terminal Vao ché d6 cau hinh chung cta
# configure terminal NGFW
interface physical [interface- Vao ché do cau hinh cho ting

3 physical- name] interface.
(config)# interface physical ethl « interface-physical-name:

ethO/eth1/eth2/eth3/eth4/eth5

switchport access vlan /vian-ID]  |Chon mode Access cho interface.
[WORD]
(config-phy-eth1)#switchport access

vlan 10 abc

switchport mode trunk /WORD] |Chon mode Trunk cho interface.
5 |(config-phy-eth1)#switchport mode

trunk abc

o et Thoét khéi ché d¢ cu hinh VLAN
(config-phy-eth1)# exit trén NGFW.
show vlan / Kiém tra thong tin VLAN trén
show vlan trunking NGFW.

7
# show vlan

# show vlan trunking

14



CONG TY CO PHAN CONG NGHE MANG LANCS VIET NAM
Hotline: +84 868275959 | Email: info@lancsnet.com

\

LANCS NETWORKS

no switchport access vlan /vian-ID]
[WORD] /

no switchport mode trunk /WORD]
(config-phy-eth)# no switchport
access vlan 10 abc
(config-phy-eth1)# no switchport

mode trunk abc

Xoa cau hinh ché do Access hoac

Trunk trén tung Interface

4.5 Cau hinh tinh ning Port Mirroring

Bdng 6: Bang cdu hinh tinh ning Port Mirroring

Buoc

Cu phap

Mo ta

1

enable network
> enable network

Vao ché d6 cau hinh network trén
NGFW

configure terminal
# configure terminal

Vao ché d6 cau hinh chung cta
NGFW.

monitor session [session-number]
source [interface-physical- name]

direction [option]

(config)#monitor session 1 source
eth2 destination eth3 direction both

destination [interface-physical-name]

Thuc hién ciu hinh, trong d6
« Session-number: 1 — 66.
o Interface-physical-name:
giao dién vat 1y cua thiét bi
(ethl, eth2, ...)
- [option]:
o egress: luu lugng di

. ingress: luu lugng dén
« both: tit ca luu luong

exit

(config)# exit

Thoét khoi ché d6 cu hinh.

Xo0a

cau hinh Port Mirroring

> enable network
# configure terminal

(config)# no monitor session 1

X0a cau hinh co session 1a 1

15
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4.6 Cau hinh tinh niing lién két (LACP)
Bdng 7: Bang cdu hinh tinh nang LACP

Budc Cu phap Mo ta

. enable network Vao ché do cau hinh network trén
> enable network NGFW

5 configure terminal Vao ché do cdu hinh chung cta
#configure terminal NGFW
interface port-channel /Port- Vao ché do cau hinh LACP trén
channel- interface-number] NGFW.

3 |[WORD]

(config)# interface port-channel 2
abc

ip address [ip-address] subnet Gan dia chi IP cho LACP
[mask] (config-phy-bond2)# ip
address 10.10.10.10 subnet
255.255.255.0

lacp rate [rate | Céu hinh rate cho tinh nang LACP

5 |(config-phy-PoO1)# lacp rate
fast/slow

transmit hash set layer [mode Chon mode LACP
LACP]

6 (config-phy-Po01)# transmit hash
set layer [layer2/layer2+3/layer3+4 ]
Interface physical [interface- Vao ché do cdu hinh cho timg
7 physical- name] interface
(config)# interface physical ethl « Interface-physical-name:
ethO/eth1/eth2/eth3/eth4/eth5
channel-group /[Port-channel- Gén interface vao LACP

8 |interface- number]
(config-phy-eth2)# channel-group 2
exit Thoat khoi ché d9 cau hinh LACP
(config-phy-eth2)# exit trén NGFW.
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10

show ip interface brief
# show ip interface brief

Kiém tra trang thai LACP trén
NGFW

11

Interface physical [eth] (config)#
interface physical ethl No interface
port-channel
[Port-channel-interface-number]
[WORDY] (config)# no interface
port-channel 2 abc no interface
port-channel /[Port-channel-
interface-number] [WORD]
(config)# no interface port-channel 2
abc

Bo gan interface ra khéi LACP

X6a cau hinh LACP trén thiét bi

4.7 Cau hinh tinh ning Inter VLAN routing

Badng 8: Bang cdu hinh tinh nang Inter VLAN routing

Buoc

Cu phap

Mo ta

1

enable network
> enable network

Vao ché dd cau hinh network trén
NGFW

configure terminal
# configure terminal

Vao ché d6 cau hinh chung cta
NGFW

intervlan [vlanid] ipaddr [ipv4]
netmask [subnetmask]
(config)# intervlan 10 ipaddr
192.168.123.1 netmask
255.255.255.0

CAu hinh interface intervlan
routing

dhcp-server vlanid [ vlan ID]
(config)# dhcp-server vlanid 10

Cau hinh dhep server cho intervlan

dhcpv4-server leasetime [time]
(config)#dhcpv4-server leasetime
12h

Céu hinh thoi gian cap dai subnet

dhcpv4-server range [range]
(config)#dhcpv4-server range 2

254

Céu hinh sb luong ip cép
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exit
(config-dhcp-server)#exit
(config)#exit

Thoét khoi ché d6 config

#show running-config

Kiém tra cau hinh

no intervlan [vlanid] ipaddr
[ipv4] netmask [subnetmask]

(config)# no intervlan 10 ipaddr
192.168.123.1 netmask
255.255.255.0

X0a cau hinh intervlan

10

no dhcp-server vlanid [ vlan ID]
(config)# no dhcp-server vlanid 10

X6a cau hinh dhcp server

4.8 Caiu hinh tinh ning DHCP Server

Bang 9: Bang cdu hinh tinh nang DHCP Server

Buwoc

Ct phép

Mo ta

1

enable network
>enable network

Vao ché d6 ciu hinh network trén
NGFW

configure terminal
#configure terminal

Vao ché do cau hinh chung cia
NGFW

interface logical [interface-logical-
name]
# interface logical wan

Vao ché do cau hinh cho ting
interface
 interface-logical-name:
wan/wanl/wan2/lan

dhcpv4-server enable / disable
dhcpv6-server enable / disable
dhcpv4-server range [num-start-
address] [num-end-address]
(config)# dhcpv4-server enable
(config)# exit

Bat ché d6 DHCP server cho IPv4

4.9 Cau hinh tinh niing DMZ
Bang 10: Bdng cdu hinh tinh nang DMZ

Bwoc

Ct phép

Mo ta
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i enable network Vao ché do cau hinh network trén
> enable network NGFW

) configure terminal Vao ché d6 cu hinh chung cta
# configure terminal NGFW.

3 interface DMZ set [Name] Céu hinh khoi tao DMZ.
(config)# interface DMZ set dmzl

4 ifname /physical interface] Céu hinh gan interface vat 1y cho
(config-dmz-dmzl1) ifname ethl DMZ
IP address /dhcp] Cau hinh network cho DMZ
or
IP address /ip address] subnet

5 [subnet]
(config-dmz-dmz1) ip address dhcp
Or
(config-dmz-dmz1) ip address
10.10.10.5 subnet 255.255.255.0

6 confirm Luu va ap dung céc cau hinh
(config-dmz-dmz1) confirm
exit Thoét khoi ché d¢ cAu hinh.

7 (config-dmz-dmz1)# exit

5  CAu hinh Network
5.1 CAu hinh dinh tuyén tinh (Static Routing) cho IPv4
Bdng 11: Bang cdu hinh Static Routing cho IPv4

Buoc Cu phap Mo ta
i enable network Vao ché do ciu hinh network trén
> enable network NGFW.
5 configure terminal Vao ché d6 cau hinh chung cua
# configure terminal NGFW.

ip route [ip-destination-prefix] Thiét 1ap mot dinh tuyén tinh trén
gateway /[ip- gateway-address] NGFW.

interface /interface-logical-name] « interface-logical-name:
wan/wanl/wan2/lan
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(config)# ip route 192.168.10.0/24
gateway 192.168.20.10 interface
wan

(config)# ip route 192.168.10.0/24
gateway 192.168.20.10 interface

'wan

, et Thoét khoi ché d6 cau hinh.
(config)# exit
show ip route Kiém tra thong tin bang dinh tuyén
5 show ip route statistics trén NGFW.
# show ip route
# show 1p route statistics
no ip route [ip-destination-prefix] |[Xo6a cu hinh dinh tuyén tinh trén
gateway [ip-gateway-address] NGFW.
6 interface /interface-logical-name]  interface-logical-name:

wan/wanl/wan2/lan

5.2 Céau hinh dinh tuyén tinh (Static Routing) cho IPv6

Bdng 12: Bang cdu hinh Static Routing cho IPv6

Buoéc Cu phap Mo ta

I enable network Vao ché do cau hinh network trén
> enable network NGFW.

5 configure terminal Vao ché do cau hinh chung cia
# configure terminal NGFW.
ipv6 route [/Pv6-destination- Thiét 1ap mot dinh tuyén tinh trén
prefix/mask] [IPv6-gateway- NGFW.

3 l|address] (config)# ipv6 route
2001:db80::/64
2001:db80::2

, (it Thoét khoi ché d6 ciu hinh.
(config)# exit
show ip route statistics Kiém tra thong tin bang dinh tuyén

> # show ip route statistics trén NGFW.
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no ipvé route //Pv6-destination-
prefix/mask] [IPv6-gateway-
address] (config)# no ipv6 route
2001:db80::/64

2001:db&0::2

X6a cau hinh dinh tuyén tinh trén
NGFW.

5.3 Céau hinh dinh tuyén RIP cho IPV4
Bdng 13: Bang cdu hinh dinh tuyén RIP cho IPv4

Buéc Cu phap Mo ta
i enable network Vao ché do cau hinh network trén
> enable network NGFW.
5 configure terminal Vao ché d6 cau hinh chung cua
# configure terminal NGFW.
3 router rip V‘éo ché d6 cau hinh dinh tuyén
(config)# router rip bang giao thuc RIP.
network [network-number/mask]  [Thuc hién quang ba mién mang
4 |(config-router-rip)# network trén NGFW.
192.168.20.0/24
exit Thoét khéi cau hinh RIP.
> (config)# exit
show ip route / show ip route rip [Kiém tra thong tin bang dinh tuyén
6 [# show ip route
# show ip route rip

5.4 Cau hinh dinh tuyén RIP cho IPv6
Bang 14: Bdng cdu hinh dinh tuyén RIP cho IPv6

Buwoc

Cu phap

Mo ta

1

enable network
> enable network

Vao ché d6 cau hinh network trén
NGFW.

configure terminal
# configure terminal

Vao ché do cdu hinh chung cta
NGFW.

router ripng
(config)# router ripng

Bat ché d6 dinh myén RIPng trén
NGFW.
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network [IPv6-network/mask] Quang ba mién mang IPv6 trén

4 |(config-router)# network NGFW.
2001:db60:1234::/64
redistribute bgp/isis/ospf6/static [Bat tinh niang phan phdi lai dinh
route- map/metric tuyén theo cac giao thirc

5 (config-router-ripng)# redistribute |bgp/ospf6/isis/static trén NGFW.
bgp metric 200
(config-router-ripng)# redistribute
static metric 2000

o [exit Thoét khoi cau hinh RIPng trén
(config-router-ripng)# exit NGFW.
show ipv6 ripng / show ipv6 route Kiém tra thong tin RIPng trén IPv6

7 statistics
# show 1pv6 ripng
# show 1pv6 route statistics
no router ripng X6a cau hinh dinh tuyén RIP cho

8 (config)# no router ripng [Pv6

5.5 Céau hinh dinh tuyén OSPF cho IPv4
Bdng 15: Bang cdu hinh dinh tuyén OSPF cho IPv4

Buéc Cu phap Mo ta
i enable network Vao ché do cau hinh network trén
> enable network NGFW.
) configure terminal Vao ché d6 cau hinh chung cta
# configure terminal NGFW.
, [router ospf Vio ché d6 cau hinh dinh tuyén
(config)# router ospf bang giao thirc OSPF.

redistribute [bgp|ospflrip|static]  |CAu hinh redistribute cac thong tin
metric-type [1/2] metric-value dinh tuyén v6i nhau trén NGFW.
[value]

(config-router-ospf)# redistribute

rip metric 200 metric- type 1
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(config-router-ospf)# redistribute
static metric-type 1 metric 2000

router-id /OSPF-router-id-in-IP- |Céu hinh Router - ID cho NGFW.
address-format]

(config-router-ospf)# router-id
192.168.100.10

area [area [D] type CAu hinh area voi type

[regular|stub|nssa]

(config-router-ospf)# area 10 type
stub

area [area [D] authentication CAu hinh area voi authentication

[none|plain-text|message-digest]

(config-router-ospf)# area 10
authentication message-digest

network [A.B.C.D/mask] area Céu hinh quang ba mién mang t6i
[area ID] viung ma no6 tham gia vao

(config-router-ospf)# network
192.168.138.0/24 area 10

exit Tho4t khoi cAu hinh OSPF.
9 |(config-router-ospf)# exit (config)#

exit

10 show ip route ospf Kiém tra thong tin dinh tuyén bang
# show ip route ospf giao thirc OSPF.

i no router ospf Xéa ciu hinh OSPF trén NGFW.

# no router ospf

5.6 Cau hinh dinh tuyén OSPF cho IPv6

Bang 16: Bang cdu hinh dinh tuyén OSPF cho IPv6
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Budc Cu phap Mo ta
i enable network Vao ché d6 ciu hinh network trén
> enable network NGFW.
) configure terminal Vao ché d6 cau hinh chung cua
# configure terminal NGFW.
, [router ospf6 Bat ché do OSPF6 trén NGFW.
(config)# router ospf6
router-id /Ospf6-router-id] Céu hinh Router — ID cho NGFW.
4 :
(config-router-ospf6)# router-id
10.10.10.10
redistribute [bgp|ospflrip|static]  |C4u hinh redistribute cac thong tin
metric-type [1/2] metric-value dinh tuyén v6i nhau trén NGFW
[value] (chua hd trg metric-value va metric-
type nhu OSPFv4)
5 |(config-router-ospf)# redistribute
rip
(config-router-ospf)# redistribute
static
¢ (area [area ID] range [X:X::X:X/M]|C4u hinh area voi range
7 interface [logical-interface] area |Kich hoat OSPFv6 trén interface
[area ID]
exit Thoét khoi ché d¢ cAu hinh OSPF6
8 |(config-router-ospf6)# exit trén NGFW
(config)# exit
show running-config / show ipv6 [Kiém tra thong tin dinh tuyén
ospf6 neighbor / show ipv6 route [(OSPF6 trén NGFW.
9 statistics
# show running-config
# show ipv6 ospf6 neighbor # show
1pv6 route statistics
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no router ospf6 X6a cau hinh OSPF6 trén NGFW.

10
(config)# no router ospf6

5.7 Cau hinh dinh tuyén BGP
Bang 17: Bdng cdu hinh dinh tuyén BGP

Budc Cu phap Mo ta
| enable network Vao ché do cau hinh network trén
> enable network NGFW.
configure terminal Vao ché d6 cau hinh chung cia
2 .
# configure terminal NGFW.

router bgp [Autonomous-system- | Vao ché d6 cau hinh BGP.
3 | number]
(config)# router bgp 65100

neighbor /Neighbor-address-v4] | Chi dinh bd dinh tuyén neighbor
remote-as [As-of-remote- cho NGFW.

4 | neighbor]

(config-router-bgp)# neighbor
192.168.20.20 remote-as 65100

network /network-number] Quang ba mién mang trén NGFW.
mask /[Network-mask]

> (config-router-bgp)# network
10.0.1.0 mask 255.255.255.0
bgp log-neighbor-changes Ghi log khi trang thai cua
6 | (config-router-bgp)# bgp log- neighbor BGP thay doi.
neighbor- changes
exit Thoat khoi cAu hinh BGP trén
7 | (config-router-bgp)# exit NGFW.
(config)# exit
show ip route statistics / show ip | Kiém tra trang thai bang dinh
bgp summary / show ip bgp | tuyén trén NGFW.
2 neighbors

# show 1p route statistics # show ip
bgp summary # show ip bgp
neighbors

5.8 CAu hinh dinh tuyén IS-IS cho IPv4
Badng 18: Bdng cdu hinh dinh tuyén IS-IS cho I[Pv4
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Budc Cu phap Mo ta
i enable network Vao ché d6 ciu hinh network trén
>enable network NGFW.
5 configure terminal Vao ché d6 cau hinh chung cua
#configure terminal NGFW.
3 router isis /Routing-area-tag] Bat tinh ning dinh tuyén IS-IS trén
(config)#router isis admin NGFW.
net [Network-entity-title] Thiét 1ap profile cho dinh tuyén IS-
is-type level-1/level-1-2/level-2-  [IS trén NGFW.
only log-adjacency-changes o Network-entity-title: Dia chi
(config)# router isis admin vung IS-1S cua NGFW.
4 |(config-router-isis)# is-type level-1
(config-router-isis)# net
49.0001.0000.0000.0002.00
(config-router)# log-adjacency-
changes
5 fexit Thoét khéi ché d¢ cAu hinh IS-IS
(config-router-isis)# exit tréen NGFW.
interface logical /interface-logical-|Vao ché d6 cau hinh cho interface
6 |name]  interface-logical-name:
(config)# interface logical lan wan/wanl/wan2/lan
7 ip router isis /Routing-process-tag]|Bat tinh ning dinh tuyén IS-IS
(config-if-lan)# ip router isis admin [[PV4 trén interface cia NGFW.
g [exit Thoét khoi ché do
(config-if-lan)# exit
interface logical /interface-logical-[Vao ché do cau hinh cho interface
9 |name]  interface-logical-name:
(config)# interface logical wan wan/wanl/wan2/lan
ip router isis /Routing-process-tagj|Bat tinh ning dinh tuyén IS-IS IPv6
10 |(config-if-wan)# ip router isis trén interface cuia NGFW.
admin
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isis circuit-type level-1/level-1-  [Bat tinh ning kiém tra thong tin
" 2/1evel- 2-only dinh tuyén no1 bo trén NGFW.

(config-if-wan)#isis circuit-type

level-1

isis metric level-1/level-2 [Default-Bat ché d6 uu tién ddi véi lién két
1 metric-value/ vung trén NGFW.

(config-if-wan)# i1sis metric 300 o Default-metric-value: 1-

16777215

show running-config/ show isis |[Kiém tra thong tin bang dinh tuyén
13 database detail/show isis neighboricia NGFW khi str dung IS- IS.

# show running-config

# show 1p router isis

5.9 Céau hinh tinh ning IS-IS cho IPv6
Bang 19: Bdng cdu hinh tinh nang IS-IS cho IPv6

Buéc Cu phap Mo ta

i enable network Vao ché do cau hinh network trén
>enable network NGFW.

) configure terminal Vao ché do cau hinh chung cia
#configure terminal NGFW.

3 router isis /Routing-area-tag] Bat tinh ning dinh tuyén IS-IS trén
(config)#router isis admin NGFW.
net [Network-entity-title] Thiét 1ap profile cho dinh tuyén IS-
is-type level-1/level-1-2/level-2-  [IS trén NGFW.
only log-adjacency-changes o Network-entity-title: Pia chi

vung IS-1S cua NGFW.

4 |(config-router-isis)# net
49.0001.0000.0000.0002.00
(config-router-isis)# is-type level-1
(config-router)# log-adjacency-
changes
exit Thoét khoi ché d¢ cau hinh IS-IS

> (config-router-isis)# exit trén NGFW.
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interface logical /interfuce-logical-[Vao ché do cau hinh cho interface
6 |name]  interface-logical-name:
(config)# interface logical lan wan/wanl/wan2/lan
ipv6 router isis /Routing-process- |Bat tinh ning dinh tuyén IS-IS
. tag] [PV4 trén interface cuia NGFW.
(config-if-lan)#ipv6 router isis
admin
o fexit Thoét khoi ché do
(config-if-lan)# exit
interface logical /interface-logical-|Vao ché 6 cau hinh cho interface
9 |name]  interface-logical-name:
(config)# interface logical wan wan/wanl/wan2/lan
ipv6 router isis /Routing-process- [Bat tinh nang dinh tuyén IS-IS IPv6
10 tag] trén interface cia NGFW.
(config-if-wan)# ipv6 router isis
admin
isis circuit-type level-1/level-1-  [Bat tinh ning kiém tra thong tin
{; [Plevel-2-only dinh tuyén ndi bo trén NGFW.
(config-if-wan)#isis circuit-type
level-1
isis metric level-1/level-2 [Default-|Bat ché d6 vu tién doi voi lién két
12 metric-value] vung trén NGFW.
(config-if-wan)# i1sis metric 300 o Default-metric-value: 1-
16777215
show running-config/ show isis  |Kiém tra thong tin bang dinh tuyén
database detail/show isis neighbor|cia NGFW khi stir dung IS- IS.
13 # show running-config
# show isis database detail
# show i1sis neighbor

5.10 Policy based routing
Bdng 20: Bdng cdu hinh Policy Based Routing

Budc Cu phap Mo ta
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enable security
>enable secutity

Vao ché d cau hinh security trén
NGFW.

policy-routes set id [1d]
(security-config)# policy-routes set
id 1

Tao ma1 hoac chinh stra mot cau
hinh véiid la 1

set incoming-interface [logical-
interface]

(policy-routes-1)# set incoming-
interface lan

Chinh sach s€ 4p dung véi luu
lugng di vao interface nay

set source [IP address]
(policy-routes-1)# set source
192.168.138.2

- Chinh sach s¢€ ap dung véi luu
lwong c6 dia chi ngudn nay.

- [IP address]: dang IP (x.x.x.x)
hodc IP/mask (x.x.x.x/X)

set source-address [object]
(policy-routes-1)# set source-
address Local

- Chinh sach s€ ap dung véi luu
luong co dia chi ngudn nay.

- [object]: 1a nhiing address hodc
address group dugc thiét lap & tinh
nang [P Object (xem & muc 2.5.2)

set dest [IP address]
(policy-routes-1)# set dest
192.168.10.0/24

- Chinh sach s¢& &p dung véi luu
lugng c6 dia chi dich nay.
- [IP address]: dang IP (x.X.x.X)
hoac [P/mask (x.x.x.x/X).

set dest-address [object]
(policy-routes-1)# set dest-address
Network

- Chinh sach s¢€ &p dung véi luu
lugng co dia chi dich nay.

- [object]: 1a nhiing address hodc
address group dugc thiét 1ap ¢ tinh
nang [P Object (xem & muc 2.5.2).

set protocol [proto]
(policy-routes-1)# set protocol 6
port 3333

- Chinh sach s¢€ &p dung véi luu
lugng co6 giao thirc nay.
- [proto]: nhan gia tri protocol

number theo chuin IANA
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- P6i v6i nhitng protocol number
nhu 6, 17, 132 tuwong ung véi1 TCP,
UDP, SCTP thi can kém theo port

set outgoing-interface [logical-  |Chinh sach s& diéu huéng luu luong

interface] di ra tir interface nay
(policy-routes-1)# set outgoing-
interface wan

set gateway [IP Address] Chi dinh gateway cho luu luong

10 |(policy-routes-1)# set gateway
192.168.15.1

1 set status [enable | disable] Cai dat trang thai cho chinh sach
(policy-routes-1)# set status enable

12 |(policy-routes-1)# show config Kiém tra lai ciu hinh

13 unset [option] X6a cai dat cho mét option
(policy-routes-1)# unset source

14 |(policy-routes-1)# confirm Luu cau hinh va ap dung chinh sach

15 |(policy-routes-1)# exit Thoat

6  Cau hinh Policy & Object
6.1 Céu hinh tinh niing Firewall policy
Bdng 21: Bdng cdu hinh tinh ning Firewall Policy

Budc Cu phap Mo ta
| enable security Bét tinh nang security trén
> enable security NGFW.
firewall-policy set id /String- Vao ché d6 cau hinh Firewall
5 Policy-ID] Policy.
(security-config)# firewall-policy
setid 2
set name [String/ C:Q'lu hinh tén cho Firewall Policy
3 | (security-config)# set name dé goinhd
allow-wan
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set source-zone /[Zone] Céu hinh cac viing Zone nguén
4 | (firewall-policy-22)# set source- | theo cac Zone da tao.

zone lan

set dest-zone [Zone/ CAu hinh cac ving Zone dich
5 | (firewall-policy-22)# set dest- theo cac Zone da tao.

zone wan

set family /IPv4 | IPv6] Cau hinh Iya chon loai IP ma

: : policy str dung. (Bat budc phai

6 | (firewall-policy-22)# set family L X L A 1s .

Pva cau hinh néu muodn cau hinh dia

chi IP nguon - dich)

set source-address /IP Object] CAu hinh dja chi IP ngudn cua
7 | (firewall-policy-22)# set source- | traffic. Chon tur list IP Object da

address locall khéi tao.

set dest-address /IP Object] Cau hinh dia chi IP dich cia
8 (firewall-policy-22)# set dest- traffic. Chon tur list IP Object da

address local2 khoi tao.

set port-object type [TCP/UDP | | C4u hinh Port va Protocol cu thé

ICMP | IP ] name <port ma traffic sit dung. Chon tur list
9 object]>,<port object2>,... Port Object da dugc khéi tao.

(firewall-policy-22)# set port-

object type TCP/UDP name

SSH,HTTP,HTTPS,DHCP

set target CAu hinh cach ma hé thong s&
10 [ACCEPT/REJECT/DROP] tuong tac voi cac traffic, cho

(firewall-policy-22)# target phép, tir chdi hoac loai bé.

ACCEPT

set status /[ENABLE/DISABLE] | Céu hinh trang thai bat/tat ciia
11 | (firewall-policy-22)# set status policy.

enable

set scenario [Application CAu hinh tinh ning application

Scenario | control trén tung policy. Lya

(firewall-policy-22)# set scenario | chon tur list Scenario da dugc

block-ytb khoi tao.
12 | unset /[name | dest-zone | source- | Xo6a ting truong cua firewall

zone | dest-address | source- policy.

address | port-object | scenario]

(firewall-policy-22)# unset dest-

zone
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firewall-policy delete id /policy - | X06a céu hinh Firewall Policy
id]
(security-config)# firewall-policy
delete id 22
show running-config Kiém tra cdu hinh duoc ghi trén
NGFW.

6.2 Céau hinh tinh ning IP object
Badng 22: Bdng cdu hinh tinh ning IP Object

Budc Cu phap Mo ta
| enable security Bat tinh nang security trén NGFW.
> enable security
ip-object set id / String- Ip CAu hinh Ip-Object.

Object-ID] name [String] family | Néu muon cau hinh véi nhiéu dia
[ipv4/ipv6] address [x.x.x.x/x] chi thi st dung dau °,” (phay) dé
phan cach va dat trong cip dau
(security-config)# ip-object setid | (ngodc kép)

33 name Lancs family ipv4 | Vidu: “192.168.124.2,

address 192.168.124.1/24 192.168.138.0/24, 192.168.124.6”
2 firewall-policy delete id /Ip X6a cau hinh Ip-Object.

Object-1d]

(security-config)# ip-object delete

id 22

show running-config Kiém tra cau hinh Ip-Object dugc

ghi trén NGFW.

6.3 CAu hinh tinh niing Port Object
6.3.1 Céiu hinh tao mét nhém port mai

Bdng 23: Bang cdu hinh tao nhém Port méi

Budc Cu phap Mo ta
i enable security Bat tinh nang security trén NGFW.
> enable security
) port-object set group name CAu hinh cac nhom cho port-object.
[Name]
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(security-config)# port-object set

group name tunnel

6.3.2 Cédu hinh tao mét chi tiét mét port

Bang 24: Bang cau hinh tao mét chi tiét mot port

Budc Cu phap Mo ta
port-object set object name Céu hinh céc port object. Trong d6
[String-name] group [String- phan detail cta cac loai khac nhau
group] type/dest-port/I[CMP- lai c6 format khac nhau.

type/proto-type] detail/Format] Vi type la dest-port, format co
dang [tcp/udp]:<start>-<end>.
(security-config)# port-object create|vi du: tcp:43 hoac udp:113-119.
object name HTTPS group V61 type ICMP-type, format c6
web_access type dest-port detail ~ |dang typel,type2

"tcp:443,udp:443" vi du: echo-reply, echo-request

V&1 type proto-type, format c6 dang
mot protocol duy nhat, dudi dang

SO.

6.3.3 Xoa port/ nhom port di tao

Bang 25: Bang xda port/ nhom port da tao

Buoéc Cu phap Mo ta

port-object delete object /Name] | X6a cau hinh Port-object.
(security-config)# port-object
delete object name HTTPS

port-object delete group /Name] | X6a cau hinh Group-object.
(security-config)# port-object
delete group name tunnel

show running-config Kiém tra cau hinh Port-Object
duoc ghi trén NGFW.

6.4 Cau hinh tinh ning Port Forwarding

Bang 26: Bang cdu hinh tinh nang Port Forwarding
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Budc Cu phap Mo ta

enable securit )
1 y Bat tinh nang security trén NGFW.

> enable security

nat port-forward id /Port

Vao ché d¢ céu hinh port
2 forwarding-ID] 40 Che €0 Catl A po

fi ding.
(config)# nat port-forward id 34 orwarding
tocol/TCP/UDP/BOTH, .

3 protocol/ / Cau hinh giao thtrc.

(nat-port-forward-34)# protocol tcp

source-zone [WAN/LAN] CAu hinh chon cac ving Zone
4 |(nat-port-forward-34)# source-zone nguén LAN/WAN

wan

ternal-ipadd XX t- < $
external-ipaddress/x.x.x.x/ (na CAu hinh WAN cho thiét bi ngoai

5 |port-forward-34)# external- o .
mang c6 thé truy cap vao.

ipaddress 192.168.100.88

external-port/number-port] CAu hinh mé cong cho thiét bi
6 |(nat-port-forward-34)# external-  [ngoai mang truy cap vao noi bg.
port 5648
dest-zone/ WAN/LAN] CAu hinh chon cac ving Zone dich
7 |(nat-port-forward-34)# dest-zone  |[LAN/WAN
lan

internal-ipaddress/x.x.x.x/ (nat-  |C4u hinh IP ndi bo ma thiét bi mang

8  |port-forward-34)# internal- ngoai mudn truy cip vao.
ipaddress 192.168.125.89
internal-port/number-port] CAu hinh mé cong cho thiét bi.

(nat-port-forward-34)# internal-port
9 |50

Kiém tra cau hinh duoc ghi trén

show running-config NGEW

6.5 C#hu hinh Firewall Zone

Bdng 27: Bdang cdu hinh Firewall Zone
Buéc Cu phap Mo ta
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enable security
> enable security

Bat tinh nang security trén NGFW.

firewall-zone set id
[ Number- Policy-1D]

(security-config)# firewall-policy
setid 2

Vao ché do cAu hinh Firewall Zone.

set name /String- Name]

(security-config)# set name test33

CAu hinh tén cho Firewall Zone dé
go1 nhd.

set policy-input
[ACCEPT/REJECT/DROP]

(firewall-policy-22)# set policy-
input ACCEPT

Céu hinh cac hanh dong nhu: cho
phép, tir choi hodc xo0a céc rules di
vao trong Zone

set policy-output
[ACCEPT/REJECT/DROP]

(firewall-policy-22)# set policy-
input ACCEPT

Cau hinh cac hanh dong nhu: cho
phép, tir chdi hodc xo6a céc rules tur
Zone di ra ngoai

set policy-forward
[ACCEPT/REJECT/DROP]

(firewall-policy-22)# set policy-
input ACCEPT

CAu hinh cac hanh dong nhu: cho
phép, tir chdi hodc x6a cac rules
forward to1 cac interface thudc
Zone

set masquerade
[ENABLE/DISABLE]

(firewall-policy-22)# set
masquerade ENABLE

CAu hinh bat/tit cac masquerade
zone

set mtu-fix /ENABLE/DISABLE]

(firewall-policy-22)# set mtu-fix
ENABLE

Céu hinh bat/tait MTU dé xtr Iy kich
thudc goi tin.

set list-network
[wan/wanl/wan2/wan6/lan]

(firewall-policy-22)# set list-
network wan

Chon cac interface thudc Zone
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unset name /String-Name- Xoa tén trong Firewall Zone
Firewall- Zone |

10
(firewall-policy-22)# unset name
test33
firewall-zone delete id /Firewall- [X6a cau hinh Firewall Zone
Zone - id]
11
(security-config)# firewall-zone
delete id 22
show running-config Kiém tra c4u hinh Firewall Zone
12 duogc ghi trén NGFW.

6.6 Cau hinh tinh niing DoS Protection

Bang 28: Bdng cdu hinh tinh ning DoS Protection

Budc Cu phap Mo ta
enable security Bat tinh nang security trén
: > enable security NGFW.
DoS-profile set id /ID] Tao m&i hodc chinh sira cau
2 (security-config)# DoS-profile hinh DoS- profile véi id cu thé
set 1
set-name /[String/ Céu hinh tén goi nhd cho profile
3
(DoS-profile-1)# set-name Test
config-anomalies Vao ché d6 cau hinh cac ngudng
4 (DoS-profile-1)# config- cho cac sy kién tin cong
anomalies
(DoS-profile-1-anomalies)# set CAu hinh cic ngudng cu thé
5 tcp_syn_flood threshold 1000 - Gi6i han ngudng 1000 két n6i

mao1 voi co syn dugce dat.

DoS-policy set id /String- DoS- CAu hinh policy co ban cho DoS
policy-ID] category [ipv4/ipv6] protection

6 name /String-name] traffic
[incoming/forwarding] source-

zone [String-zone-name/ dest-
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zone [String-zone-name] profile
[String-profile-name]

(security-config)# DoS-policy
set id 36 category ipv4 name
Test45 traffic incoming souce-
zone wan profile Test

(security-config)# DoS-policy
set id 36 category ipv4 name
Test45 traffic forwarding
source-zone wan dest-zone lan
source-address Network dest-
address Local port-object ALL-
TCP profile Test

(source-address va dest-address
nhan gia tri la cac dia chi dwoc
cai dat trong IP Object)

Cau hinh policy véi céac bd loc
dia chi va cong:

- source-address: Ap dung voi
nhitng goi tin c6 dia chi ngudn
khép voi dia chi duge cai dat

- dest-address: Khép véi goi tin
co dia chi dich

- port-object: Khép vai goi tin
c¢6 cong dich

Dos-profile delete id //D]

(security-config)# DoS-profile

Xéa cau hinh DoS-profile.

’ delete id 1
(security-config)# show DoS- Kiém tra cau hinh Dos-profile
profile dugc ghi trén NGFW.
(security-config)# show DoS- Kiém tra ciu hinh DoS-policy
5 policy duoc ghi trén NGFW.

6.7 Cau hinh tinh ning QoS

Bdng 29: Bdng cdu hinh tinh niang QoS

Bwoc

Cu phap

Mo ta

enable network

> enable network

Bét tinh nang network.
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configure terminal Vao ché d6 cau hinh chung cua
o |#configure terminal NGFW.
qos profile set id [string] 1d tuong trng vai tén cua profile,
3 (config)# qos profile set id P1 néu chua ton tai thi tao méi profile

v6i id 1a chudi vira nhap, da tdn tai
thi chinh stra profile.

set interface [string] Lya chon interface cho profile, cac
(qos-profile-P1)# set interface wan | goi di qua interface ndy sé& bi kiém
soat boi policy gan véi class cla
profile

set rate [number] Tbc do cam két tdi thiéu cho
(qos-profile-P1)# set rate 2000 profile, don vi 1a bytes

4 | set ceil [string] Téc do cam két tdi da cho profile

(qos-profile-P1)# set ceil 20000

qos profile delete id [string] Xéa cau hinh QoS-profile. Hay

(config)# qos profile delete id P1 | xda tat ca class gan véi profile
7 trugce khi xoa profile

qos profile show id [string] Kiém tra cdu hinh QoS-profile

(config)# qos profile show id P1

g |90 class set id [number] Tao méi hoidc edit cau hinh class
(config)# qos class set id 1

9 set profile [string] Lya chon profile gén vOi class, 1
(qos-class-1)# set profile P1 class chi dugc chon 1 Profile, 1

38



CONG TY CO PHAN CONG NGHE MANG LANCS VIET NAM
Hotline: +84 868275959 | Email: info@lancsnet.com

\

profile co thé duoc chon baoi nhiéu
class

set rate [number]
(qos-class1)# set rate 2000

Téng bang thong cam két cua cac
class phai nho hon bang thong t6i
da cua profile

set ceil [string]

(qos-class-1)# set ceil 20000

Téng bang thong tdi da cua cac
class phai nho hon bing thong t6i
da cua profile

set priority [number]

(qos-class-1)# set priority 1

Class c¢0 prio cao hon thi bang
thong dugc uu tién hon trong
truong hop nghén mang va bang
thong cua interface nhé hon bang
thong profile

10

qos class delete id [number]
(config)# qos class delete id 1

X0a cau hinh class

qos class show id [number]
(config)# qos class show id 1

Hién thi cau hinh class

11

qos policy set name [string]
(config)# qos policy set name
DHCP

Tao méi hodc edit cdu hinh policy

12

set status enable/disable

(qos-policy-DHCP)# set status
enable

Bat tat cau hinh policy

set class [class 1d]

(qos-policy-DHCP)# set class 1

Chon class cho policy, cac goi
match vdi policy thi s€ bi gidi han
theo bang thong cau hinh cua class

set source-address [ipobject
name]

(qos-policy-DHCP)# set source-
address 1

Lua chon cac ciu hinh source-
address l1a IP Object
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set dest-address [ipobject name]

(qos-policy-DHCP)# set dest-
address ngfw

Lua chon cac cau hinh dest-address
1a IP Object, source dest khong
trung nhau

set source-zone [zone name]

(qos-policy-DHCP)# set dest-zone
lan

Lua chon cac cau hinh source-zone
la Zone, source dest khong trung
nhau

set dest-zone [zone name]

(qos-policy-DHCP)# set dest-zone
wan

Lua chon cac cau hinh source-zone
la Zone

set port-object [port object name]

(qos-policy-DHCP)# set port-
object DHCP,SSH

C6 thé cau hinh nhiéu gia tri va
phan tach nhau boi ddu phay. khong
bat budc cdu hinh ca 5 trudong zone,
address, port-object déng thoi
nhung t6i thiéu c6 1/5 va tity theo
traffic mong mudn kiém soat

(config)# qos policy show name
DHCP

set name [string] Poi tén policy
(qos-policy-DHCP)# set name
SSH
qos policy delete name [string] [Xo0a policy
(config)# qos policy delete name
13 DHCP ,
qos policy show name [string] Show cau hinh policy

7

Céu hinh nhém tinh niing Security

7.1 CAu hinh tinh niing Anti Virus

Bdng 29: Bdng cdu hinh tinh ning Anti Virus

Buwoc

Cu phap

Mo ta
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enable antivirus

> enable antivirus

Truy cap dé cu hinh tinh ning AV

antivirus trule/false

# antivirus trule/false

Bat/T4t tinh nang AV

showstate

# showstate

Xem trang thai cua tinh ndng AV

7.2 Cau hinh tinh ning Web Filter

Bang 30: Bdng cdu hinh tinh niang Web Filter

Budc Cu phap Mo ta
| enable webfilter Truy cép cau hinh tinh
> enable webfilter nang Webfilter
v2proxy -kw <action,domain> CAu hinh chan keyword
# v2proxy -kw block,lancs “lancs”
2 | v2proxy -url <action,domain> CAu hinh chan url
# v2proxy —kw unblock,vnexpress.net/truc- “vnexpress.net/truc-
thang-dien-tap-cuu-ho-cuu-nan-4781546.html | thang-dien-tap-cuu-ho-
cuu-nan-4781546.html”
v2proxy -kw <action,keyword> CAu hinh bo chin
# v2proxy -kw unblock,lancs keyword “lancs”
3 | v2proxy -kw <action,url> CAu hinh bo chan url
# v2proxy unblock -url vnexpress.net/truc- “vnexpress.net/truc-
thang-dien-tap-cuu-ho-cuu-nan-4781546.htm! | thang-dien-tap-cuu-ho-
cuu-nan-4781546.html”
v2proxy -kw/url Céu hinh nhiéu rule
4 | <action,keyword/url>;<action,keyword/url> chidn mét lic
# v2proxy -kw block,lancs;block,red

7.3 Céu hinh tinh ning DNS Filter
Bang 31: Bdng cdu hinh tinh nang DNS Filter

Buwoc

Cu phap

Mo ta
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. enable webfilter Truy cép cau hinh tinh
> enable webfilter nang Webfilter
5 v2proxy -dns <action,domain> CAu hinh chin domain
# v2proxy -dns block,24h.com.vn “24h.com.vn”
3 v2proxy -dns <action,domain> Céu hinh bé chian domain
# v2proxy -dns unblock,24h.com.vn “24h.com.vn”
v2proxy —dns CAu hinh nhiéu dia chi
4 <action,dns>;<action,dns> domain 1 lac
# v2proxy -dns
block,lancsnet.com;block,24h.com.vn

7.4 Cau hinh tinh ning File Filter

Bdng 32: Bang cdu hinh tinh ning File Filter

Budc Cu phap Mo ta

| enable webfilter Truy cép cau hinh tinh
> enable webfilter nang Web Filter

5 v2proxy -file <action,file> Cau hinh chin file duoi
# v2proxy -file block,exe “.exe”
v2proxy -dns <action,file> CAu hinh b chan file

. # v2proxy -file unblock,exe dudi “.exe”

4 v2proxy -file <action,file>;<action,file> Céu hinh nhiéu duoi file 1
# v2proxy -file block,exe;block,png lac

7.5 CAu hinh tinh ning NIPS
Badng 33: Bdng cdu hinh tinh nidng NIPS
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Budc Cu phap Mo ta
. enable nips Truy cap cau hinh tinh
> enable nips nang NIPS
add category name <category name> CAu hinh danh muc va cac
comment rule mudn thém vao danh
2 | <description>enablerule <rule> muc

# addcategory name giaitri comment
rulegiaitri enablerule games.rules

enablecategory name <category's name> | Cau hinh enable cac rule

3 # enablecategory name giaitri trong category
deletecategory category <category's Xoba category
4 | name>

# deletecategory category giaitri

7.6 Cau hinh tinh niing Application Control
7.6.1 Céu hinh tao Custom Application Signature

Badng 34: Bdng cdu hinh tao Custom Application Signature

Buoéc Cu phap Mo ta

i enable app-control Truy cép tinh nang application control.
> enable app-control
app-custom edit [custom Vao ché d6 cAu hinh custom

5 application id] application signature
(app-control-config)# app-
custom edit 1
set host [host signature] CAu hinh signature dua trén cac

3 (1)# set host facebook.com domain.
(1)# set host tb.com
(1)# set host fb.net

4 set network [network Céu hinh signature dua trén cac IP
signature] hoac network.
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(1)# set network
163.70.159.0/24
(1)# set network
163.70.159.7/32

5 show Hién thi ndi dung signature da céu
(1)# show hinh.

6 confirm Luu lai cdu hinh.
(1)# confirm

- exit Thoat khoi ché do cu hinh cta custom
(1)# exit application signature.

Budc Cu phap Mo ta

unset [host | network] Xoba signature host hodc network khoi
(1)# unset host application custom.

(1)# unset network

app-custom delete [custom | X6a application custom.
application 1d]
(app-control config)# app-
custom delete

7.6.2 Céu hinh tao Custom Category
Badng 35: Cdu hinh tao Custom Category

Buoc Cu phap Mo ta
i enable app-control Truy cép tinh nang application control.
> enable app-control
5 cat-custom edit [custom Vao ché d6 cau hinh custom category
category id] signature
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(cat-control-config)# cat-
custom edit 1

set application [application
custom]

(1)# set application custom1
(1)# set application custom?2

CAu hinh cac app thudc category nay tir
cac custom app di dugc cau hinh.

confirm
(1)# confirm

Luu lai cAu hinh.

Buwoc

Cu phap

Mo ta

unset application
[application name]
(1)# unset application
customl

Xoa application khoi custom category.

cat-custom delete [custom
category id]

(app-control config)# cat-
custom delete 1

Xdba category custom.

7.6.3 Céiu hinh Application Policy

Bang 36: bdang cau hinh Application Policy

Buwoc

Cu phap

Mo ta

enable app-control
> enable app-control

Truy cép tinh nang application control.

app-policy set [policy
name]
(cat-control-config)# app-
policy set block ytb

Vao ché d6 cau hinh ctia application
policy.
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set type [applications |
categories]

(block ytb)# set type
applications

C4u hinh kiéu d6i tuong mudn tao
policy quan 1y.

set [application | category]
[list name]

(block ytb)# set application
youtube,facebook

(block ytb)# set category
24,29,34

Céu hinh déi tugng app hodc cat mudn
tao policy quan ly.

set day [list day in week]
(block ytb)# set day
mon,tue,sat,sun

CAu hinh ngay trong tuan ma policy
dugc str dung.

set time-start [time start
form (hour:min)]

(block ytb)# set time-start
8:30

CAu hinh thoi gian bat dau policy dugc
ap dung.

set time-stop [time stop form
(hour:min)]

(block ytb)# set time-stop
18:00

Cau hinh thoi gian két thuc cua policy.

set action [allow | block]
(block ytb)# set action allow

Céu hinh céach thuc tuong tac voi
policy.

Buwoc

Cu phap

Mo ta

unset [option]
(block ytb)# unset time-start
(block ytb)# unset day

Loai bo cau hinh cac truong trong
policy.
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app-policy delete [policy Xo6a bé application policy.
name]

7.6.4 Céu hinh Application Scenario
Bdng 37: Bang cau hinh Application Scenario

Buéc Cu phap Mo ta

enable app-control Truy cap tinh nang application control.
> enable app-control

app-scenario set [scenario Vao ché do cau hinh ciia application
name] policy.

(cat-control-config)# app-
scenario set dev_manager

set commnad [command Céu hinh chu thich m6 ta cho scenario.
text]

3 | (dev_manager)# set
command “this policy use for
device team”

set list_policy [list policy] CAu hinh danh séach céc policy thanh

4 (dev_manager)# set phan cua scenario.
list_policy
policyl,policy2,policy4
Budc Cu phap Mo ta
unset [option] Loai bo cau hinh cac truong trong
(dev_manager)# unset scenario.
command

(dev_manager)# unset
list policy
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app-scenario delete
[scenario name]

Xo6a bd scenario policy.

8 Céu hinh nhém tinh niing VPN

Nguoi ding co thé bat tinh ning VPN trén NGFW bang cau lénh:
> enable vpn

8.1 Céu hinh giao thirc VXLAN
Badng 38: Bdng cdu hinh giao thitc VXLAN

Bwoc

Cu phap

Mo ta

enable network
> enable network

Enable tinh nang network

configure terminal
#configure terminal

Vao ché d6 ciu hinh chung cia NGFW

vxlan name [vxlan name]
(config)# vxlan name
[vxlan name]

Nhap tén tunnel vxlan

peer-address [A.B.C.D]
(vxlan-config)# peer-address
A.B.C.D

dién

Nhép truong IP address cua br-wan doi

ip-address [A.B.C.D]
[A.B.C.D]

(vxlan-config)# ip-address
[A.B.C.D] [A.B.C.D]

netmask

Nhap ip tunnel ctia vxlan gdm ip va

peer-network [A.B.C.D]
(vxlan-config)# peer-network
[A.B.C.D]

Nhép tunnel ip cua thiét bi d6i dién

remote-network
[A.B.C.D/M]

thiét bi ddi dién

Nhép gia tr1 ip va netmask cta br-lan
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(vxlan-config)# remote-
network [A.B.C.D/M]

port [0-65535]
(vxlan-config)# port [O-
65535]

Nhép port cho vxlan thuong dung port
4789

mtu $mtu
(vxlan-config)# mtu [0-
65535]

Nhap gia tr1 mtu cho vxlan thuong
dung 1450

10

vlan-id $vlan
(vxlan-config)# vlan-id []

Nhap gia tri vlan-id cho vxlan

11

accept
(vxlan-config)# accept

Nhéap accept cho tinh nang vxlan

12

exit
(vxlan-config)# exit

Thoat khéi config

13

no vxlan name [name
vxlan]

(config)# no vxlan name
[name vxlan]

Xo04a bo vxlan

8.2 CAu hinh giao thirc PPTP
Bdng 39: Bdng cdu hinh giao thitc PPTP

Budc Cu phap Mo ta
i enable vpn Bat tinh nang vpn trén NGFW
> enable vpn
5 mode pptp server Chon mode client va server cho tinh
# mode pptp server nang PPTP
3 range [A.B.C.D]-[M] Nhép khoang ip nhdp username va
[username] [password] password
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(pptp-config)#range
[A.B.C.D]-[M] [username]

[password]

exit
(pptp-config)#exit

Thoat khoi config

mode pptp disable server
#mode pptp disable server

Xoba bo server

mode pptp client
#mode pptp client

Chon mode pptp client

network [A.B.C.D]
[username] [password] [id]
default-route
(pptp-config)#network
[A.B.C.D] [username]
[password] [1d] default-
route

Nhap cac thong tin server ip, username,
password va id default-route

exit
(pptp-config)# exit

Thoat khoi config pptp

mode pptp disable client
# mode pptp disable client

Xo6a bo client

8.3 Cau hinh giao thirc GRE
Bdng 40: Bdng cdu hinh giao thitc GRE

Budc Cu phap Mo ta
i enable vpn Bat tinh nang vpn trén NGFW
> enable vpn
5 mode gre [name-of-VPN] vao chon mode gre va tén cua tunnel
# mode gre name
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peer-address [IP address]
(gre-config)# peer-address
[A.B.C.D]

Nhép gia tri IP address ctia cong WAN

do1 dién

ip-

address [network] netmask
[netmask]

(gre-config)# ip-address
[A.B.C.D] netmask
[A.B.C.D]

Nhép IP tunnel va netmask

local-address [local address]
(gre-config)# local-address
[A.B.C.D]

Nhép gia tri IP address ctia cong WAN

thiét bi

peer-network

[peer network]
(gre-config)# peer-network
[A.B.C.D]

Nhap gia tri IP tunnel thiét bi di dién

remote-network
[remote network]
(gre-config)# remote-
network [A.B.C.D/M]

Nhép gia tri IP br-lan cta thiét bi dbi

dién

exit
(gre-config)# exit

Thoat khéi config GRE

mode gre disable [name]
# mode gre disable [name]

Xo6a bo tunnel GRE

8.4 Cau hinh giao thirc IPSec

Badng 41: Bdng cdu hinh giao thirc IPsec

Budc Cu phap Mo ta
| enable vpn Bat tinh nang vpn trén NGFW.
> enable vpn
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name [Name-of-VPN]
# name vpn

Vao ché d6 cAu hinh vpn cia NGFW.

crypto ike encryption
[Encryption- method] hash
[Hash-method] dh [Diffie-
Hellman-Exponentiation]
crypto esp encryption
[Encryption- method] hash
[Hash-method] dh [Diffie-
Hellman-Exponentiation]

(vpn-config)# crypto esp
encryption aes256gcm hash
sha256 dh modp1024 (vpn-
config)# crypto ike
encryption

aes256gcm hash sha256 dh
modp1024

Céu hinh crypto tuong ung voi ike &
esp trén NGFW da ho tro.

key [Pre-shared-key]
(vpn-config)# key 123456

Tao khoa cho ludng VPN.

local address /Local-
external-IP- address]
(vpn-config)# local address
192.168.10.10

Céu hinh dia chi IP local cia NGFW.

local subnet /Local-
internal-network]
(vpn-config)# local subnet
10.0.1.0/24

Chu hinh dia chi IP internal cia NGFW
vao luong VPN.

remote id [IP-or-1D-of-the-
tunnel- remote-endpoint]
(vpn-config)#remote id
192.168.20.10

Céu hinh dia chi IP hodc ID remote cua
NGFW.

remote address Remote-
external-

IP-address

(vpn-config)# remote address
192.168.20.10

CAu hinh dia chi IP cia NGFW remote.

remote subnet remote-
internal- network

CAu hinh dia qhi IP internal cia NGFW
remote vao luong VPN.
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(vpn-config)# remote subnet
10.0.2.0/24
accept Xéc nhan cau hinh VPN,

10
(vpn-config)# accept

1 exit Thoat khoi ché d6 cau hinh vpn cua
(vpn-config)# exit NGFW.

12 show vpn status Kiém tra trang thai ciu hinh VPN.
# show vpn status

13 | mo name /Name-of-VPN] Xo4 cau hinh tinh nang IPSEC
# no name vpn

9 Céu hinh nhém tinh ning User & Authentication

9.1 User Identification

Dung dé tao tai khoan local dé xac thuc danh tinh ctia ngudi dung hoic thiét

bi trudc khi cho phép truy cép vao tai nguyén mang hodc cac dich vu cu thé.

Badng 42: Bdng cdu hinh User Identification

Buoc

Cu phap

Mo ta

enable network
> enable network

configure terminal
#configure terminal

user local set username

<String> password <String>

(config)# wuser local set
username  John  password
lancs@?2024

Tao mot tai khoan méi hoac chinh stra
mat khau néu tai khoan d3 ton tai:
username: tén dang nhap

password: mat khau

user local delete username
<String>

(config)# user local delete
username John

Xo04a mot tai khoan

53

LANCS NETWORKS




CONG TY CO PHAN CONG NGHE MANG LANCS VIET NAM ‘\
Hotline: +84 868275959 | Email: info@lancsnet.com LANCS NETWORKS

9.2 Authentication Server

St dung céc giao thirc xac thyc chuan dé giao tiép vai cac server xac thuc
bén ngoai dé xac thyc danh tinh cta nguoi dung hodc thiét bi trudc khi cho phép
truy cap vao tai nguyén mang hoac cac dich vu cu thé.

9.2.1 RADIUS Servers
St dung giao thie RADIUS (dung UDP dé truyén dit liéu véi cong mic dinh

la 1812).
Bang 43: Bdng cdu hinh RADIUS Servers
Budc Cu phap Mo ta
| enable network
> enable network
) configure terminal
#configure terminal
user radius set name | Thuc hién chinh sira hodc tao méi ciu
<String> hinh
3
(config)# user radius set name
radiusserver
set server-ip </P> Dia chi IP cta server (kha dung khi thiét
A bi 6 thé két nbi duoc t6i dia chi nay)
(radius-radiusserver)# set
server-ip 192.168.15.16
set server-port <Port> Cong dé giao tiép véi server (giao thirc
5 RADIUS st dung céng mac dinh la
(radius-radiusserver)# set [ 1812)
server-port 1812
set secret <String> Chudi ky tu (string) dugc st dung dé
6 bao mat giao tiép gitta RADIUS Server
va RADIUS Client
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(radius-radiusserver)# set

secret "lancs@2024"

confirm
(radius-radiusserver)#
confirm

Luu va ap dung ciu hinh

exit
(radius-radiusserver)# exit

Thoat ra ngoai giao di¢n chinh

user radius delete name

<String>

(config)# user radius delete
name radiusserver

X6a mot cau hinh RADIUS server

9.2.2 LSSO

Buoc

Cu phap

enable network
> enable network

configure terminal
#configure terminal

user Isso set name <String>

(config)# user Isso set name
Isso

hinh

Thuc hién chinh stra hoac tao moi cau

set client-id <String>

(Isso-Isso)# set client-id admin

Dinh danh cho may khach (client)
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set client-secret <String> Chudi ky tu (string) dugc sir dung dé

5 bao mat giao tiép giira server va client
(Isso-1sso)# set client-secret
lancs@2024
set redirect-uri <String> URL két nbi t6i server

6 . :
(Isso-Isso)# set redirect-uri
"https://example.com/"

- confirm Luu va ap dung ciu hinh
(Isso-1sso)# confirm

g exit Thoét ra ngoai giao dién chinh
(Isso-Isso# exit
user Isso delete name X6a mot cau hinh RADIUS server
<String>

9
(config)# user Isso delete
name Isso

9.2.3 LDAP Servers

Str dung giao thirc LDAP (hoat dong trén nén tang TCP/IP).
Bang 44: Bdng cdu hinh LDAP Servers

Buoc

Cu phap

Mo ta

enable network
> enable network

configure terminal
# configure terminal

user ldap set name <String>

Thuc hién chinh stta hoac tao méi
cau hinh
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(config)# user ldap set name
ldapserver

set server-ip </P>

(Idap-ldapserver)# set server-ip
192.168.15.16

Dia chi IP cua server (kha dung khi
thiét bi co thé két ndi duoc téi dia
chi nay)

set server-port <Port>

(Idap-ldapserver)# set server-port
389

Cong dé giao tiép voi server (giao
thirc LDAP sir dung cong mic dinh
la 389)

set cn <String>

(Idap-ldapserver)# set cn admin

Common Name Identifier: Truong
thugc tinh cua dbi tugng trong
LDAP ma NGFW str dung dé xéc
dinh ngudi ding dang két ndi

set dn <String>

(Idap-ldapserver)# set dn
"cn=admin,dc=example,dc=com"

Distinguished Name: Mot dinh
danh duy nhét cho mdi entry, giong
nhu "dia chi" trong ciy thu muyc.
Puoc str dung dé tra ctru cac muc
nhap tai khoan nguoi dung trén may
chu LDAP

set anonymous-login
<enable/disable>

(ldap-ldapserver)# set
anonymous-login enable

- Enable: Dé truy cap co so dit liéu
thu muc ma khéng yéu cau cung cap
thong tin x4c thuc (c6 nghia 1a nguoi
dung hoic ing dung c6 thé truy van
thong tin tt LDAP server ma khong
can phai "dang nhap"

- Disable: Can cung cip thém tén
nguoi dung (Username) c6 du dac

57




CONG TY CO PHAN CONG NGHE MANG LANCS VIET NAM A

Hotline: +84 868275959 | Email: info@lancsnet.com LANCS NETWORKS
quyén dé truy cap may chit LDAP va
mat khau (Password) kém theo

set username <String> Tén tai khoan ding nhap c6 quyén
9 truy cdp vao server LDAP néu
(Idap-ldapserver)# set username | anonymous-login dugc bat (enable)
admin
set password <String> Mat khau ding nhip néu
anonymous-login dugc bat (enable)
10
(Idap-ldapserver)# set password
lancs@2024
. confirm Luu va ap dung céu hinh
(Idap-ldapserver)# confirm
12 exit Thoat ra ngoai giao dién chinh
(Idap-ldapserver)# exit
user Idap delete name <String> | X6a mot cau hinh LDAP server
13
(config)# user ldap delete name
ldapserver

10  Céu hinh nhém tinh niing System
10.1 Céu hinh tinh ning Ping
Bdng 45: Bdng cdu hinh tinh nang Ping

Budc Cu phap Mo ta
enable network Truy cp vao phan cau hinh tinh
1 > enable network nang Network
) ping <IP> Thuyc hién 1é€nh ping
#ping 8.8.8.8

10.2 Céu hinh tinh ning Traceroute

Bdng 46: Bdng cdu hinh tinh nang Traceroute
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Bwoc

Cu phap

Mo ta

1

enable network
> enable network

Truy cép vao phan cau hinh tinh
nang Network

2

Traceroute <IP>
#traceroute 8.8.8.8

Thuc hién 1énh Traceroute

10.3 Cau hinh giao thirc SNMP
Bang 47: Bdng cdu hinh giao thirc SNMP

Bwoc

Cu phap

Mo ta

enable network

> enable network

Truy cip vao phan cau hinh tinh
nang Network

configure terminal

#configure terminal

Thuc hién 1énh Traceroute

snmp infomation set status

<enable/disable>
<name> sys-contact <email> sys-

sys-name

location <location>
(config)# snmp infomation set status
enable sys-

name lancs sys-contact
lancs@net.com sys- location HN

Thuec hién cau hinh bat/tat va
thém thong tin cia SNMP agent

snmp vl/v2e¢ set id </-1000>
community

<community’s name> host </P>
type <accept-queries/accept-send-
trap/accept-both>

(config)# snmp v1/v2c set id 2
community public host
192.168.100.18 type accept-both

Cau hinh snmp v1/v2c

snmp v3 set id </-1000>
username <name> security-level
<noAuthNoPriv/authNoPriv>

CAu hinh snmp v3
noAuthNoPriv
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(config)# snmp v3 set id 2 username
lancs security-level noAuthNoPriv

snmp v3 set id </-/000> username
<name> security-level authNoPriv
auth-type MD5
<password>

auth-pass

(config)# snmp v3 set id 2 username
lancs security-level authNoPriv auth-
type MD5 auth- pass lancs

Cau hinh snmp v3
authNoPriv

snmp vl/v2c delete id </-7000>
(config)# snmp v1/v2c delete id 2

Xéa ciu hinh snmp v1/2¢

snmp v3 delete id </-7000>
config)# snmp v3 delete 1d 2

Xo6a cau hinh snmp v3

snmp infomation set status
<enable/disable>

(config)# snmp infomation set status
disable

Tat bat tinh ning snmp

10.4 Cau hinh tinh ning Packet Capture

Bang 48: Bdng cdu hinh tinh nang Packet Capture

Bwoc

Cu phap

Mo ta

1

enable network
> enable network

Truy cap vao phan cdu hinh tinh
nang Network

configure terminal
#configure terminal

packet-capture set id <1-1000>
(config)# packet-capture set id 1

Thuc hién chinh stra hoac tao
mai cau hinh

set interface <Interface Name>

(packet-capture-1)# set interface eth(

Cai dat giao dién mudn bat cac
gdbi tin
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set host <IP> Chi bat nhiing g6i tin ¢6 dia chi

5 ngudn hoic dia chi dich khop véi
(packet-capture-1)#set host 8.8.8.8  |gia tr1 dugc dat
set port <1-65535> Chi bat nhiing géi tin c6 cong

6 dich khop véi gia tri duoc dat
(packet-capture-1)# set port 1000
set protocol <tcp,udp,icmp,..> Chi bét nhitng goi tin c6 giao

7 thure khop voi gié tr1 dugce dat
(packet-capture-1)# set protocol tcp
set vlan <1-4094> Chi bat nhiing g6i tin c6 tag vlan

8 khop voit gia tri dugce dat

(packet-capture-1)# set vlan 1

set max-packet-count <1-1000> Cai dat s6 goi tin toi da s& bat

(packet-capture-1)# set max-packet-
count 20

Luwru y: d6i v6i nhitng trudng nhu host, port, vlan, protocol néu mudn dit nhiéu
gia tri thi can phan cach cac gia tri bang déu .’ (phdy) va dit trong cip dau

ngoac kép
vi du: set port “3333, 6666, 7777
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