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CHUONG 1. GIOI THIEU CHUNG VE THIET BI NGFW
TUONG LUA THE HE MOI (NGFW) 1 14 chin bao vé giira mang noi b va
moi trudng bén ngoai, dam bao rang chi nhimg luu luong duge phép moi c6 thé
tiép can hé théng, ngan chan cac mdi de doa tir bén ngoai va bao vé dir liéu quan
trong. Pién hinh 1a cac tinh niang: Firewall Zone, Firewall Policy, DoS

protection...

Lgi ich giai phap mang lai:

% Hé théng phat hién va ngan chin xam nhap: Hd tro Intrusion Detection
System (IDS) va Intrusion Prevention System (IPS), Antivirus, Web Filter,
DNS filter... gitip phat hién va ngin chin cac cudc tdn cong mang, bao vé
hé théng trudc cac mdi de doa tir bén ngoai.

% Thiét bi NGFW ciing thuc hién cac chtic ning nhu: Pinh tuyén, chuyén
mach va cung cap cac dich vu mang co ban nhu DHCP, DNS, NAT.

% HO tro da giao thitc VPN nhu OpenVPN, PPTP, VTI, VXLAN, GRE va
IPSec, gitip tao cac két ndi bao mat giita cac van phong chi nhanh hodc vai
nguoi dung tur xa.

¢ Tinh ndng da phuong tién: Thiét bi hd tro cac dich vu da phuong tién nhu
cau hinh sb thué bao (SIP Device), thiét 1ap duong Trunk (SIP Peer), cung
cép dich vu goi nhém (Conference Call), dich vu téng dai 4o (IVR), va dich
vu dang ky SIP.

% Quan 1y va cdu hinh dé dang: Thiét bi NGFW cung cap giao dién quan 1y
web HTTP nhung, twong thich voi cac trinh duyét web phd bién nhu
Internet Explorer, Mozilla Firefox, Google Chrome, Céc Cbce, va Microsoft
Edge. Nguoi dung c6 thé d& dang cdu hinh va theo ddi hoat dong mang tir
bat ky thiét bi may tinh nao, dam bdo viéc quan ly mang duogc thuc hién an

toan va thuan tién.
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Thanh phin giai phap:
<% Phan cirng: Thiét bi NGFW

FAINFANR g

Hinh 1: Hinh anh thuc té cia thiét bi NGFW

o 4 cong Ethernet 1Gb

o 2 cong SFP+

o 1 cong Console

o 1 nut Reset

o 2 cong USB debug
% Phan mém:

o Phién ban: 2.0

Poi twong sir dung tai liéu:

Sach hudng dan danh cho cac quan tri mang, ngudi chiu trach nhiém cho
viéc van hanh va quan 1y cac thiét bi mang trén hé thong. Sach hudng dan yéu cau
nguoi dung co6 hi€u biét co ban vé mang.

Cau truc cua tai li¢u:

Sach huéng dan cung cap cac thong tin chi tiét vé cac tinh nang chinh
cua thiét bi NGFW. Ngoai ra sach cling mo ta giao dién cau hinh trén WEB
cua thiét bi.

Sach huéng dan bao gém nhiing phan chinh nhu sau:

% Chwong I: Gidi thiéu vé thiét bi NGFW
% Chwong II: Huéng dan cau hinh cac tinh ning trén giao dién WEB
nguoi dung
C4c tai liéu lién quan khac:

Dé biét thém thong tin vé quan ly thiét bi bang giao dién CLI vui 10ng tham
khao tai liéu “Huong ddn su dung Thiét bi Twong lia LinkSafe SMR 2506-E (giao
dién CLI)".

9



CONG TY CO PHAN CONG NGHE MANG LANCS VIET NAM \\
Hotline: +84 868275959 | Email: info@lancsnet.com LANCS NETWORKS

CHUONG II. CAU HINH CAC TiNH NANG TREN DONG THIET BI NGFW
1  Cac budec thiét 1ap ban dau dé cau hinh thiét bi

Budée 1: Két néi may tinh vao mot cong MGMT bat ky cua thiét bi NGFW.
Buéc 2: Pia chi mic dinh cua cong MGMT thiét bi NGFW

Budce 3: M6 trinh duyét web, truy cdp vao dia chi “https://192.168.138.1”. Giao
dién dang nhap thiét bi nhu sau:

LANCS NETWORKS

Hinh 2: Giao dién dang nhap vao NGFW

Budce 4: BDang nhap voi tai khoan mac dinh:

% Username: admin

¢ Password: lancs@2024
Budéc 5: Vao giao dién quan Iy va thuc hién cac tac vu. Giao dién hién thi trinh
quan ly (Dashboard) trén NGFW:

- : " ot Secury Events Netuark Risk
\ EBEEEEREEEYEE 4 - 0 1

. ~

e
Local Time 1112002008, 2:12:20 PM Usemame Expire after i 8
Uptime: 05h 35m 51s admin 09
System Name LANCS 1 Total: 1971 MB Available: 1126 MB Memory Usage: 842 MB
LAN + | 1921681381

Internet status 4 Up

CPU Usage: 49% CPU Temperature: 47 °C
_ o ool
e - ..
Protocol Type Source IP Destination 1P Source Port Destination Port
PV 192168153 19216815160 43100 )
TcP pue 19216815160 22225287113 33054 3

Pud 192.168.15.3 192.168.15.160 44916 443

Hinh 3: Giao dién hién thi trinh qudn Iy (Dashboard) trén NGFW
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% Giao dién hién thi trinh quan 1y (Dashboard) gém céc thong tin chinh nhu
sau:

o Hién thi théng tin hé théng (System Information): mo ta cac thong
tin lién quan dén h¢ thong thiét bi NGFW nhu: Tén, ngudi dung,
phién ban OS, bd nhd...

o Hién thi trang thai ctia cong WAN, LAN: Trang thai up/down va dia
chi IPv4 dugc gan trén cac cong.

o Hién thi ban d6 lwu lugng: Theé hién bang hinh anh ctia luu luong
upload/download ctia cong cac cong WAN/LAN.

2 Ciu hinh cong mang (Interface) trén NGFW

Trong muc nay nguoi dung thyc hién cAu hinh giao dién cac céng WAN,
LAN.

HO tro cAu hinh mot sb tinh nang mang layer 2: HO trg cac giao dién kiém
tra va cau hinh cho nguoi dung cac tinh nang: VLAN Interface, DMZ, Port
Mirroring, va LACP.

2.1 Cau hinh cho phép mién mang LAN sir dung dich va HTTP/HTTPS

Pé cau hinh cho phép mién mang LAN sir dung dich vu HTTP/HTTPS
thong qua mién mang WAN trong lan dau khoi dong, ta thuc hién cac budc nhu
sau:

Buéc 1: Chon Policy & Object = Firewall Zone: Chon List Network: WAN cho
Zone WAN

Buéc 2: Chon Policy & Object = Firewall Policy, thém policy truy cap WAN tir
LAN nhu sau:

11
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Firewall Policy Configuration

Name
Source Zone:

Destination Zone

IP Object Type:  IPv4 IPv6 m
Port Object Type TCP/UDP P ICMP m
Target: REJECT DROP
Log Allowed Traffic Enable w
Application Cantrol
Status: m Disable

Hinh 4: Giao dién cdu hinh policy cho firewall

& Chon Create New Policy

o O O O

O

Name: Dién tén goi nhé. Vi du: Allow-LAN
Source zone: chon LAN

Destination zone: chon WAN

\

LANCS NETWORKS

Port Object: Cho phép dich vu (Port va Protocol) cu thé. Né'u?muén
chi cho phép HTTP, HTTPS, SSH thi c6 thé Iua chon tir list so ra.

Target: Chon ACCEPT (ACCEPT: cho phép, DROP: loai bo,

REJECT: loai bo va ¢ thong bao phan hoi).

Status: Chon Enable (C6 hay khong cho policy dugc thyuc thi.
(Enable: dugc thuc thi, Disable: chi dugc luu lai, nhung khong duoc

thuec thi).

Céc truong con lai co thé bo qua.

Lwu y: Han ché viéc cdp quyén toan bd cac dich vu (ALL TCP,

ALL UDP).

2.2 Cau hinh giao dién WAN trén NGFW

Trude khi di vao cau hinh cac thong tin cho giao dién WAN, ngudi dung

can kiém tra trang thai ciia cong WAN tai trinh quan 1y (Dashboard):

12
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Protocol interface. 1P Address 1Pvé Address

b Ethemery 60 2

‘Copyrigh © 2024 LANGS NETWORK:

Hinh 5: Giao dién hién thi thong tin va trang thai WAN trén NGFW

% T giao dién trinh quan Iy ngudi ding truy cap dén > Interface > WAN
Interface:

(worsemo
1Pv4

Name:
Protocol:  Static
Interface: | [ etho
IP Address: 192.168.15.160
Netmask: 255.255.255.0
Gateway : 192.168.15.1

DNS: 8.8.8.8

Protocol:

Interface : Gigabit Ethernet9

Hinh 6: Giao dién hién thi cdu hinh céng WAN
% Trong do:
o Name: Nhap tén
o Protocol: Ché do Static hoic DHCP hoic PPP
o Interface Name: Chon cong mang c6 san
o IP Address: Nhap IP Address
13
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Netmask: Nhap dia chi IP Netmask
Gateway: Nhap dia chi Gateway
DNS: Pién DNS

Khi chon cac protocol 1a Static hodc PPPoE can dién thém 1 sb
trllrb'ng: dia chi IP, Subnet Mask, Gateway va Username/Password
doi véi protocol PPP

© O O O

o Submit: Luu cdu hinh.
2.3 Giao dién ciu hinh LAN Interface trén NGFW

Trude khi di vao cau hinh céc thong tin cho giao dién LAN, nguoi dung
can kiém tra trang thai ctia cong LAN tai trinh quan 1y (Dashboard):

® Networks

Hinh 7: Giao dién hién thi thong tin va trang thai LAN trén NGFW

% TU giao dién trinh quan 1y nguoi dung truy cip dén = Interface > LAN
Interface = Create New:

14
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X
LAN Configuration

IPv4 Configuration

" Name
Interface
Protocol: ~ Select Protocol

Enable DHCPv4 Server:
Administrative Access

LLDP Status:  Disable

Captive Portal Enable

IPv6 Configuration

Protocol:  None

Enable DHCPVE Server:

Hinh 8: Giao dién hién thi cdu hinh céng LAN

% Trong do:

o Name: Chon gan tén cong
Interface Name: Chon cong mang
Protocol: Chon static
IP/Netmask: Dién IP/Netmask

Enable DHCPv4 Server/Relay: Chon giao thirc mang dé cap
phat IP

o Khi cdu hinh Enable DHCPv4 Server cdu hinh cac tham sb:
DHCP Range, leasetime, Default gateway, DNS server

o LLDP: Enable/Disable
o Captive Portal: Enable/Disable

o Submit: Luu ciu hinh.

© O O O
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2.4 Kiém tra thong tin chuyén mach (Forwarding) trén NGFW

Giao dién hién thi thong tin chuyén mach (Forwarding):

< Tur giao dién quan Iy > Network > FDB: Hién thi thong tin cc thiét bi

Cuoi.

Dynamic MAC Address Table

MAC Address

90bl:1car2hid

90:b1:1c:83:69:63

18:03:73:20:18:69

d4:1b:81:52:82:85

bé:ca:3a Te:dh:B7

18:01:56:an:chid5

18:03:73:37:80:07

b4:96:01:28:29:26

1B:1:56:04:e8:0a

64:51:06:59:4L:ba

Port

®1 Gigabit Etherners

= Gigabit Ethemetd

| Gigabit Ethernets

™ Gigabit Ethernets

E Gigabit Ethernetd

= Gigabit Ethemets

1 cigabit Etherners

B Gigabit Etherners

= Gigabit Ethernetd

% Gigabit Ethemes

VLAN Interface

0 WAN

3 WAN

20 WAN

> WAN

3 WAN

3 WAN

2 WAN

3 WAN

3 WAN

20 WAN

12 3 4 >

Hinh 9: Giao dién hién thi théng tin chuyén mach trén NGFW

2.5 Giao dién cau hinh VLAN trén NGFW

Buwéc 1: Tir giao dién trinh quan 1y ngudi dung truy cip dén - Interface > LAN
Interface = Chon button “+” tai cac LAN Interface.

Buéc 2: Trong muc ndy ngudi ding co thé tao cac ving mang 4o trén cac cong
LAN, chia LAN tir mdt mién mang ving VLAN 1 thanh cac ving VLAN khac

nhau:

LAN Interface
+ Create New

Name

B0 LAN

Interface

B etho
B eh1
B ethio
B2 ethu
B eth2
B eths
2 etha
B eths
[ ethe
(=T
(=0

Protocol

1P Address. Netmask

192.168.138.1 255.255.255.0 2 a

L2 VLAN

VLAN ID

Interface

1 ema

Hinh 10:

Made

Giao dién

2

quan ly LAN interface

16
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L2 VLAN

VLAN ID Interface Mode

1 [ etha Access 2
1 [ eths Access z
1 [ ethe Access 2
1 ho A z
1 [ eth? Access z
1 [Z] eths Access Z
1 [ eth1o Access z
1 2] eth11 Access 2
1 [ ethz A Z

1 [ eths Access

[

Hinh 11: Giao dién hién thi thong tin VLAN

Buée 3: Nhan button £ dé chinh sira VLAN ID.

X
VLAN Configuration

“Mode: Access

Interface :

“VLANID: 1

Hinh 12: Giao dién cdu hinh mang VLAN

% Trong do:
o Mode: Access/Trunk
o VLAN ID: Nhap gia tri VLAN

2.6 Giao dién cau hinh VLAN Interface trén NGFW

Tir giao dién trinh quan 1y ngudi ding truy cap dén > Interface > VLAN
Interface:

17
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Hinh 13: Giao dién hién thi thong tin VLAN Interface

2.6.1 Thém VLAN Interface
Budc 1: Click chuot vao “Create New” trong VLAN Interface.

| & |

X
VLAN Interface Configure

“WLAN ID:

* |Pvd Address:

* MNetmask: Netmask

Interface: [ J

Enahle DHCPv4 Server: ()
Start: 2
Limit: 250

* Leasetime:  12h

Hinh 14: Giao dién cdu hinh Vian Interface

% Trong do:

18
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o VLAN ID: Ho tro 1 — 4094 Vlan ID. Gi4 tri VLAN duoc gan cho
tung cong theo tirng mode Access.

IP Address: Dia chi IPv4.
Netmask: Subnet Mask.
Interface: Chon cong LAN.

Submit: Luu c4u hinh.

o O O O

Bwée 2: Thue hién cac thao tac khac:

+» Kich chuét vao E thuc hién tac vu thay doi thong tin cdu hinh VLAN
Interface.

¢ Kich chudt vao E thyc hién tac vu x6a thong tin VLAN Interface.

2.6.2 Céiu hinh pham vi cdp dia chi IP ciia Vian Interface
Buéc 1: Chon “Create New" trong phan VLAN Interface.

nnnnnnnnnn

Hinh 15: Giao dién cdu hinh VLAN Interface

2.6.3 Thiét lgp chinh sach VLAN Interface

Bude 2: Add Firewall zone va config cac chinh sach policy ¢ Firewall Policy.

Firewall Zone
Name List Network Incoming Outgoing Forward Within Zone Masquerading MSS clamping
2o LAN
cccccc ACCEPT X Disable X Disable 2
P oranin
B WAN ACCEPT ACCEPT REJECT + Enable + Enable A

Hinh 16: Giao dién cdu hinh Vian Policy

2.7 Céiu hinh tinh niing Port Mirroring trén NGFW

Giao dién hién thi va cdu hinh Port Mirroring:
19
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Budce 1: Tu giao dién quan ly = Interface = Port Mirroring.
% Trong muyc nay nguoi diung thuc hién cu hinh trén timg cong, hd tro 3
mode: TX (Chi truyén), RX (Chi nhan) va Both (Ca nhan va truyén):

A EEEEEE

Port Mirroring Status

+ Create New
Source Interface Desti Interf Direct
) Gigabit Ethemet2 ®) Gigabit Ethernetd BOTH ra a

Hinh 17: Giao dién hién thi thong tin cau hinh Port Mirroring

Buée 2: Click chudt vao dé thuc hién cau hinh Port Mirroring.

X
Port Mirroring Configure

* Source Interface :
* Destination Interface :

“ Direct:  Direct

Hinh 18: Giao dién cdu hinh Port Mirroring
% Trong do:

o Source Interface: Cong ngudn dé quan 1y cac cong con lai.
o Destination Interface: Lua chon cong dugc quan ly boi
Source.

o Direct: Lua chon ché do quan ly luu lugng theo Tx, Rx hodc ca
2 Both

20
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Bwdc 3: Thue hién cac thao tac khac:

% Kich chudt vao £ thyc hién tac vu thay doi thong tin cau hinh Port
Mirroring.

¢ Kich chudt vao E thuc hién x6a cau hinh Port Mirroring.

2.8 Cau hinh tinh niing lién két link LACP trén NGFW

LACP Configuration

Interface Name IPv4 Address Netmask Port

No data

Hinh 19: Giao dién cau hinh tinh néng lién két link LACP
Giao dién cdu hinh va hién thi thong tin tinh nang lién két LACP:

Buwdce 1: Tu giao dién quan ly = Interface > LACP.
% Trong muc nay ngudi dung gdm nhiéu cong mang lai v6i nhau nham ting
tbc do duong truyén va nang cao do 6n dinh cho hé thong:

A LANCS NETWORKS

@ Dashboard

. ‘A\ SEEREERERERE

Copyright © 2024 LANCS NETWORKS

Hinh 20: Giao dién hién thi théng tin LACP

+ Create New A n e . 2
Buwée 2: Kich chudt vao thuc hién thém cau hinh cong LACP:
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X
LACP Configuration

1D

* IP Address:
“Netmask: Netmask

Interface :

Transmit Hash Policy : Layer2 Layer2+3 Layer3+4

Lacp Rate: Fast Slow

Lacp Active : Active Passive

Aggregation Selection: Bandwidth Stable

Hinh 21: Giao dién cau hinh LACP
% Trong do:

ID: Tao Interface LACP vé1 gia tri tir 0-9.
IP Address: Dat dia chi IP cho interface LACP.

Netmask: Chon mat na mang

o O O O

Interface: Lua chon cac interface cta trén thiét bi khi mudn gan vao
cong danh sach lién két link.

Transmit Hash Policy: Chon chinh sach phan phéi
LACP Rate: Téc d6 gui cac goi LACP.
LACP: Active: Ché do hoat dong LACP.

Aggregation Selection: Chon céach thtic cac cong lién két v6i nhau.

o O O O O

Submit: Luu cdu hinh.

Buwée 3: Thuce hién cac thao tac khac:
% Kich chudt vao 2 thuc hién thao tac thay d6i thong tin ciu hinh trong LAG.

¢ Kich chudt vao [i2]] thuc hién thao tic x6a cau hinh LAG.
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2.9 Caiu hinh tinh niing lién két link DMZ trén NGFW
Giao dién hién thi va cdu hinh DMZ:

Budce 1: Tu giao dién quan ly = Interface > DMZ.

A BEEEEEEEEEIE

WAN Interface

LAN Interface

VLAN Interface

Netmask

Lacp
Port Mirroring
@ Networks

[ Policy & Object

Hinh 22: Giao dién hién thi thong tin DMZ

4+ Create New Cn n 9 z . 2
Buée 2: Kich chudt vao thuc hién thém hodc cau hinh cong DMZ.

i . X
DMZ Configuration

IPv4 Configuration

Name :

Interface :

Protocol: [ Static

* IP Address:

* Netmask :

IPv6 Configuration

Protocol :

Enable DHCPVG Server:

Hinh 23: Giao dién cdu hinh tinh ning DMZ
% Trong do:

o Name: Tén DMZ.
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Interface: Chon cong mang.

Protocol: Chon giao thuc Static hoac DHCP.
IP Address: Nhap gia tri IP.

Netmask: Nhap gia tri Netmask.

© O O O O

Submit: Luu cu hinh.

3 Ciu hinh céc tinh niing mang co ban (Network)

Dbi voi nhitng giao thirc dinh tuyén dong (OSPE, BGP, RIP, IS-IS) can phai
c4u hinh chinh sach tuong lira tuong ng.
3.1 CAu hinh tinh niing dinh tuyén tinh (Static) trén NGFW

Giao dién hién thi thong tin dinh tuyén tinh:

Buéc 1: TUr giao dién quan 1y Network - Static Routes = IPv4 hodc IPv6: hién
thi thong tin cac duong dinh tuyén mic dinh va duoc ciu hinh trén NGFW:
= -

Configuration

Destination Network Gateway IP Interface

Destination Network Gateway IP Netmask Flags Metric Ref use Interface

0,000 192.168.15.1 0.0.0.0 uG 1 o 0 P WAN

192.168.138.0 0.0.0.0 255.255.255.0 u 0 0 0 2= LAN
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td6a:at2s bas0:/48

viza

IeB0: d08e:2d 1Ie05: Tlad/120 un o a o 20 WAN

Hinh 24: Giao dién hién thi thong tin dinh tuyén tinh

X
Routes Configuration

* Gateway IP:
* Interface:

Destination Network :

Hinh 25: Giao dién cdu hinh dinh tuyén tinh cua IPv4

Bwoce 2: Kich chudt vao thuc hién cdu hinh dinh tuyén tinh.
% Trong do:
o Interface (WAN / LAN): Chon Interface WAN.

o Destination Network: Mién mang mudn thiét bi nhin thy thong
qua IP Gateway (IP Gateway da cau hinh ¢ trén).

o Gateway: IP cong ma Interface WAN nhin thay.

o Submit: Luu c4u hinh.
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Routes Configuration
* Gateway IP:

Destination Network :

Hinh 26: Giao dién cdu hinh dinh tuyén tinh cua IPv6

Bwdéce 3: Kich chudt vao

% Trong do:

thuc hién cdu hinh dinh tuyén tinh.

o Destination Network: Mién mang mudn thiét bi nhin thay thong
qua IP Gateway (IP Gateway da cau hinh ¢ trén).

o Gateway: IP cong ma Interface WAN nhin thy.

o Submit: Luu c4u hinh.

3.2 Cau hinh tinh niing dinh tuyén RIP trén NGFW

3.2.1 Giao di¢n hién thi thong tin dwong dinh tuyén déng theo giao thirc
RIP

Budc 1: Giao dién hién thi thong tin dudng dinh tuyén dong theo giao thirc RIP: Tir giao
dién quan ly =>Network => RIP => RIP.
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10.20.30.1/24 2z a o

Hinh 27: Giao dién hién thi thong tin dwong dinh tuyén dong theo giao thirc RIP

¢ Trong do:

') Redistribute (phan phéi lai): phan phdi lai
thong tin dinh tuyén giira cac giao thirc khac
nhau. Redistribution cho phép router chuyén
thong tin dinh tuyén tir mét giao thirc nay
sang mot giao thirc khac dé dam bao kha ning
két ndi giita cac mang.

7] D& hién thi ciu hinh Redistribute => kich chuot

. + Redistribute . . . Z .
Vao . Sau khi hoan thanh cau hinh

thi kich chuot vao Sssd®dé lwu cAu hinh

+ Create N Cn Z . . Z R , .
Bwoéce 2: Kich chudt vao thuc hién cau hinh dinh tuyén dong voi
giao thic RIP:
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X
Create New RIP Network

Network :

Hinh 28: Giao dién cau hinh RIP

% Trong do:
o Network: Quang ba mién mang trén thiét bi.
o Submit: Luu ciu hinh.

— Redistribute
Connected [ @]

Metric Value: 0

Static [ @]

Metric Value: 0

OSPF
BGP
1515

Hinh 29: Giao dién hién thi cdc tinh ndng néng cao trong giao thirc RIP
3.2.2 Giao di¢n hién thi thong tin dinh tuyén RIP

Manage Show RIP Display
Show RIP Routes Show RIP Status

Codes: R - RIP, C - connected, S - Static, O - OSPF, B - BGP Routing Protocol is rip

Sub-codes : Sending updates every 30 seconds with +/-50%, next due in 14 seconds

(n) - normal, (s) - static, (d) - default, (r) - redistribute, Timeout after 180 seconds, garbage collect after 120 seconds

(1) - interface Qutgoing update filter list for all interface is not set
Incoming update filter list for all interface is not set

Network Next Hop Metric From Tag Time Default redistribution metric is 1

c(r) 16.20.1.0/24 0.0.0.0 1 self @ Redistributing: connected static

C(r) 10.30.0.0/24 0.0.0.0 1 self @ Default version control: send version 2, receive any version

€(r) 56.0.0.0/24 6.0.0.0 1 self 0 Interface Send Recv Key-chain

C(r) 192.168.10.0/24 0.0.0.0 1 self @ Routing for Networks:

€(r) 192.168.18.6/24 6.0.0.0 1 self 0 10.260.30.0/24

C(r) 192.168.111.0/24 ©.0.0.0 1 self 0 Routing Information Sources:

Gateway BadPackets BadRoutes Distance Last Update
Distance: (default is 126)
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Hinh 30: Giao dién hién thi thong tin dinh tuyén RIP

Budce 1: Tuong tu véi IPv6, ngudi dung chon mode [Pv4/IPv6 trén RIP:

S—— .8

o
Hinh 31: Giao dién hién thi cau hinh IPv4/IPv6 trong dinh tuyén RIP

Bwoéce 2: Thuc hién cac thao tac khac:

& s ,
¢ Kich chuét vao — thuc hién tac vu thay doi thong tin cau hinh trong dinh
tuyén RIP.
+» Kich chudt vao E thuc hién tac vu xo6a thong tin cAu hinh RIP.

3.3 Cau hinh tinh niing dinh tuyén OSPF trén NGFW
3.3.1 Giao thuwc OSPFv4
3.3.1.1 Cdu hinh

Budce 1: Tur giao dién quan 1y = Network = OSPF = OSPFv4: Nguoi dung thuc
hién cac tac vu thém/stra/xda cac duong dinh tuyén dong.
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— Redimibie

En—

nnnnnnnnnnnnn

ggggg

wawawa

Hinh 32: Giao dién hién thi thong tin cau hinh OSPFv4

Buwéc 2: Thue hién cdu hinh Router ID bang cach nhap ID vao 6 tuwong tng; :

4+ Redistribute _; _ .;
dé hién

thi giao dién c4u hinh. Kich chudt vao biéu tuong switch ( nghia 13 dang tat;

Thue hién cu hinh redistribute bang cach kich chudt vao

@ nghia 1a da bat) dé bat redistribute tuong tmg; Cudi cung kich chudt
Appl 5 ,
vao deé ap dung cau hinh

Router ID:  192.168.100.10

— Redistribute

Connected

Static [ @]

Metric Value: 0O Metric Type: 1

RIP
BGP
1515

EIGRP

Apply

Hinh 33: Giao dién cau hinh Router ID va redistribute
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Buwde 3: Kich chudt vao trong bang Areas dé thuc hién tao mot

cau hinh area moi:

Area Type Authentication
10 NSSA no-summary Plain-Text Z a
20 Regular None Z a

Hinh 34: Giao dién hién thi cdau hinh areas

X
Create New OSPF Area

= Area:

Type: [ Reqgular

Authentication Plain-Text Message-Digest

Hinh 35: Giao dién cdu hinh area

% Trong do:
o Area: Chi dinh area cu thé cho moi cau hinh.

o Type: Cai dit loai cho mdi area.
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* Regular (mgc dinh): Luu gitr tat ca thong tin dinh tuyén, bao
gom LSA (Link-State Advertisement) loai 1 dén loai 5.

= NSSA: Cho phép mét sb routes tir bén ngoai OSPF dugc dua
vao (Exter{lal LSA loai 7); Str dung LSA loai 7 trong NSSA,
duoc chuyén déi thanh LSA loai 5 khi ra khéi NSSA.

= Stub: Khong cho phép LSA loai 4 va loai 5 (external routes);
St dung mot default route (0.0.0.0) dé thay thé cho céc
external routes.

o Authentication: Cai dit loai xac thuc (OSPF h trg xac thuc dé dam
bao rang chi cac router dang tin cay maoi c6 thé tham gia va trao doi
thong tin dinh tuyén)

= None (mdc dinh): Khong st dung xac thuc.

= Plain-Text: St dung mat khau dang van ban thuan tay (it an
toan do mat khau dugc guri khong ma hoa)

] Mgssage-Digest: Str dung thuat toan bam MD5 dé bao vé mat
khau

e Ne ogw , PO Submit R \ A1y
% Sau khi cai dat xong, kich chudt vao - dé tién hanh Iuu cau hinh

y ’ A N + Create New ” 4 N X \
Budée 4: Kich chudt vao _ trong bang Networks dé tao mot cau hinh
maoi cho quang ba mi€n mang:

Network Area

192.168.138.0/24 10

%

Hinh 36: Giao dién hién thi cdc cau hinh network
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X
OSPF Configure

* Metwork:  192.168.138.0/24

* Areg: 10

Hinh 37: Giao dién cdu hinh cho network

% Trong do:
o Network: mién mang mudn quang ba
o Area: vung ma mién mang tham gia

M N\ ~ 14 ~ \ SUbrT-I-It /1 . /: \ /( \
¢ Sau khi cai dat xong, kich chudt vao - dé tién hanh luu cau hinh

3.3.1.2 Sita, xba cdu hinh

& 5 ,
¢ Kich chudt vao ~  thyc hién tac vu thay doi thong tin cau hinh.
+» Kich chudt vao E thuc hién tac vu x6a thong tin cAu hinh.

3.3.1.3 Giao dién hién thi thong tin dinh tuyén OSPF tréen NGFW

OSPF Router with ID (1.1.1.1) Neighbor ID Pri State Up Time Dead Time Address Interface RXmtL RgstL DBsmL
Router Link States (Area 8.8.0.10 [NSSA])

Link ID ADV Router Age Seg# CkSum Link count
1.1.1.1 1.1.1.1 793 0xB00AO3E8 OXB662 O

AS External Link States

Link ID ADV Router Age Seg# CkSum Route

10.20.1.0 1.1.1.1 663 ©x80000390 0x28f3 E2 10.20.1.0/24 [@x0]
10.36.0.0 1.1.1.1 953 ©x860003b1 0x7879 E2 16.30.6.0/24 [0x0]
50.0.8.0 1.1.1.1 573 0x860003ed @x5f4c E2 50.0.0.0/24 [0x0]
192.168.10.0 1.1.1.1 653 ©x800003ec Oxcd9d E2 192.168.10.0/24 [ox0]
192.168.18.8 1.1.1.1 693 ©x8000031 @x6bf2 E2 192.168.18.0/24 [0x0]
192.168.111.0 1.1.1.1 653 ©x80000009 ©x43a9 E2 192.168.111.0/24 [0x0]

Hinh 38: Giao dién hién thi théng tin dinh tuyén OSPFv4
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& ;. CA .
% Kich chuétvao — thuc hién tac vu thay doi thong tin cau hinh trong dinh
tuyén OSPF.

2 Kich chudt vao 2 thuc hién tac vu x6a thong tin cAu hinh OSPF.
3.3.2 Giao thuwc OSPFv6
3.3.2.1 Cdu hinh

Buéc 1: T giao dién quan Iy = Network 2 OSPF - OSPFv6: Nguoi dung thuc
hién cac tac vu thém/sira/x0a cac duong dinh tuyén dong.
OSPFv4

10.10.10.10 Stub 2 B

2@

Hinh 39: Giao dién hién thi thong tin cau hinh OSPFv6

Buwéc 2: Thue hién cdu hinh Router ID bang cach nhap ID vao 6 tuwong tng; :
+ Redistribute

Thuc hién cAu hinh redistribute bﬁng cach kich chuot vao dé hién
thi giao dién c4u hinh. Kich chudt vao biéu tuong switch ( nghia 1a dang tat;

«© nghia 1a d3 bat) dé bat redistribute twong ung; Cudi cung kich chudt
A . .
vao dé ap dung cau hinh
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Router ID: 192.168.100.10

— Redistribute

Connected

Static [ @)
RIP

BGP

ISIS

Apply

Hinh 40: Giao dién cdu hinh Router ID va redistribute

’ , A N 4+ Create New , 2 . A
Bwéce 3: Kich chudt vao _ trong bang Areas dé thuc hi¢n tao mot
cau hinh area méi:

+ Create New

Area Type

10.10.10.10 Stub

I

Hinh 41:Giao dién hién thi thong tin cdc cau hinh area
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X
Create New OSPFV6 Area

* Area:

= Type: [ NSSA no-summary ]

Hinh 42: Giao dién cdu hinh area

% Trong do:
o Area: Chi dinh mot area cu thé
o Range: C4u hinh range cho area

M N\ ~ 14 ~ \ SUb n-l-lt /1 . /: \ /( \
¢ Sau khi cai dat xong, kich chudt vao - dé tién hanh luu cau hinh

’ P A \ + Create New 7 X “n A
Budc 4: Kich chudt vao trong bang Interfaces dé thuc hién tao mot
cau hinh moi:

+ Create Mew

Interface Area

oo LAN 10.10.10.1 & E

Hinh 43:Giao dién hién thi théng tin cdc cdau hinh OSPFv6 cho méi interface
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X
OS5PFv6 Configure

* Interface: g WAN

* Area:  10.10.101

Hinh 44:Giao dién cau hinh OSPFv6 cho mét interface

% Trong do:
o Interface: Lya chon giao dién dé kich hoat OSPFv6
o Area: vung ma interrface tham gia
¢ Sau khi cai dat xong, kich chudt vao dé tién hanh luu cau hinh
3.3.2.2 Sira, x6a cau hinh
% Gibng nhu OSPFv4

3.4 Cau hinh tinh niing dinh tuyén BGP trén NGFW

Giao di¢n hién thi thong tin dwong dinh tuyén déng theo giao thivc BGP:
Budéc 1: Tu giao dién quan ly = Network = BGP Config: Nguoi dung thyc hién
céc tac vu thém/sira/x6a cac duong dinh tuyén dong.

Bwoce 2: Kich chudt vao thuc hién ciu hinh gia tri vung cho dinh tuyén
BGP:
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BGP Configuration List

LocalAS @: 10
Router ID:

— Redistribute I1Pv4

Connected
Static

RIP
OSPF

EIGRP

— Redistribute IPv6

Connected
Static
RIPNg
OSPF6

Log Neighbor Changes

Apply

Hinh 45: Giao dién cdu hinh gid tri Router ID (Viing dinh tuyén BGP)

Trong do:
+ Local AS: Xéc dinh AS Number (ASN) cuc bo ma router str dung khi
tham gia BGP. Néu trudng nay bo trong c6 nghia giao thirc BGP s& khong
hoat dong. Néu mudn thay d6i Local AS thi s& phai cau hinh lai tir dau.
+ Router ID: X4c dinh Router ID duy nhat trong h¢ thong BGP. Néu
khong thiét 1ap thi router s€ tu dong chon theo dia chi cao nhét trong cac
interface
+ Redistribute: Chuyén dbi cac tuyén tir mot giao thirc dinh tuyén khac
(OSPF, EIGRP, RIP, Static) vao BGP. BGP c¢6 thé quéan 1y chung cho IPv4
va [Pv6
+ Log Neighbor changes: Ghi lai su thay di trang thai cia BGP
Neighbors vao log hé thong.
e Sau khi cdu hinh xong thi nhan Apply dé luu ciu hinh. Chi
y: Khi thay d6i Local AS thi s& x6a hét tat ca cau hinh BGP
hién tai va phai thiét 1ap lai tir dau.
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Neighbor Remote AS IP Version

+ Create New

Network IP Version

2001:abcd:/64 IPvG Z a

Hinh 46: Giao dién théng tin viing dinh tuyén trén NGFW theo dinh tuyén BGP

Hinh 47: Giao dién hién thi thong tin dinh tuyén BGP

Bude 3: Kich chudt vao thuc hién cau hinh dinh tuyén dong véi giao thuc
BGP.
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X
Create New BGP Neighbor

“IP Version:  IPv4
* Neighbor:
“ Remote AS:
Activate IPv4: @D

Activate IPv6:

Hinh 48: Giao dién cdu hinh BGP

Trong do:
+ IP Version: Chon phién ban IP ma BGP s& sir dung d¢é thiét lap két ndi
v&i neighbor.

e [Pv4: Neighbor st dung dia chi IPv4

e [Pv6: Neighbor sir dung dia chi IPv6
+ Neighbor: Dia chi IP cia BGP Neighbor ma router s& thiét 1ap két ndi.
Gia tri hop 1€ 1a IPv4 hodc IPv6 tuy theo Iya chon ¢ IP Version.
+ Remote AS: Xac dinh AS Number cua neighbor BGP. Gia tri hop I¢ 1a
s6 nguyén tir 1 - 4,294,967,295

e [BGP (Internal BGP) -> remote-as phai

trung véi local AS.

+ EBGP (External BGP) -> remote-as phai khéc local AS.
+ Activate IPv4 / Activate IPv6: Kich hoat hodc v6 hiéu hoa giao tiép
BGP trén IPv4/IPv6. Néu Activate IPv4 duoc bat, neighbor s€ dugc kich

113

hoat trén “address-family ipv4”. Néu Activate IPv6 duoc bat, neighbor s&
hoat dong trén “address-family ipv6”. Néu chi cé IPv4 hoiic IPv6 dwoc

kich hoat, neighbor s& khong trao d6i tuyén ctia phién ban IP con lai
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X
Create New BGP Network

“ P Version: IPvd

* Network :

Hinh 49: Giao dién hién thi thong tin BGP
e Trong do:
B IP Version: Chon phién ban IP cua mang s€ dugc
quang ba trong BGP.
e [Pv4: Chi dinh mang IPv4 dé quang b
trong BGP.
e IPv6: Chi dinh mang IPv6 dé quang ba
trong BGP.
B Network: X4ac dinh mang (prefix) ma router s€
quang ba qua BGP.
Bwée 3: Thuc hién cac thao tac khac:
e Kich chuot vao £ thuc hién tac vu thay ddi thong tin cAu hinh trong

dinh tuyén BGP.
e Kich chudt vao E thuc hién tac vu x6a thong tin cu hinh BGP.
3.5 Cau hinh tinh niing dinh tuyén IS-IS trén NGFW
Tinh nang update sau
3.6 Tinh nang Policy Based Routing

Giao dién chinh cua tinh nang Policy Based Routing:
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A

@ Dashboard

€ Interface

LANCS NETWORKS

@ Networks

Incoming Interface Source Addre:
FoB
92.168.138.2
Multicast 3 LAN R
Local_Network
ste
Static Routes

Isis

E P
& S

® v

olicy & Object

ecurity

PN

[ LINKSAFE

ervice

Protocol Outgoing Interfac Destination Address Destination Port Gateviay Address Status
92168 10,024

Tcp > WAN é’ 108 100l 333 192.168.15.1 + Enabled 2 a
mvice

Copyright © 2024 LANCS NETWORKS

Hinh 50: Giao dién chinh tinh nang Policy Based Routing

+» Kich chudt vao dé thuc hién tao mdé1 mot cau hinh:
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*
Policy Based Routing Configuration

If incoming traffic matches:

Incoming Interface :

Source Address:
IPfNetmask: + Add IP/Netmask

IP Object:

Destination Address :
IP/Netmask : + Add IP/Netmask

IP Object:

Protocol: | ANY

Then:

Qutgoing Interface :

Gateway Address:

Status : Enable

Hinh 51: Giao dién cdu hinh Policy Based Routing
% Trong do:
o Incoming Interface: Chinh sich s€ khop véi cac goi dir liéu di vao
NGFW tur giao di¢n mang nay

o Source Address: Chinh sach s€ khdp véi cac goi dit liéu co dia chi
ngudn khép véi dia chi duoc cai dit.
» JP/Netmask: St dung dang dia chi IP (x.x.x.x) hoac IP/mask
(x.x.x.X/X)
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= JP Object: Str dung cac address hodc address group duoc thiét
1ap san & nhom tinh ning Policy&Object (xem & muc 2.4.3 -
chi &p dung cho 1Pv4)

o Destination Address: Chinh sach s€ khdp vai cac goi dir li¢u c6 dia
chi ngudn khép véi dia chi duge cai dit. (cac lua chon gidng véi
Source Addres)

o Protocol: Chinh sach s& khdp véi cac goi dir li€u co giao thirc khép
giao thirc duoc cai dat.
= TCP/UDP/SCTP: 13 nhiing giao thirc can cau hinh thém port.

= Specify: st dung protocol number theo chuan IANA.
= any: khop véi tat ca giao thic.

o Outgoing Interface: Chinh sich s& phan phdi cac goi dir liéu khép
vOi cac cai dat ¢ phia trén di ra ngoai NGFW tur giao di¢én mang nay.

o Gateway Address: Cai dit gateway cho géi dir liéu dau ra.
o Status: Cai dat trang thai cho chinh sach.
< Sau khi cai it xong thi kich chuét vao d& Twu cAu hinh.

’ A \ & A [N 9 5 A \
+» Kich chudt vao = dé thuc hién chinh stra cau hinh.

¢ Kich chudt vao a dé thyc hién x6a ciu hinh.
3.7 Tinh nang FDB
Giao di¢n hién thi MAC Table:

% GOm config Static MAC Address Table va Dynamic MAC Address Table.

Static MAC Address Table

MAC Address Interface VLAN
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Dynamic MAC Address Table

MAC Address Port VLAN Interface
s0:bLicar.2tid = Gigabit Ethernets 20 WAN
o00:18:7d:.35:1a = Gigabit Ethemero B WAN
00:00:4¢:36:00.7d = Gigabit Ethernetd B0 WAN
04:0e:3c:18:50 97 = Gigabit Ethemetd 20 WAN
bA:96:91:28:29:26 | Gigabit Ethemnetd 30 WAN
f8:b1:56:b4:8:0a = Gigabit Ethemets 3 WAN
bied S W
fa:h1:56:ac:c5:ab WAN
f8:b1 b 20 WAN
b 8:1b 0 WA!

1|2 3 4 >

Hinh 52: Bang tinh nang MAC dong va tinh
% Click vao dé tao céu hinh MAC finh,

X
MAC Configuration

“ MAC Address:

*Vlan:

* Interface :

Hinh 53: Giao dién cdu hinh tinh ning MAC

% Trong do:
o MAC Address: nhap dia chi MAC tinh vao
o VLAN: Nhép VLAN ID
o Interface: chon cong dé add MAC
o Submit: Luu cau hinh.

% Nguoi dung co thé click ¢ dé stra cau hinh.
% Nguoi dung co thé click 0] dé x6a cau hinh.
3.8 Tinh nang STP

Spanning Tree Protocol (STP) la mot giao thirc mang tiéu chuan IEEE
802.1D duoc thiét ké dé ngan chin cac vong lap (loop) trong mang Layer 2. Cac
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vong ldp xay ra khi c6 nhiéu duong két ndi giira cac switch, co thé gay ra hién
tuong broadcast storm, xung dot dia chi MAC, va lam t€ 1i¢t toan b mang. STP
trong thiét bi chay tu dong theo co ché binh bau ngau nhién dia theo trong sé path
cost.

% Tu giao dién trang chu: Click Network = STP:

Port Path Cost Status

[©)] Gigabit Ethernet1 4 FORWARDING
] Gigabit Ethemet2 4 DISABLED
[Z) Gigabit Ethemet3 4 FORWARDING
[E] Gigabit Etheret4 2 DISABLED

[E] Gigabit Ethernet5 2 DISABLED

Hinh 54: Giao dién STP

4 Ciu hinh nhém tinh ning Policy & Object
4.1 Cau hinh tinh niing Firewall Zone

Firewall Zone trong NGFW cua Lancs hoat dong nhu nhiing container
chira cac chinh sach bao mat. Mdi zone dai dién cho mot khu vuc mang riéng biét,
va cac chinh sach bén trong zone xac dinh cach ma traffic di vao hoac di ra khéi
khu vuc d6, c6 thé 1a ca viéc chuyén tiép giira cac network trong ciing mot khu
vuc. Khi mot goi tin di chuyén qua tudng la, nd s& dugc kiém tra dé xem né
thudc zone nao. Sau do, cac quy tic trong policy cua zone d6 s& dugc ap dung dé
quyét dinh cach ma hé thng sé& xir Iy géi tin.

Cic tham so chinh ciia Firewall Zone:

¢ Firewall zone mac dinh gém 4 c4u hinh, tuy nhién chi co cdu hinh LAN
duogc bo sung network twong tmg. Cac cau hinh zone khac chua c6 cau hinh
network.

< Mic dinh, traffic ctia cac network chua duoc cau hinh quan 1y bdi zone s&
bi chan toan bo.

% Trong hé théng, mac dinh cac network bi c6 1ap va s€ khong tuong tac vaoi
cac network khac. Trong trudong hop ching dugc dit trong cung mdt zone
va duoc bat ché do Forwarding within zone, chiing c6 thé forwarding tdi
nhau thong qua L3.
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F 3
! - 4 X
Firewall Zone Configuration

"Name:

* List Network:

* Incoming : ACCEPT REJECT DROP
* Qutgoing: ACCEPT REJECT DROP
* Forward Within Zone: = ACCEPT REJECT DROP

Masquerading

MSS clamping:

Hinh 55: Giao dién cdu hinh Firewall Zone

Incoming Quan 1y traffic dugc giri tdi zone ndy (zone 13 dich dén).
Outgoing Quan Iy traffic duoc giri ra tir zone nay (zone 13 ngudn giri).

Forwarding within

Jone Quan 1y forwarding traffic gitra cac network trong zone.

CAu hinh sir dung dia chi IP public thay cho cac dia chi IP
Masquerading clia cac network trong mang ndi bo khi giao tiép véi mang

bén ngoai.

Tu dong diéu chinh kich thudc goi TCP (MSS) gitp chong
MSS clamping phan manh goi tin khi truyén trong mang c6 MTU nhd, cai

thién hiéu suat.

Vi céc traffic dugc quan ly boi zone, co thé thuc hién mot trong ba hanh
dong 1a accept, reject va drop, trong dé accept cho phép traffic di qua, reject va
drop déu khong cho traffic di qua, tuy nhién khac vé6i drop loai bo géi trong im
lang, reject co gri lai phan hoi tir chdi tdi ngudn traffic.

wioqa - URT AN S A 1a
% Nguoi dung co thé click — dé stra cau hinh.
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% Nguoi dung co thé click &) 4é x6a ciu hinh.
4.2 Cau hinh cic rules Firewall Policy

Hé thong Firewall Policy bao gdm mdt loat cac quy tic, trong d6 mdi quy
tac xac dinh cac diéu kién ma mot géi tin phai dap img dé duoc xir Iy theo mot
cach cu thé. Cac diéu kién nay co thé dua trén dia chi IP, céng, giao thuc, va zone
ngudn dich.

Cac tham so chinh ciia mot policy:

Pé quan Iy traffic, cac diéu kién ma mot policy c6 thé duoc thiét 1ap bao

** Source Zone

¢ Destination Zone
% [P Object

% Port Object

Céc traffic dugc so sanh véi cac truong tham sb cua policy dugc cdu hinh,
néu traffic khong trung khép véi bat ky policy da duoc cau hinh nao, n6 sé bi loai
bo.

Policy quan ly traffic trén ca chiéu di va chiéu vé:

Mot diéu quan trong can luu ¥ 12 viéc cho phép traffic di tir zone A dén zone
B trén mot port cu thé khong c6 nghia rang traffic cling c6 thé di theo chiéu nguoc
lai. M&i huéng luu lugng (incoming va outgoing) déu can dugc ciu hinh chinh
sach riéng biét. Tuy nhién, NGFW cung cap tinh ning linh hoat cho phép ban cau
hinh cac quy tic "accept" chung cho tat cé traffic di vao hodc di ra khoi mot zone,
gitip don gian hoéa qua trinh c4u hinh.

Piéu nay 1am cho cau hinh firewall policy va firewall zone c6 mdi lién hé
mat thiét v4i nhau.

Vi dy: mudn cho phép traffic qua lai giita 2 zone A va B, thong thuong ta
can thuc hién cac budc sau:

¢ Xac dinh cac zone: Bam bao réng zone A va zone B di dugce tao va ciu
hinh dung list network mong muén.

% Quy téc cho traffic di tir A t6i B: Tao cic quy tic "accept" cu thé dé cho
phép traffic di tir zone A dén zone B trén cong X cua firewall policy.
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% Quy tic cho traffic di tir B toi A: Néu ban mudn cho phép tat ca traffic di
ra khoi zone B, hdy "accept" trudng outgoing cua zone B.
Trong trudng hop cu thé nhu hai mién mang LAN va WAN, véi nhu cau
quan 1y traffic toi hé théng (incoming WAN) va quén 1y cac traffic tir ndi bo di ra
ngoai (outgoing LAN).

outgoing x incoming X

LAN WAN

incoming \/ outgoing \/

Hinh 56: Vi du cdu hinh cu thé

Trong truong hop nay véi viée outgoing LAN va incoming WAN can dugc
quan 1y vi vay duogc cdu hinh drop trong firewall zone. Luc nay dé cau hinh giup
traffic qua lai gitta LAN va WAN, can thiét phai c6 mot cAu hinh policy cho phép
traffic di chuyén v6i ngudn duge match véi zone LAN va dich 13 zone WAN.

4.2.1 Giao dién

Buéc 1: Truy cap giao dién Dashboard = Policy & Object = Firewall Policy.
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Policy information

“Name:
" Source Zone:
Destination Zone:

IP Object Type:  IPv4 IPv6

Port Object:

SAEEH ACCEPT REJECT DROP

Security profiles

Application Control :

Logging options

Log Allowed Traffic:

Enabled this policy

X
Firewall Policy Configuration

Hinh 57: Giao dién cdu hinh Firewall Policy

% Cac policy quan 1y céc traffic duoc cau thanh tir cac trudng sau:

Chi dinh vung dau tién ma traffic di vao thiét bi NGFW, hay ving
nguon nguon cua traffic.

Chi dinh vung dich ma traffic hudng t61 sau khi dugc NGFW xur
ly. Vung nay c6 thé chinh 1a ban than thiét bi va dugc mo ta 1a
“this device”

Source zone

Destination
Zone

IP Object Chi dinh dinh dang dia chi nguén hoég dich cua traffic, gitra 2
Type dang IPv4 va IPv6 trude khi chon cu thé mot object.

Source Chi dinh dia chi IP nguén cu thé cua traffic.

Destination  Chi dinh dia chi IP dich cy thé ciia traffic.

Port Object Chi dinh giao thirc ma cac traffic incoming sir dung. C6 thé 1a
Type TCP/IP, UDP/IP, ICMP hoac mét dang protocol IP khéc.
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Chi dinh mot hodc nhiéu cac Object cu thé cia cic giao
thirc str dung. V&1 TCP/UDP 1a céac port dich vu dich cu thé.
V61 ICMP 1a cac loai ICMP va véi type 1a IP thi port object
1a cac protocol IP khac ngoai cac protocol di ké trén.

Port Object

Chi dinh hanh dong cua firewall khi tim dugc cac traffic thoa mén
Target hét cac chi so phia trén, vdi 3 dang hanh dong bao gom: accept,
reject va drop.

Buwée 2: Thue hién cac thao tac:
% Nguoi dung co thé click £ & stra cdu hinh Firewall Policy.
% Nguoi ding co thé click B 42 x6a ciu hinh.
< Nguoi ding c6 thé click 9 @ sao chép cau hinh. Céc cau hinh ban sao s&

dugc sura lai tén voi dudi _copy. Cong cu nay rat hitru ich trong viéc tao cac
policy chi khac mot vai tham so.

Buée 3: Cac policy da duoc cdu hinh s& dugc cap nhat vao bang firewall policy.

Policy Name Source Zone Destination Zone Source Destination
Allow-DHCP-Renew-wan wan This Device ALL ALL
Allow-DHCP-Renew-wan2 wan2 This Device ALL ALL

Hinh 58: Cdu hinh khéng dwoc dp dung bi lam mo trong firewall policy

% Vi cac dong policy bi lam m¢é di, day la cac policy dugc tao ra nhung
khéng duogc ap dung trén hé thong.
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4.2.2 Bdt tinh nang application control

Security profiles

Application Control :

Hinh 59: Phdn doan cdu hinh application control trong policy firewall

Khi chi dinh hanh dong cua firewall véi traffic 13 accept, c6 thé st dung
tinh nang application control nhu mot bo loc thir 2, kiém soat cac dich vy nhu app,
website cu thé c¢6 dugc phép di chuyén qua firewall hay khong.

4.2.3 Cdu hinh priority cho firewall policy
Buéce 1: Cac cau hinh priority dugc xép theo thir ty wu tién tir trén xudng dudi.

Policy phia trén sé c6 mirc Ao uu tién thyc hién cao hon cac policy phia duéi.

Buwrée 2: Str dung thanh kéo & dau mdi dong, cho phép diéu chinh vi tri ciia policy
tir 6 diéu chinh priority cho toan b policy.

Buéc 3: Sau khi hoan thanh chinh sta priority chon apply dé luu lai cac chinh
sua.

T

Policy Name Source Zone Destination Zone Policy Name Source Zone Destination Zone

Alow-DHCP-Renev-an I wan This Device ‘

Allow-DHCP-Renew-wan wan This Device

Allow-traffic-wan2lan lan wan Allow-traffic-wan2lan lan wan

Hinh 60: Cdu hinh priority cho firewall policy
4.3 Cau hinh IPv4 object
4.3.1 IP Address

Tur giao dién trang chu: Click Policy & Object = IP object.
% Click vao trén bang IPv4 Address dé tao ciu hinh:
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X
Create New IP Ohject

* Category:
* Object Name:

* Addresses:

4 Add IPv4 address

Hinh 61: Giao dién cau hinh IP Object
% Trong do:
o Category: chi dinh cho IPv4 hoac IPv6
o Object Name: dat tén ggi nhé

o Submit: Luu cau hinh
/7 N, \ r A . £ A 9 A 1
¢ Nguoi dung c6 thé click dé stra cau hinh.

% Nguoi dung co thé click a dé x6a cau hinh.
4.3.2 IP Address Group

Tur giao dién trang chu : Click Policy & Object = IP object.
% Click vao trén bang IPv4 Address Group dé tao cau hinh:
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-
X
Create New IP Group

* Cateqgory:
* Group Name:

Members :

Hinh 62: Giao dién tao moi IP Group

¢ Trong do:
o Category: Chi dinh cho IPv4 hoac IPv6
o Group Name: Dit tén goi nhd
o Members: Lya chon cac thanh vién IPv4 Object dé thém vao group
o Submit: Luu cau hinh

4 . £ A 9 A b
% Nguoi dung c6 the click de stra cau hinh.

% Nguoi dung c6 thé click a dé x6a cau hinh.
4.4 Céau hinh IPv6 Object
% Tuong tu nhu cau hinh IPv4 Object.
4.5 Cau hinh cac dich vu Port Object
Tur giao dién trang chi: Click Policy & Object = Port Object:
4.5.1 New group object

% Click vao dé tao cau hinh group cho timg Port Object:
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x
Create New Group

* Group MName

Description

|'

Hinh 63: Giao dién cdu hinh Group Port-Object

% Trong do:
o Group Name: Dat tén nham go1 nhd nhom
o Description: Mo ta thém dé nguoi dung hiéu rd hon vé nhiém vu
cua nhém
o Submit: Luu ciu hinh

, & , .
% Nguoi dung cé theé click ~—  d¢ stra cau hinh.

% Nguoi dung c6 thé click E dé x6a cau hinh.
4.5.2 New Port Object
% Click vao dé tao cAu hinh cho timg Port Object.

>
Config New Port Object

= Name
* Group Mame

* Protocol

Hinh 64: Giao dién cau hinh Port-Object méi

% Trong do:
o Name: Tén cho tung Port Object
o Group Name: Chon cac nhom da tao sin trudc do
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o Protocol bao gdbm 2 phan:
= TCP/UDP/SCTP
= [CMP

o Protocol: ICMP

" Protocol

ICMP

" Type

+ Add Type
Hinh 65: Giao dién cdu hinh giao thirc ICMP

¢ Trong do:
o Type: Céu hinh loai giao thtrc, thuong chon 13 any
o Protocol: TCP/UDP/SCTP

" Protocol

TCP/UDP/SCTP

+ Add Port

Hinh 66: Giao dién cdu hinh giao thitc TCP/UDP/SCTP

% Trong do:
o Protocol: C6 thé chon mot trong 3 giao thitc: TCP/UDP/SCTP
o Range from: Chon cong bat dau
o Rang to: Chon cong két thuc

4.6 Cau hinh tinh niing Port Forwarding
Tur giao dién trang chu: Click Policy & Object = Port Forwarding.
% Click vao dé tao cau hinh group cho timg Port Forwarding.
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-

*
Port Forward Configuration

Protocol:  TCP uppP TCP/UDP
Source Zone:
External IP:
- External port:
Destination Zone:
“ Translated IP:

“ Translated port:

o |

Hinh 67: Giao dién cdu hinh Port Forwarding

¢ Trong do:
o Protocol: Co thé chon 1 trong 2 giao thic TCP/UDP
Source Zone: Chon cac ving Zone ngudn 1a LAN/WAN
Destination Zone: Chon cac vung Zone dich LAN/WAN
Wan IP: Cau hinh Wan cho thiét bj ngoai mang c6 thé truy cap vao.

© O O O

Wan Port: Ciu hinh mé cong cho thiét bj ngoai mang truy cap vao

noi bo.

o LAN IP: Cau hinh IP ndi bd ma thiét bi mang ngoai muén truy cip
vao.

o LAN Port: Ciu hinh mé cong cho thiét bi.

o Submit: Luu cau hinh.

R ,
% Nguoi dung c6 the click dé stra cau hinh.
% Nguoi dung co thé click a deé xda cau hinh.

4.7 Cau hinh tinh niing DoS protection
4.7.1 DosS profile

Tu giao dién trang chu: Click Policy & Object = DoS protection = DoS
Profile:
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% Click vao dé tao cau hinh cho timg DoS profile:

. X
Create New Profile

* Profile Name:
Anomalies
Type Threshold Status
ip_src_session concurrent sessions
ip_dst_session concurrent sessions
tcp_syn_flood packets per second
tcp_sric_session concurrent sessions
tcp_dst_session concurrent sessions
udp_flood packets per second
udp_src_session concurrent sessions
udp_dst_session concurrent sessions
icmp_flood packets per second
icmp_src_flood packets per second
icmp_dst_flood packets per second
sctp_flood packets per second
sctp_src_session concurrent sessions

Hinh 68: Giao dién cdu hinh DoS Profile

% Trong do:
o Profile name: Dit tén profile goi nhé
o Anomalies:
= Type: Chon loai
= Threshold: Thiét lap ngudng
= Status: Trang thai bat/tat dé ap dung cac goi.

Lo L g
% Nguoi dung c6 thé click dé sua cau hinh.

% Nguoi dung cé thé click a de xoa cau hinh.
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4.7.2 DoS Policy

Tur giao dién trang chu: Click Policy & Object = DoS protection 2 DoS
Policy:

% Click vao dé tao cau hinh cho timg DoS policy:

r
. X
Create New Policy

Category: IPv4

= Name:
* Traffic:

Source Address:

Add item

Destination Address:

Add item
Port Object:

* DoS Profile:

Hinh 69: Giao dién cdu hinh DoS Policy

% Trong do:
o Category: Chon cau hinh cho IPv4 hoic IPv6
o Name: Dat tén goi nhé cho chinh sach
o Traffic: Chon Incoming/Forwarding (sau khi chon traffic thi s& cau
hinh thém source zone va dest zone tuong ing)
= Incoming: Ap dung cho nhiing ludng dir liéu di vao trong
NGFW tir viing ngudn (Source Zone)
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= Forwarding: Ap dung cho nhimg ludng dit liéu di qua NGFW
tir ving ngudn (Source Zone) dén ving dich (Destination
Zone)
o Port Object: Ap dung chinh sach d6i véi nhimg dich vu duogc cai
dat
o Source Address: Ap dung chinh sach ddi véi géi tin c6 dja chi ngudn
duoc cai dat
o Destination Address: Ap dung chinh sach ddi véi géi tin c6 dia chi
dich duoc cai dat
o DoS Profile: Chon profile di dugc thiét 1ap sin dé ap dung vao cac
ludng dit liéu khép véi cac cai dat ¢ trén

s Z .
% Nguoi dung c6 thé click —  dé stra cau hinh
% Nguoi dung co thé click a dé x6a ciu hinh
4.8 Cau hinh tinh niing QoS

4.8.1 QoS Profile
Tu giao di¢n trang chu: Click Policy & Object = QoS = QoS Profile:

% Click vao de tao cau hinh cho tung QoS profile:

F |
><
*Name:
* Interface:
* Guaranteed Egress: Mbps
* Maximum Egress: Mbps

% Trong do:
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Name: Dit tén cho profile

Interface: Lua chon céc interface san c6 trén hé théng
Guarantee Egress: Bing thong cam két toi thiéu cho profile
Maximum Egress: Bing thong tdi da cho profile

Lua chon don vi Kbps/Mbps/Gbps

© O O O ©O

b4 . £ A 9 A b
% Nguoi dung c6 the click de stra cau hinh.
% Nguoi dung co thé click a dé x6a cau hinh, khi x6a profile thi tat ca

class thudc profile cling s€ bi x6a.

4.8.2 QoS Class
Tu giao dién trang chu: Click Policy & Object = QoS = QoS Profile

> T cia profile s€ hi¢n ra céac class thudc profile:
. . . - Create Class i R
+* Click vao de tao class thudc profile:
. |
’
*ID:
* Guaranteed Egress: Mbps
* Maximum Egress: Mbps
* Priority:  High
[ o |
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QoS Profile List

+ Create New Profile

Profile Name ‘ Interface ‘ Guaranteed Egress | Maximum Egress |

- m 2 WAN 10 Mbps 10 Mbps 2 a
[ 4 ) |
Class of the Profile P2 + Create Class

Class ID ‘ Guaranteed Egress ‘ Maximum Egress ‘ Priority

100 50 Mbps 51 Mbps Medium 2 a

+ M o LAN 10 Mbps 10 Mbps 2 a

% Trong do:

o ID: ID cua class

o Guarantee Egress: Bing thong cam két téi thiéu cho class, tong
guarantee egress cua cac class thudc profile phai nho hon
Maximum egress cua profile

o Maximum Egress: Bing thong tdi da cho class, tong cac
maximum egress cua cac class thudc profile phai nhé hon
Maximum egress cua profile

o Lua chon don vi Kbps/Mbps/Gbps

o Priority: Lya chon priority cho class, prio cang cao thi traffic cua
class do s€ dugc uu tién hon trong truong hop nghén mang

9 £ 2 /4
% Nguoi dung cé thé click dé sua cau hinh.
% Nguoi dung cé thé click a dé xo6a cau hinh, can loai bo cac policy st

dung class trude khi x6a class do

4.8.3 QoS Policy
Tur giao dién trang chu: Click Policy & Object 2 QoS = QoS Policy:
% Click vao dé tao cau hinh policy:
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Create New Policy

* Name:

*“ClassID:

Source Zone:
Source Address:
Destination Zone:
Destination Address:
Part Object:

* Status: EEERE Disable

% Trong do:

o Name: Tén cua policy

o Class ID: ID ciia class mudn sir dung, twong tmg véi viéc bang
thong cua traffic match véi policy sé bi kiém soat bai class.
Source Zone: Zone nguén cua goi tin, lya chon cac zone san ¢co
Destination Zone: Zone dich cua goi tin, lva chon cac zone sin c6
Source Address: Dia chi ngudn cua gdi tin, chinh 1 IP Object
Destination Address: Dia chi dich cua goi tin, chinh 1a IP Object
Port Object: Lua chon cac Port Object san ¢6 va c6 thé chon nhiéu

o O O O O

gia tri
o Status: Bat hoic tit cdu hinh policy

4 . £ A o A 1
% Nguoi dung cé thé click dé sua cau hinh.
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5

s Nguoi dung co6 thé click B dé xo0a cau hinh.

Ciu hinh cac tinh niing biao mat cho thiét bi (Security)

\

LANCS NETWORKS

Luwu y: Trude khi chay tinh ning md port 8080 (chi tiét hudng din trong

muc 2.4.4 Port-Object). Truy cap vao Policy & Object = Firewall Policy, chon

Create new policy va cau hinh:

s Source Zone: WAN

¢ Destination Zone: This device
< Port Object: Cong 8080 vira tao.
% Target: ACCEPT

¢ Status: Enable

L)

>

5.1 Thuwec hién cau hinh certificate trén trinh duyét

Budce 1: Truy cap setting cua Firefox:

Sync and save data

New tab
New window

New private window

Bookmarks
History
Downloads
Passwords

Add-ons and themes

Print...
Save page as...

Find in page...

Zoom

Settings

More tools

Help

Quit

Thuc hién tai chiing chi theo cac budc duosi day:

Hinh 70: Truy cdp vao Setting trén Firefox

Buéce 2: Truy cap General = Setting > Network setting.
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Network Settings

Configure how Firefox connects to the internet. Learn more Settings...

Hinh 71: Muc Network Setting

Budce 3: Trong muc Setting, Manual proxy configuration, sau d6 nhap dia chi [P

cua may chay proxy, nhap port 8080, tich vao also use this proxy for HTTPS va
OK dé luu.

Connection Settings

Configure Proxy Access to the Internet

No proxy
) Auto-detect proxy settings for this network
(® Use system proxy settings

Manual proxy configuration

40

) Automatic proxy configuration URL
No proxy for

Example: .mozilla.org, .net.nz, 192.168.1.0/24
Connections to localhost, 127.0.0.1/8, and ::1 are never proxied.

["] Do not prompt for authentication if password is saved

|_| Proxy DNS when using SOCKS v4

Proxy DNS when using SOCKS v5

Cancel

Hinh 72: Cdu hinh dia chi server proxy

Budéc 4: Truy cap phan Privacy & Security, trong ddy tim phan Certificates, d6
click vao ViewCertificates = Chon sang Authorities va click vao import = Chon
file myroot CA.crt va nhan “OK”.
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Certificate Manager

Your Certificates Authentication Decisions People Servers

You have certificates on Ffile that identify these certificate authorities

Certificate Name Security Device
v ACCV

ACCVRAIZ1 Builtin Object Token
~ Actalis S.p.A./03358520967

Actalis Authentication Root CA Builtin Object Token
~ AFfirmTrust

AFfirmTrust Premium ECC Builtin Object Token

AFFicrnTrick AMaobuanclina Duilkin Ahinck Talian

Import...

Hinh 73: Import Certificate vao trinh duyét

5.2 Cau hinh tinh ning chdéng Anti Virus

LANCS NETWORKS

Buéc 1: Truy cdp vao Security = Anti Virus > Click chon enable dé m¢ tinh

nang.

Status Timezone

2024-08-19 13:49:50

Hinh 74: Bat/Tdt tinh nang AV

Bude 2: Hién thi thong bdo, chon Yes dé xac nhan.

Warning

Are you sure to enable antivirus?
This feature may cause this device to experience

-

reduced performance.

Hinh 75: Xac nhdn bdt tinh nang

5.3 Céu hinh tinh ning chin Web filter
s Chon dé tao filter mdi.

66



CONG TY CO PHAN CONG NGHE MANG LANCS VIET NAM

Hotline: +84 868275959 | Email: info@lancsnet.com mes.mwonxs

URL Filter Keyword Filter

Web Filter

.

URL Action Status

Keyword ()
8

Keyword Action Status

Hinh 76: Giao dién cdu hinh Web filter

% Trong do:
o Mode URL filter: Thém cic duong dan Url va c4c action kém theo
o Mode keyword filter: Thém cac keyword khi thuc hién search va
cac action kém theo
o Block list default: Dat filter lam
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5.4 Cau hinh tinh ning chin DNS filter
% Chon MRSl (8 tao filter méi.

. = >
Edit URL Filter

* DNS filter

* Action

Cancel
Hinh 77: Giao dién cdu hinh DNS filter

% Trong do:
o DNS filter: duong dan DNS
o Action: Chon loai action: Block/Unblock

5.5 Céau hinh tinh ning chin File filter

% Chon MRl 38 tao filter méi.

File fiter @)
2
File_Filter Action Status Action

Block list default: (|
e

Cancel
Hinh 78: Giao dién cdu hinh File filter

) . x
Edit URL Filter

* DNS filter

* Action

[ ]

Cancel
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Hinh 79: Giao dién cdu hinh chi tiét File filter

% Trong do:
o File filter: Tén duéi file can kiém tra
o Action: Chon loai action: Block/Unblock

o List file: Danh sach cac dudi file ma thiét bj hd tro
*  File Filter Details

cab
cmd
crt
exe
dil

hilp
Hinh 80: Danh sdach cdc file ho tro

5.6 Cau hinh tinh ning chin NIPS
NIPS cho phép cau hinh cac rule theo cac Catagorys tiiy chon theo ¥ ngudi
dung.

NIPS Catagorys

I

LY

s

Hinh 81: Danh sach category cua NIPS
s Chon dé tao filter mdi.
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\\ Lancs Networks

@ Dashboard

Name

€ Interface v

@ Networks v
Comments
@ Policy&Object

Firevaall Policy Rule Files

1P Object
Port chiecs Security Rules

Port Forwarding

Basic Firewall

Dos Protection

@ security

Antivirus
Web filter
DNS filter

File filter

e Compliance Rules

scadaules scada_special rules policy.rules
@ N v

B UINKSAFE v

< Service v Network Rules

V' High Availability v fip.rules. scan.rules icmp_info.rules smtp.ules
© System v icmp rules snmp rules imap.rules telnet.rules
S Logs v thp.rules voip.ruies dns.nles netbios.rules

< p2prules pop3.fules fpc.rules

Hinh 82: Danh sach cdc tdp rule NIPS

% Trong do:
o Name: Tén cua category
o Description: Mo ta vé category
o Danh sach cac bd rule theo cac chii dé: Security rule, Compliance
Rules...

6  Cau hinh tinh niing VPN trén NGFW

Pé ciu hinh cac tinh nang trong nhom VPN, nguo1 dung thyc hién Iya chon
vao muc “VPN”.
Nhom tinh ning VPN bao gdm cac cau hinh VPN nhu: IPSec.

6.1 Cau hinh tinh niing IPSec trén NGFW

Tinh niang IPSec trén thiét bi NGFW 1am viéc ¢ hai ché do d6 1a Site-to-
Site va Remote Access. Site-to-Site 1a ché d6 lam viéc tao duong ham (tunnel)
giita hai mang LAN tiic 1a giira hai thiét bi Gateway. Con ché do Remote Access
1a ché d6 1am viéc tao duong ham (tunnel) gitr thiét bi End-User nhu 1a PC, Laptop
hodc SmartPhone véi mot thiét bi Gateway.

Ciu hinh Site-to-Site
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Buée 1: Tu giao dién quan ly = VPN = General = Tunnel.

Bude 2: Cau hinh cac duong tunnel duoc hién thi ¢ hinh anh sau. Ché do Site-to-
Site sir dung IKE dé lam giao thirc trao doi khoa, c6 hai phuong thirc xac thyc hd
tro d6 1a xac thuc béng Pre-Shared Key va xac thuc béng Certificate.

IPsec Configuration
+ Create New

Type Method

site-to-site z a
remote-access z m

pre_shared_key

pre_shared_key

Hinh 83: Giao dién hién thi thong tin cau hinh IPsec

Bwoc 3: Thuc hién cac thao tac khac:
¢ Kich chuot vao 2 thuc hién tac vu thay doi thong tin c4u hinh trong IPSec.

+¢ Kich chudt vao E thue hién tac vu x6a thong tin cAu hinh IPSec.

Create A1 e ,
+» Kich chudt vao - thuc hién cau hinh voi giao thuc IPSec.

IPsec Configuration
+ Create New

Type

Method

site-to-site Z m
remote-access Z a

pre_shared_key

pre_shared_key

Hinh 84: Giao dién hién thi thong tin cau hinh IPsec

¢ Kich chudt vao 2 thuc hi¢n tac vu thay doi thong tin cau hinh trong IPSec.

¢ Kich chudt vao E thue hién tac vu x6a thong tin cAu hinh IPSec.

< Kich chudt vao thue hién cdu hinh véi giao thuc IPSec.
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Template type Remote Access

Local ID

Hinh 85: Giao dién cdu hinh IPSec

% Trong do:

O

Local ID: Tich chon IP twong Gng cho cong WAN thiét 1ap duong
VPN.

o Remote ID: Dién thong tin IP cia site remote thiét 1ap dudong VPN.

o Local Address: Dia chi IP trong tmg cua thiét bi tai vi tri dang setup

dudng VPN.

Remote Address: Dia chi IP twong tng cua thiét bi tai vi tri remote
thiét 1ap duong VPN.

Authenticate method: HO tro hai ché do Pre-Shared Key va
Signature.

o Template type: Hd trg hai ché do: Site to Site va Remote Access.
o Mode Pre - shared Key:
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Authenticate method: Pre-shared Key
# Pre-shared Key:

IKE:
ESP:

* Template type:

Hinh 86: Giao dién cau hinh Mode Pre - shared Key

o Pre-shared Key: Tao key cho Tunnel (vi du: test123456).

o IKE & ESP: Pua ra cac mode mi hoa & khoa dé thiét 1ap tunnel
trén NGFW: IKE & ESP h tro cidc mode Encryption, hash va diffie-
hellman exponentiation.

o Encryption: cic mode mi hdéa dugc hd tro: asel28/ asel28ctr/
asel28mac/ asel92/ asel92ctr/ asel92gcm/ ase256/ ase256gcm/
ase256gmac/ 3des.

o Mode Signature:

Authenticate method: Signature

Certificate File: L Upload
Key File: L Upload
Certificate CA File: 4, Upload

* Template type:

Hinh 87: Giao dién cdu hinh mode Signature
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# Template type:  Site to Site

Remote subnets:

Hinh 88: Giao dién cau hinh Template type Site to Site

# Template type:  Remote Access

Client Address Range:

Hinh 89: Giao dién cdu hinh Template type Client to Site

Note: Dé chay voéi thiét bi NGFW thi can tao rule cho Firewall policy va

Firewall Zone.
wan This Device ALL ALL IKE X Disable CCEF ¢ 4 a
o @

IS

ipsec wan This Device ALL ALL ESP  AH X Disable

Hinh 90: Thém rule vao firewall policy

Note: Can thém rule allow cac port trén firewall policy.
allow allow traffic ISAKMP/IKE (UDP port 500)

allow traffic ESP (IP protocol 50)

allow traffic AH (IP protocol 51)

add rule forward traffic vao mang noi bo

6.2 Tinh nang VXLAN trén NGFW

VXLAN (Virtual Extensible LAN): 12 mdt cong nghé mang ao hoa 16p 2,
dugc thiét ké dé khac phuc cac han ché ciia mang VLAN truyén théng trong moi
truong trung tadm dir li¢u va mang quy mo 1én. VXLAN cho phép tao cdc mang
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ao trén co sé ha téng IP hién c6, mé rong kha nang phan doan mang va cai thién
tinh linh hoat trong quan 1y.

Buée 1: Tu giao dién quan ly = VPN = VXLAN.

'VXLAN Configuration

Local Tunnel Address
Remote Gateway Address. Remote Tunnel Address Remote Subnet Port MTU VLAN
Network Netmask

Hinh 91: Giao dién hién thi cau hinh VXLAN

T

X
VXLAN Configuration

* Remote Address: 192.168.15.25
MNetwork: 192.168.2.10 255.255.255.0

* Peer Network:  192.168.15.100

“Port: 4789
*MTU: 1450
“WLAM: 10
Remote Network:  10.20.80.0 24

Hinh 92: Giao dién cdu hinh va giao dién hién thi cia VXLAN

% Trong do:
o Remote Address: Dia chi ciia [P Wan muén tunnel dén
o Network: Dia chi IP tunnel cua thiét bi
o Peer Network: La IP tunnel cua thiét bj 1an cén
o Port: Uu tién port 4789
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o MTU: Uu tién port 1450
o VLAN: Trong khoang 1 -100
o Remote Network: dia chi br-lan cua thiét bi 1an can

Bwdéce 2: Thuc hién cac thao tac:
% Kich chudt vao 2 thuc hién tac vu thay d6i thong tin cdu hinh trong
VXLAN.

¢ Kich chudt vao E thuc hién tac vu x6a thong tin cu hinh VXLAN.
¢ Kich chudt vao thuc hién cau hinh véi giao thiic VXLAN

Budéc 3: Dbi v6i NGFW thi ta can allow port va accept tunnel vao firewall zone
va firewall policy.

X
Firewall Zone Configuration

* Name:
List Network: @ ahcY_wvxlan x
* Incoming : [EEase=yN REJECT DROP

*Qutgoing : EEElele=yy REJECT DROP

Forward Within Zone: [C{eei=Szy REJECT DROP
Masquerading :

MSS clamping:

Hinh 93: Firewall Zone add tun vxlan

Budéc 4: Add firewall zone accept cho tunnel vxlan gidng nhu 1 cong interface.
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X

Config New Port Object

Name

VXLAN_4789

Group Name

Tunneling
* Protocol

TCP/UDPISCTP

ubp 4789 4789 [©)]

+ Add Port

Hinh 94: Cau hinh trong Port Object

% Can tao port object vxlan UDP port, chon thuong 4789.

Note: Can thyc hién 3 rule
s allow traffic VXLAN proto (UDP port ...)
+¢ add zone for interface VXLAN
+¢ add rule forward traffic from zone VXLAN to zone wan

6.3 Tinh nang GRE trén NGFW
Céu hinh GRE:

Bude 1: Tu giao dién quan ly - VPN = VXLAN.

GRE Configuration

LANCS NETWORKS

Local Gateway Address Remote Gateway Address Remote Tunnel Address.
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X
GRE Configuration

Local Address:  192.168.2.10
* Remote Address:  192.168.15.25
“Network:  10.20.80.0
Netmask: 255.255.255.0
* Peer Network: = 10.20.80.11

Remote Network:  10.20.50.0 24

Hinh 95: Giao dién hién thi va giao dién cau hinh GRE

% Trong do:
o Local Address: Dia chi IP Wan cua thiét bi
o Remote Address: Dia chi I[P Wan ctia Thiét bj muédn tunnel
Network: Dia chi IP tunnel cta thiét bi
Netmask: Dia chi Netmask cta tunnel cua thiét bi
Peer Network: Dia chi tunnel bén kia
Remote Network: Dia chi br-lan bén mudn két ndi
Buwde 2: Thuce hién cac thao tac:

© O O O

% Kich chudt vao 2 thuc hién tac vu thay dbi thong tin cdu hinh trong
VXLAN.

¢ Kich chudt vao E thuc hién tac vu x6a thong tin cau hinh VXLAN.

¢ Kich chudt vao thue hién cau hinh voi giao thic VXLAN
Budée 3: Pbi voi Thiét bi NGFW thi can add rule cho Firewall policy va Firewall
zone & 2 bén

GRE @ gre4-Ro7h ACCEPT ACCEPT ACCEPT ~ Enable ~ Enable

I
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- -
- i . X
Firewall Zone Configuration

* Name:
* List Network: (@ gre4-Ro7h x
* Incoming : ACCEPT REJECT DROP

* Outgoing: [elei=zyy REJECT DROP

* Forward Within Zone: [Gle{sSzy REJECT DROP
Masquerading:

MSS clamping:

Hinh 96: Add rule trén Firewall ZONE

Allow-GRE lan GRE AL AL PING > Disable

Hinh 97: Tao 2 rule dé add cdu hinh 1én firewall policy

Note:
s allow traffic INPUT protocol GRE (proto 47)
¢ add zone cho interface GRE (ACCEPT all hodc tuy chinh)
+¢* add rule forward traffic src zone LAN, dest zone GRE

6.4 Tinh nang PPTP trén NGFW

PPTP (Point-to-Point Tunneling Protocol) 1a mdt giao thirc mang duoc
sir dung dé tao cac két ndi VPN (Virtual Private Network). PPTP cho phép ngudi
dung tir xa két ndi an toan dén mang ndi bo cua to chirc qua Internet.

PPTP chia lam 2 phan PPTP server
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PPTP Server Mode
Status Range From Range To Usemname Password

Enable 172.168.20.50 20 Ducsne 123456 Z E

- x
PPTP Configure

Status : Enable
* Range From: 172.168.20.50
“ Range To: 20
* Username : Ducsnc

Password: = ssssss E

Hinh 98: Giao dién cdu hinh PPTP

% Trong Config PPTP server:
o Status: Trang thai Enable hoac Disable server.

o Range From: Dia chi IP
o Range To: Khoang dia chi
o Username: Nhép username
o Password: Nhap password
PPTP Client:
Server IP Usermname Password PPTP Route
192.168.15.29 Ducsnc 123456 enable 2z B
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X
PPTP Configure

“ServerIP: | 192.168.15.29
“ Username: = Ducsnc
“Password:; = sssses

Enable PPTP Route: Enable

Hinh 99: Giao dién cau hinh PPTP Client

¢ Trong Config PPTP client:
o Server IP: Nhap IP Wan cua PPTP server
Username: Nhap username

e
o Password: Nhap password
o Enable PPTP Route

Trong thiét bi NGFW can c4u hinh rule Firewall policy dé cho phép allow
ra bén ngoai két ndi tunnel:
s allow traffic PPTP (TCP port 1723)
¢ allow traffic GRE (IP protocol 47)

+* add zone for interface PPTP
¢ add rule forward traffic from zone PPTP to Zone WAN

Allow-PPTP wan This Device ALL ALL PPTP X Disable

Y

2 o @
@

Allow-PPTP1 wan This Device ALL ALL GRE X Disable

In

Hinh 100:Cdu hinh Rule Policy

6.5 Tinh nang OpenVPN trong NGFW

OpenVPN la mdt phﬁn mém ma nguén mo dugce st dung dé tao cac két ndi
mang riéng 40 (VPN) an toan va manh mé.
% Tu giao dién quan ly = VPN - OPENVPN
+¢ Giao dién chia lam 2: OPENVPN server va OPENVPN client

81



CONG TY CO PHAN CONG NGHE MANG LANCS VIET NAM
Hotline: +84 868275959 | Email: info@lancsnet.com mes.mwonxs

6.5.1 OPENVPN server

Mode Certificate File Key File CA Certificate Status
HHHHH . — Al -

X
OpenVPN Configuration

Mode: = Server
Status:  Enable
Port: = 33333
Subnet:  10.50.0.0
Netmask: 255.255.255.0

Type Access:  Internet

Certificate File:  server.crt &, Upload
Key File: = serverkey & Upload
Ceriificate CAFile:  ca.crt & Upload

Submit

Hi;ah 101: Cdu hinh va config ciia OPEN VPN
% Trong do:
o Mode: Server va client
o Status: Enable va Disable
o Port: Nhap Port 1-65535
o Subnet: Nhap IP cho tunnel
o Netmask: Nhap IP netmask

o Type Access: Gom home va internet: Khi can tat ca luu lugng mang
di qua may chu VPN

o Certificate File: update crt

o Key File: update key

o Certificate CA File: update CA
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6.5.2 OPENVPN client

Mode Certificate File Key File CA Certificate Status.

Client client.crt client key ca.crt Enable ra E

X
OpenVPN Configuration

Mode: Client
Status: Enable

“ ServerIP:  192.168.15.30

“Port: 33333
Certificate File:  client.crt 1, Upload
Key File:  client.key 1, Upload
Certificate CAFile:  ca.crt 1. Upload

Hinh 102: Giao dién cdu hinh OPENVPN client
% Trong do:
o Mode: Server va client
o Status: Enable va Disable
o Server IP: nhap IP server
o Port: nhap Port 1-65535
o Certificate File: update crt

o Key File: update key
o Certificate CA File: update CA
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% Kich chudt vao 2 thuc hién tac vu thay d6i thong tin cdu hinh trong
OPENVPN.

¢ Kich chudt vao E thuc hién tdc vu x0a thong tin cAu hinh OPENVPN.

% Kich chudt vao thie hién cdu hinh véi giao thie OPENVPN.

s D¢ x06a cac Certificate st dung giao dién:

F
. X
Certificates Management

Certificate File: Delete

Key File: Delete

Certificate CA File: Delete

Hinh 103: Giao dién xoa certificate

Note: Dé config OPENVPN cho thiét bi NGFW can allow firewall policy
va Firewall Zone.

«% Cau hinh trén router server:
o allow traffic INPUT protocol UDP va TCP port (theo cdu hinh VPN).
o add zone cho interface OpenVPN (ACCEPT all hoac tuy chinh).
% Cau hinh trén router client:
o allow traffic INPUT (UDP, TCP port ...)
(*) Néu muén router client truy cdp mang:
% Cau hinh trén router server:
o add rule forward traffic src zone OpenVPN, dest zone WAN.
(*) Néu muon thiét bi phia sau router client truy cdp mang:

+» Cau hinh trén router client:
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o add zone cho interface OpenVPN, bat Masquerade.

o add rule forward traffic src zone LAN, dest zone OpenVPN.
Add rule OPENVPN-Server:

+ Enable + Enabl A
allow-openvpnl OPENVPN wan ALL ALL PING X Disable ACCEPT 2 a
OPENVPN TCP:33333-33333, UDP:33333-33333 Z a a
.
Add rule OPENVPN-client:
.

OPENVPN @ wun_HH3L ~ Enable X Disable 2
allow-openvpn wan This Device ALL ALL OPENVPN X Disable ACCEPT 2 a a
allow-openvpnl lan OPENVPN ALL ALL PING X Disable ACCEPT 2 Q a

OPENVPN TCP:33333-33333, UDP:33333-33333 2z a ‘

Tuong ty nhu cAu hinh rule firewall cho router server, router client, config
rule ra mang.

7 Cau hinh cac dich vu (Service)

7.1 Céu hinh tinh ning DDNS

% Tu giao dién quan ly = Service 2 Dynamic DNS:
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Provider:  DynDNS
Status:
Mode:
URL:
+ Username:
+ Password: &

Hostname:

Hinh 104: Giao dién cdu hinh DDNS

% Trong do:
o Enable: Bat/tit tinh ning Dynamic DNS.
o Username: Tén dang nhap cuia Dynamic DNS server.
Password: Mat khau dang nhap ciia Dynamic DNS.
Your domain: Tén mién dong muén thiét 1ap cho thiét bi
Mode (Provider URL/Customer URL)
Provider URL: Cai dat Dynamic DNS server:
Customer URL: Cai dit Dynamic DNS client:
Dién thong tin URL twong ung ddi v6i Provider/Customer.

0 O O O O O

o Submit: Luu cau hinh.
7.2 CAu hinh tinh ning NTP
% Tu giao dién quan Iy = Service 2 NTP:
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NTP Server Configuration

Enable Bandwidth Limit: = True
Enable Server:  False

Server:

NTP Server List

Server Name Action

2vn.pool.ntp.org E
vn.pool.ntp.org E
asia.pool.ntp.org E

Hinh 105: Giao dién cdu hinh NTP

Submit ) A
+ Kich chudt vao -: Thuc hién thém cac mién DNS.

¢ Kich chudt vao E hién x6a mién DNS.
7.3 Céiu hinh tinh ning Multimedia

Nhom tinh ndang da phuong tién bao gém cac dich vu call, video call,
Message, voice mail, voice conferencing va dich vu téng dai ao IVR & muc
Service 2 MultiMedia:

7.3.1 Cdu hinh mién sé trén NGFW (Number Digits)

% Kiém tra trang thai dau s6 thué bao da dugc dang ky trén NGFW bang céach:
Services = Multimedia > Number Digits:
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Number Digits ~ Sip Device  SipPeer  Sip Registration VR Conference Call  Settings  Logs
Number Status Action

300X enable Z a

IS

500X enable

Hinh 106: Giao dién cdu hinh tinh nang Number Digits
% Kich chudt vao < thyc hién tic vu thay ddi thong tin cau hinh trong Number
Digits.
¢ Kich chudt vao El thuc hién tac vu x6a thong tin ciu hinh Number Digits.
% Kich chuot vao thie hién cdu hinh voi giao thirc Number Digits:

X
Number Digits Config

* NMumber Digits :

Hinh 107: Giao dién cdu hinh chi tiét Number Digits

% Trong do:
o Number Digits: Pau s thué bao ding ky trén NGFW.
o Status (Enable/Disable): Bat/tat dau s6 thué bao da ding ky.
7.3.2 Céu hinh thué bao cho ngwoi ding trén NGFW qudn 1y (SIP Device)

Kiém tra trang thai thiét 1ap cac s6 thudc mién dau s6 da duoc diang ky o
Number Digits trén NGFW tng véi timg user bang cach: Services > Multimedia
—> SIP Device:
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Number Digits Sip Device Sip Peer Sip Registration IVR Conference Call Settings Logs

Sip Device List

Register Number Username Password Service Action

3001 3001 123456 nat Z a

3002 3002 123456 message

I

3003 3003 123436 nat

I~

Hinh 108: Giao dién cdu hinh tinh ning SIP Device

% Kich chuot vao £ thuc hién tac vy thay doi thong tin c4u hinh trong Sip
Device.

¢ Kich chudt vao E thuc hién tac vu x6a thong tin cAu hinh Sip Device.

, N Create cn A L. . , . .
+» Kich chudt vao - thuc hién cau hinh v6i1 giao thire Sip Device:

Sip Device Edit

* Register Number:
+ Username:
* Password: @

Service:

Hinh 109: Giao dién cdu hinh chi tiét tinh nang SIP Device
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% Trong do:
o Register Number: Ding ky sé cho ngudi dung (User) thudce dau sb
da khai bao & Number Digits.
Username: Tén nguoi dung.
Password: Thiét 1ap mat khau cho nguoi dung.
Service: NAT/Message/Follow Me/All.
Submit: Luu ciu hinh

7.3.3 Thiét lap dwong trung ké (TRUNK) trén mét hay nhiéu NGFW (SIP
Peer)

© O O O

% Kiém tra trang thai thiét 1ap dudng trunk trén NGFW bang cach: Tir giao
dién quan ly = Service = Multimedia = Sip Peer:

¢ Kich chudt vao thuc hién thiét 1ap mot duong Trunk trén LS-SMR-
2506 E:

SIP Peer Edit

* Number:

* Peer Name:

*+ S|P Peer Address:
+ S|P Peer Port:

Service:  Service

Hinh 110: Giao dién cdu hinh chi tiét tinh nang SIP peer

% Trong do:
o Number: Dau s6 thué bao mudn thiét 1ap trén hai hay nhiéu thiét bi
voi NGFW.
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o Peer Name: Dit tén cho duong trunk mudn thiét 1ap v6i LS-SMR-
2506 E.

o SIP Peer Address: Dia chi IP ca thiét bi muébn thiét 1ap duong
Trunk vé1i NGFW.

o SIP Peer Port: Default 5060.

o Service: NAT/Message/All:

o Submit: Luu ciu hinh.

7.4 Cau hinh dich vu tong dai 20 IVR) trén NGFW
Kiém tra trang thdi IVR trén NGFW

% Tur giao dién quan 1y = Services MultiMedia = IVR:

Number Digits Sip Device Sip Peer Sip Registration VR Conference Call Settings Logs

Number Digits List

Number IVR Music Action

Hinh 111: Giao dién hién thi thong tin IVR

N 3 r
% Kich chudt vao # thyc hién tac vu thay doi thong tin cau hinh trong Sip
Device.

% Kich chudt vao W thyuc hién tac vu x6a thong tin c4u hinh Sip Device.

4 A \ Add A A by 7. . /4 . .
¢ Kich chudt vao thyc hién cau hinh véi giao thue Sip Device:
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Number IVR Edit
+ Number [VR: ‘ | ‘

Music:  Status

Hinh 112: Giao dién cdu hinh tinh ning IVR

Button1:

ButtonZ:

Button3:

Buttond:

Button5:

Buttono:

Button7:

Hinh 113: Giao dién cdu hinh chi tiét tinh ning IVR

% Trong do:
o Number IVR: Tao sb tong dai IVR.
= Status: Enabled dé bat tinh nang nay.
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= Music: Thiét 1ap nhac cho, huéng dan ngudi goi thuc hién
mong mudn theo thao tac phim.
o Tiép theo thiét 1ap cac dau sb user theo cac phim tat tir Button 1-

Button 9.
o Submit: Luu c4u hinh.

7.5 Céu hinh dich vu goi nhém (Conference Call) trén NGFW
7.5.1 Kiém tra trang thdi Conference Call trén NGFW
% Tur giao dién quan 1y = Services = Multimedia - Conference Call:

Number Digits Sip Device Sip Peer Sip Registration IVR Conference Call Settings Logs

Room Number Action

% Kich chudt vao Z thyc hién tac vu thay d6i thong tin ciu hinh trong
Conference Call.
¢ Kich chudt vao 0| thuc hién tic vu x6a thong tin cdu hinh Conference Call.

Hinh 114: Giao dién cdu hinh tinh nang Conference call

¢ Kich chudt vao thuc hién cau hinh voi giao thirc Conference Call.
% Trong do:

o Room Number: S6 phong.

o Setting Room: Thiét 1ap chinh sach cho Root
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% Trong do:
o Max members: S6 luong thanh vién tdi da mot phong.
o Mixing Interval: Dit thoi gian (ms) giup 4m thanh c6 do tré nho
nhat.
o Interval sample rate: Thiét 1ap téc do 1ay mau gdc.
o Record conference: Bat/tit ghi 4m hoi thoai.
o Video mode: Bat/tat ché d video cho phong

7.5.2 Setting Admin: Thiét lap chinh sdch ciia Admin.

Setting Admin

Number Admin: &
Announce user:  Mone
Dencise:  MNone
Dsp drop silence:  Mone
Marked: MNone
Music on hold:  MNone

* Timeout:

Button 1: | Mone
Button 2: | Mone

Button 3:  MNone

Hinh 115: Giao dién cdu hinh “Setting Admin”

% Trong do:
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o Number Admin: Thiét 13p dau sb va password cho admin.

o Announce user count (Enable/Disable): Bat/tit tinh ning thong
bao cho User trén NGFW.

o Denoise (Enable/Disable): Bat/tit tinh Denoise trén Conference
Call.

o Dsp drop silence (Enable/Disable): Bat/tit tinh ning Dsp drop
silence cho Conference Call.

o Market  (Enable/Disable): Bat/tit tinh ning Mark trén
Conference Call.

o Music on hold when empty (Enable/Disable): Bat/tat tinh ning
Music on hold when empty trén Conference Call.

o Timeout: Thiét lap thoi gian cho Conference Call.

o Button: Thiét lap cac phim danh riéng cho admin: Enable/Disable -
Bat/T4t trén timg option tir Button 1 — 9.
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7.5.3 Setting User: Thiét lgp chinh sach cho user khi tham gia vio

Conference Call
Mumber User: B

Anncunce user:  Mone
Dencise: MNone

Dsp drop silence:  MNone
End_Marked: MNone
Music on held:  MNone
Talk detection:  Mone
Wait marked: MNone
Button 1: | Mone

Button 2: MNone

Hinh 116: Giao dién cau hinh “Setting User”’

% Trong do
o Number User: Thiét 1ap dau s6 va password cho admin.
o Announce user count (Enable/Disable): Bat/tat tinh ning thong
bao cho User trén NGFW.
o Denoise (Enable/Disable): Bat/tit Denoise trén Conference Call.
o Dsp drop silence (Enable/Disable): Bat/tit tinh ning Dsp drop
silence cho Conference Call.
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o Markd (Enable/Disable): Bat/tit tinh ning Markd trén Conference
Call.

o Music on hold when empty (Enable/Disable): Bat/tat tinh ning
Music on hold when empty trén Conference Call.

o Talk detection events (Enable/Disable): Bat/tit tinh ning Talk
detection events trén trén Conference Call.

o Wait_marked (Enable/Disable): Bat/tat tinh nang Wait marked
trén trén Conference Call.

o Button: Thiét lap cac phim danh riéng cho admin: Enable/Disable -
Bat/Tat trén timg option tir Button 1 — 9.

o Submit: Luu ciu hinh.

7.6 Cau hinh dich vu SIP Registration
Kiém tra trang thdi SIP Registration trén NGFW

% Tur giao dién quan ly = Service = Multimedia - SIP Registration:

Sip Registration List

Server Name SIP Server Address SIP Server Port SIP Client Address SIP Client Port Username Action
Hinh 117: Giao dién hién thi thong tin cdu hinh SIP Registration

% Kich chudt vao £ thyc hién tac vu thay doi thong tin ciu hinh trong SIP
Registration.
+¢ Kich chudt vao ] thuc hién tac vu x6a thong tin cAu hinh SIP Registration.

Create

% Kich chuét vao thuc hién cdu hinh véi giao thic SIP Registration:
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Sip Registration Edit

* Server Mame:
* 5P Server Address:
* 5IF Server Port:
* S5IP Client Address:
# S|P Client Port:
* Username:

* Password: B

Confirm Password: &

Hinh 118: Giao dién cau hinh SIP Registration

% Trong do:
o Status (Enable/Disable): Bat/Tat tinh ning SIP Registration trén
LS- SMR-2506 E.
Server Name: Tén Server NGFW két nbi.
SIP Server Address: Dia chi IP cuaa Server.
SIP Server Port: Gia tri Port SIP ctua Server.
SIP Client Address: Dia chi IP cua Client.
Username: Tén nguoi dung.
Password: Dit mat khau cho nguoi dung.

© 0O 0o O 0O O O

Confirm Password: Xac nhan mat khau vira thiét 1ap cho nguoi
dung
o Submit: Luu cau hinh.
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7.7 Céu hinh dich vu Mailboxes Digits (Settings)

Kiém tra trang thai Setting trén NGFW
% Tu giao dién quan ly = Services > Multimedia = Setting:
Number Digits Sip Device Sip Peer Sip Registration IVR Conference Call Settings Logs

Mailboxes Config Tranfer Call

Mailboxes Config

Number voicemail Max logins Max message Max second Min second Action

100 100 100 100 100 Yz

()

Hinh 119: Giao dién hién thi thong tin Transfer Call & Mailboxes

% Kich chudt vao 2 thuc hién tac vu thay dbi thong tin cdu hinh trong
Mailboxes Digits.

¢ Kich chudt vao E thuc hién tic vu x6a thong tin cAu hinh Mailboxes
Digits.
¢ Kich chuot vao thuc hién cau hinh vai giao thirc Mailboxes Digits.
7.7.1 Transfer Call

Number Digits Sip Device Sip Pear Sip Registration IVR Conference Call Settings Logs

Mailboxes Config Tranfer Call

Tranfer Call

Blindxfer Atxfer Action

Giao dién cdu hinh Transfer Call
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% Trong do:
o Blindxfer: Thiét 1ap dau s chuyén huéng cudc goi.
o Atxfer: Thiét lap dau s6 tham gia cudc goi.
o Submit: Luu cau hinh.

7.7.2 Mailboxes Config

Mailboxes Digits Edit

* Number Voicemail: 100
* Max logins: 100

* Max message: 100

* Max second: 100

* Min second: 100

Hinh 120: Giao dién cdu hinh Mailboxes Config

% Trong do:
o Status (Enable/Disable): Bat/tat tinh ning Mailboxes Digits
NGFW.
o Number Voicemail: Thiét 1ap s6 thuc hién tinh nang Voicemail.
o Thuec hién céc thiét lap véi Max login, Max message, Max second &
Min second.
o Submit: Luu cau hinh.

7.8 Kiém tra thong tin cau hinh da phwong tién trén NGFW

Giao dién hién thi thong tin cdc tham sé da céu hinh trén NGFW
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% Tu giao dién quan ly Services = Multimedia = Log:

MNumber Digits Sip Device Sip Peer Sip Registration IVR Conference Call Settings Logs
Endpoints Mailboxes Features Voicemail
Log Data
Endpoint: <Endpointi/CID........cuiieiiernnnnnnnnannnanaanaa.> <5tate..... > <Channels.>»
I/0Auth: <AUthId/UserName. .. o ie ittt ii et iae e aaesansanannsanannsanssnnsnnans >
o » <MaxContact>
Contact: <AorfContactUri..........................> <Hash....> <Status> <RTT(ms)..>
Transport: <Transportld........ > <Type> <cos> <tos> <BindaAddress.................. >
Identify: <Identify/Endpoint. .. ...t ittt iitiaecnenancannnnnans >
Match: <criteria.......ciciiniiiniiniaan?
Channel: <Channelld........iuieieieiierennionanarennnannnns > <State..... > <Time..... >
Exten: <DialedExten........... > CLCID: <ConnectedLineCID....... »
Endpoint: 3881/3881 Unavailable 8 of inf
InAuth: 3881/2881
Aor:  Z2@el 18
Endpoint: 3882/38862 Unavailable 8 of inf
InAuth: 3882/2082
Aor: 3882 1e

Hinh 121: Giao dién hién thi log
7.9 Céiu hinh tinh ning DNS
7.9.1 Giao dién cdu hinh va hién thi DNS

¢ Truy cap trinh quan ly = Service = DNS:

DNS Server:

DNS List

STT DNS Server

0 8.8.8.8 a
1, 8.8.4.4 a

Hinh 122: Giao dién cdu hinh DNS

, P Submi ca " , Y
+» Kich chudt vao : Thuc hién thém cac mién DNS.
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+» Kich chudt vao E hién x6a mién DNS.
8  Cau hinh tinh ning High Availability
8.1 Céiu hinh tinh ning HA & layer 3
Tinh niang HA Layer 3 ctia NGFW duoc LANCS phat trién

% Truy cap vao HA - Layer 3.

Status: [ Enable }

“ID: 51
State :
Priority: = 251
TPassword:  sessss &
Management Interface: | 7] eth3

Virtual IP Address: = 192.168.138.8 24

Hinh 123: Giao dién cdu hinh HA Layer 3

% Trong do:
o Enable/Disable: Bat/tit tinh ning
o ID: Nhéap gia tri ID
Priority: Nhap gia tri uu tién
Password: Nhap gia tri password
Management Interface: Tén interface vat ly st dung
Virtual IP Address: Nhap gia tri Virtual IP

0 O O O

8.2 Céiu hinh tinh ning HA & layer 2

Tinh nang HA Layer 2 ctia NGFW duoc LANCS phat trién twong tng véi
mode Active-Passive

% Truy cap vao HA - Layer 2.
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Layer2

 Staus:  Enable
Interface:  eth2

Registrar:  MASTER

Hinh 12420: Giao dién cdu hinh HA Layer2

% Trong do:
o Enable/Disable: Bat/tit tinh ning
o Ifname: Tén interface vat Iy sir dung
o Registrar: Dat vai tro Master/Slave

9 Cau hinh nhém tinh ning System
9.1 CAu hinh tinh niing Backup & Restore

Tinh ning luwu lai cau hinh Backup d& phong khi thiét bi gip 16i va tinh
nang upload lai file cu hinh.

Hinh 1251: Giao dién Restore
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9.2 Cau hinh tinh niing Backup

2 system

Hinh 1262: Giao dién Backup

s Chon dé tao mai.

Backup System Config

“Name:
* Description:

Date:

Hinh 1273: Giao dién cdu hinh chi tiét Backup

% Trong do
o Name: Tén file config
o Description: Mo ta vé file
o Date: Cap nhat ty dong theo thoi gian tao file
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£ . Z 4 Lo \ .
% Cac nut bam thao tac vai file config: — E lan luot 1a Edit,
Download file config, Delete file va Restore file.
9.3 Céiu hinh tinh ning phan quyén (User)

Tinh ning phan quyén cho céc tai khoan ding nhap vao web quan tri, quan
1y cac session dang nhap hién thoi cua thiét bi.
9.3.1 Session
Tinh ning quéan 1y Session ding nhap cta thiét bi, ngudi ding co thé
theo doi cac phién dang nhap hién thoi, tai khoan dang dang nhép cling nhu
c6 the loai bd phién dang nhap vdi quyén admin.

User  User Profile

Username Access timestamp Expires after Action
amin 20
admin Fi]

admin 262

Hinh 1284: Giao dién quan ly Session

9.3.2 User & Authentication

Tinh nang quan 1y cac User sir dung dé dang nhap tai khoan.

Session User Profile

Account list

Username User Profile Description

admin

maybe hanh 2 a
minh hanh Z a

Hinh 1295: Giao dién quan ly User
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Tao tai khodn mdai:

s Chon dé tao moi:

Create new account

Username:
Password : i
Confirm New Password : i
User Profile:

Description :

Hinh 1306: Giao dién quan ly User

% Trong do:
o Username: tén tai khoan dang nhap
Password: mat khau
Confirm New Password: Xac nhan lai mat khau vira dat
User profile: quyén truy cap
Description: M6 ta vé User

0O O O O

9.3.3 User profile

Tinh nang tao va quan ly cac ho so - quyén user theo lya chon cia nguoi
dung.

Profile Name Description Action

.8
Hinh 1317: Giao dién quan ly Profile

Tao ho so mdi:

s Chon dé tao méi:
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Create New Profile

* Profile Name :

Description :
Role
Object Permissions
+ Interface Read/\Write
+ Networks Read/\Write
+ Policy&Object Read/\Write
+ Security Profiles Read/\Write
+ VPN Read/\Write
+ LINKSAFE Read/\Write
+ Service Read/\Write
+ High Availability Read/\Write
+ System Read/\Write
+ Logs Read/\Write

Hinh 1328: Giao dién cdu hinh chi tiét Profile

% Trong do:
o Profile name: Tén cta ho so
o Description: Mo ta vé ho so
o Role: lua chon quyén Read/ Read and Write

9.4 ARP Table

Tinh nang luu trir cac anh xa gitta dia chi IP va dia chi MAC cua cac thiét
bi trong mang theo dang bang.
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ARP Table
Ip Address Type Status MAC Address Device
192.168.100.1 Ethernet — [
192.168,100.21 Ethernet Cont P

Hinh 1339: Giao dién ARP table

9.5 Cau hinh tinh ning Ping
% Tur giao dién quan 1y = System = Ping:

* Domain or IP address:
IPversion: | IPv4
Source |P address:
TTL: | 255
Maximum ping packsts: | 3

Time between ping packet (second): | 1

Hinh 13430: Giao dién Ping

9.6 Cong cu Packet tracer

% Tu giao dién quan ly = System —> Traceroute:
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IPversion:  IPv4

Hinh 13531: Giao dién traceroute

9.7 Theo doi luu lwrgng mang (Packet Capture)

LANCS NETWORKS

Tinh nang theo doi luu lwgng mang trén mot interface vat 1y cu thé véi cac

option tuy chinh theo nguoi dung.

Tao capture mdoi:

¢ Chon dé tao méi:

r

* Interface :
Host Filter :
Port Filter:
VLAN Filter:
Protocol Filter:

“ Max Packet Count: 3000

Hinh 1362: Giao dién cai dat Packet Capture
% Trong do:
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Interface: Tén interface mudn theo doi
Host filter: Tén dia chi IP mudn theo ddi
Port Filter: Tén port can theo ddi

Vlan Filter: Tag VLAN cn theo ddi

Protocol Filter: Protocol cin theo ddi

o o O O o o

Max packet Count: S6 goi tin theo di

+» Sau khi tao, cau hinh s€ xuat hién tai giao dién hién thi:
4 b v 4 v O

Packet Capture
+ Create New

nnnnnnnnn Protocol Filter Packet Count Max Packet Count

<@

Hinh 1373: Giao dién quan ly Port Capture

% Kich chudt vao ® dé bat dau “bat” gbi tin

% Kich chudt vao O 4 dirmng viéc “bat” géi tin (néu khong thi viéc
“bat” gobi tin s€ dung lai sau khi dat dugc so lugng da chi dinh (Max
packet Count)

] ) . Z

% Kich chudt vao — @€ thuc hién tai file.pcap (luu trit cac goi tin “bat

duoc’) v€ may tinh sau khi qua trinh “bat” goi tin dugc dung lai.
9.8 Cau hinh giao thirc SNMP

Tinh nang cho phép quan tri vién mang giam sat va quéan 1y cac thiét bi
mang tir xa mot cach hiéu qua. SNMP cung cap kha ning thu thap dit lidu tir cac
thiét bi mang, theo do1 hi¢u suét, va nhan cac canh béo khi ¢o su cb xay ra. Cac
thong tin quan 1y nay bao gém trang thai hé thong, thong tin giao dién mang, va
cac thong s quan trong khac. Hd trg ca SNMPv1/v2c va SNMPv3
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SNMP vifv2e

Community Name Management Device Address Type Action

public any A
private localhost 4

public any 2 a

private ocalhost 7

Create

Hinh 1384: Giao dién quan ly Community

9.8.1 SMNPvIN2c

s Chon dé tao moi.

X
SNMP v1lv2c Configuration

* Community Name:

Management Device Address:
“Type:
Queries Port: 161

Send Trap Port: 162

Hinh 1395: Giao dién cdu hinh chi tiét Community
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% Trong d6
o Community Name: Tén cia comunity\
Management Device Address: IP cia SNMP manager
Type: Kiéu dit liéu giri
Queries Port: Port gui queries (Mac dinh: 161)

e
e
e
o Send Trap Port: Port gui gbi Trap (Mac dinh 162)

9.8.2 SNMPv3

Tao user moi:

s Chon dé tao méi:
. : X
SNMP v3 Configuration

*Username:

Management Device Address: ~ any
* Security Level:

Queries Port: 161

Send Trap Port: 162

Hinh 1406: Giao dién cdu hinh chi tiét SNMPv3

% Trong do
o Username: Tén cua Username
o Management Device Address: I[P cia SNMP manager
o Type: Kiéu dit lidu gui
o Queries Port: Port gt queries (Mac dinh: 161)
o Send Trap Port: Port gui goi Trap (Mac dinh 162)

9.9 Firmware update

Tur giao dién quan ly = System - Update Firmware:
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Firmware Update

Choose File: 1. Upload

Hinh 1417: Giao dién Update Firmware

9.10 Chuyén thiét bj vé cAu hinh mic dinh (Reset Factory)

% Tur giao dién quan 1y = System - Reset Factory: Nguoi dung chon mode
Reset Factory dé chuyén thiét bi vé cdu hinh mic dinh:

Factory Defaults

Click the following button to reset all configuration settings to their default values.

9.11 Khéi dong lai thiét bi (Reboot)

Hinh 14238: Giao dién Factory Reset

% T giao dién quan 1y = System = Reboot: Ngudi dung Reboot lai thiét bi.

9.12 Tit nguon thiét bi (Shutdown)

Hinh 14339: Giao dién Reboot

< Tu giao dién quan Iy = System = Reboot: Ngudi dung Reboot lai thiét
bi.

Shutdown
Shutdown

Hinh 14440: Giao dién Shutdown
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10 C4u hinh User & Authentication
10.1 Administrator

Muc dich dung dé tao ra cac tai khoan dang nhap kém theo cac phan quyén
cu thé trén ting tinh ning.

10.1.1 Sessions

Giao dién hién thi nhimg phién dang nhéap hién c6:

A admin Sat Nov 23 08:37:20 +07 2024 285

Copyright © 2024 LANCS NETWORKS

Hinh 14541: Giao dién hién thi cdc phién dang nhdp hién co

| .
% Kich chudt vao deé thyc hién dong phién dang nhap.
10.1.2 User

Thuec hién tao céac tai khoan ding nhap voi quyén truy cap cu thé tai day.

Giao dién hién thi cdc tai khodn ding nhdp da dwoc tao:
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A LANCS NETWORKS

@ Dashhoard

= Interface

[ Policy & Object
@ Security v Username ser profile Description
© veu v A adnin

B Lnksare

= Service

¥ igh avadabilry M

© System

Copyright © 2024 LANCS NETWORKS

Hinh 1462: Giao dién hién thi cdc tai khodn dang nhdp da dwoc tao

, . 4+ Create New 2 n . L e R
¢ Kich chudt vao _de thuc hién tao mot tai khoan dang nhap

7.

mo1l.

Giao dién cai dat cho moi tai khodn cu thé:

-

X
Create new account

Usemame: userl
“ Password: = ssessesss &
- Confirm New Password: = sessssess B
*User Profile: | Viewer

Description :

Hinh 1473: Giao dién cdi dat cho méi tai khoan cu thé

% Trong do:
o Username: Tén dang nhap
o Password: Mat khau ding nhap
o Confirm New Password: Xac nhan lai mat khau
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o User Profile: Chon hd so da dugc cai dat sin (xem ¢ muc User
Profile phia dudi)
o Description: Thém mo ta cho tai khoan

e ne 4o , A . Create New 2 e ao

¢ Sau khi cai dat xong, kich chudt vao - dé luu cai dat.

‘ 14 Pal \ £ /‘)\ A 2 9 N\ b 7\4 M N\ 2
+» Kich chudt vao dé thuc hién chinh stra cai dat cho moi tai khoan

¢ Kich chudt vao a dé thuc hién x6a tai khoan dang nhap.
10.1.3 User Profile

Dung dé tao cac ho so voi mdi hd so sé& duge phan quyén truy cp cu thé
trén tirng tinh nang hodc nhom tinh nang.

A LAN W

@ Dashboard
4 Interfac

e
® Networ

"
B Pol
@ secuty v Profile Name Description
®

-8

R LNKSAF
< senvie 3 <

LANCS NETWORKS

Hinh 1484: Giao dién qudn 1y hé so nguwoi diing

Create New [ » .
+ Kich chudt vao nut -dé thuc hién tao mot profile.
Giao dién cai dat:

% Trong do:
o Profile Name: Dit tén cho profile
Description: Thém mo ta cho profile
Role: Phan quyén truy cap vao mdi tinh ning cu thé:

O

Read: Chi c6 quyén xem

©]

Read/Write: Co quyén thém, stra

(@)
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+» Kich chudt vao Create New (déi véi tao mo1 mot profile) hodc
Confirm (d6i véi chinh sira mot profile) dé luu céu hinh.

Create New Profile .
* Profile Mame:
Description
Role
Ohject Permissions
<+ Interface m Readfwrite
+ Metworks m FReadfrite
=+ Policy&0Object m Feadwrite
=+ Security Profiles m Fead\Wite
=+ VPN m Readfwrite
=+ LINKSAFE m Feadwrite
=+ Semice m Feadwrite
<+ High Availability m Readfwrite
4 System m Fead/\write
=+ Logs m Feadfwrite

Hinh 1495: Giao dién thém méi ho so nguwoi ding
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10.2 User Identification

Tao ra cac tai khoan dung dé dinh danh (x4c thuc) ngudi dung cubi (end
device) trude khi cho phép truy cap vao tai nguyén mang hoic cac dich vu cu thé.

+¢ Kich chudt vao Create New néu muon tao mot tai khoan maéi
¢ Kich chudt vao nit c6 biéu tugng cay bt néu muon chinh stra cai dat cta
mot tai khoan da duoc tao.

Giao dién cai dit cho mot tai khodn cu thé:

X

“Username: tom_cruise
* Password: = sessesssss

Confirm New Password: = ssssssssss

Hinh 1506: Giao dién cai dat tai khoan
10.3 Authentication Server

Str dung céc giao thirc xac thuc chuan dé giao tiép vai cac server xac thuc
bén ngoai dé xac thyc danh tinh ctia nguoi ding hodc thiét bi trudc khi cho phép
truy cap vao tai nguyén mang hoac cac dich vu cu thé.

10.3.1 LDAP Servers (Lightweight Directory Access Protocol)
St dung giao thic LDAP (hoat dong trén nén tang TCP/IP)
Giao dién cai dat LDAP Server:
% Trong do:
o Name: Tén ciu hinh
o Server IP: Dja chi IP cua server (kha dung khi thiét bi c6 thé
két ndi dugc toi dia chi nay)

o Server Port: Cong dé giao tiép vdi server (mic dinh 1a 389)
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o Common Name Identifier (CN): Truong thudc tinh cta doi
tugng trong LDAP ma NGFW sir dung dé xac dinh ngudi
dung dang két ndi

o Distinguished Name (DN): M6t dinh danh duy nhat cho mdi
entry, gidng nhu "dja chi" trong ciy thu muc. Puoc sir dung
dé tra clru cac muc nhap tai khoan ngudi dung trén may chi
LDAP

o Anonymous Login:

o Enable: Dé truy cap co so dir liéu thuy muc ma khong yéu
cau cung cap thong tin xac thuc (co nghia la ngudi dung hoac
tmg dyung c6 thé truy van thong tin tir LDAP server ma khong
can phai "dang nhap"

o Disable: Can cung cip thém tén nguoi dung (Username) co
du dic quyén dé truy cap may chit LDAP va mat khau
(Password) kem theo

10.3.2 LDAP Server Checks

Str dung d¢é kiém tra két ndi cia NGFW t6i server LDAP hoic kiém tra truy
cap toi server véi tén nguoi dung va mat khau cy thé.
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-
X
Create New LDAP Server

* Name:
* Server IP:
* Server Port: 389

* Common Name Identifier:

* Distinguished Name:
* Anonymous Login: Disable

LDAP Server Checks:  Check Server Connection

Check User

Create New

Hinh 1517: Giao dién thém moi LDAP Server

10.3.3 RADIUS Servers (Remote Authentication Dial-In User Service)

St dung giao thirc RADIUS (dung UDP dé truyén dir liéu v6i cong mic
dinh 1a 1812)

Giao dién cdi dit cdu hinh RADIUS Servers:
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X
Create New RADIUS Server

" Name:

- Server IP:
Server Port: 1812

* Secret:

RADIUS Server Checks:  Check Server Connection

Check User

Hinh 1528: Giao dién cai dat cdu hinh RADIUS Server

% Trong do:

o Name: Tén ciu hinh

o Server IP: Dia chi IP cua server (kha dung khi thiét bi c6 thé két
ndi duoc téi dia chi nay)

o Server Port: Cong dé giao tiép vai server (mic dinh 1 1812)

o Serect: Chudi ky tu (string) duoc sir dung dé bao mat giao tiép giira
RADIUS Server va RADIUS Client

o RADIUS Server Checks: Sir dung dé kiém tra két ndi cia NGFW
t6i server RADIUS hoic kiém tra truy cap toi server véi tén nguoi
dung va mat khau cu thé

10.3.4 LSSO
Giao dién cai dat LSSO:
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X
Create New LSSO Server

*Name: Isso_server_1
“Clientid:  admin

* Client Secret:  sevesesssssees &

Auth URL: [ | J

Hinh 1539: Giao dién cai dat LSSO Server

% Trong do:
o Name: Tén ciu hinh
o Client id:
o Client Secrect:
o Auth URL:

11  Theo doi Log
11.1 Céu hinh Syslog

% Tur giao dién quan Iy = System - System Log:
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Alancs Networks
. e

£ Dashboard

@ Newworksl2 v

System Log Server 1P
P NetworksLs v

System Log Server Port
@ ven

< servi ‘System Log Server Protocol

upe
@ system

TCP
ARP Table TCPUDP
Ping
Systemlog
Traceroute

Firmware Update

Reset Factory

Hinh 15450: Giao dién System Log.

% Trong do:
o System log server ip: dién thong tin ip server
o System log server port: dién thong tin port server
o System log server protocol: chon UDP, TCP, TCP/UDP

< Bam de thuc hién gui dén server.

11.2 Theo déi cac két ndi trén thiét bi (Connections)

Log cac connections dang két ndi ndi téi thiét bi, hd trg ca IPv4 va IPv6.

Protocol Type Expires(s)  Source P Destination IP Source IP Destination 1P RX Packets RX Bytes TX Packets TX Bytes
uoP 1Pvd 29 192.168.100.25 123.26.26.26 49192 53 2 136 2 276
IPv4. 80 192.166.100.23 192.168.100.25 53000 443 8 2132 5 407
uoep Pva 44 192.168.100.25 123.23.23.23 42376 53 2 136 2 276
uoep Pva 13 192.168.100.25 8888 46587 53 2 136 2 276
uop Pva 54 192.168.100.25 8888 60110 53 2 136 2 276
uoP 1Pv2 a 182.166.100.25 123.26.26.26 42376 53 2 136 2 276
Pva 7430 192.168.100.25 103.229.41.234 32892 80 8174 22563912 10528 1050383
uop Pve 40 6000:0000:0000-0000:0000:0000:00001 0000:0000 0000:0000:0001 40798 123 1 68 a 0
uDP IPvd 44 192.168.100.25 8888 42376 53 2 136 2 276
uDP Pva k1 192.168.100.25 123.23.23.23 32862 53 2 136 2 276
T 2 3 4 5 8 > 10/ page

Hinh 155: Giao dién Connection
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11.3 Theo déi va kiém tra NIPS log

La noi luu trir cac thong tin li€n quan dén hoat dong va céc su kién bao mat
ma hé théng da ghi nhan:

Flow Information

Access timestamp Protocol Application Domain Source » Destination IP Bytes. Risk Score
8/16/2024, 11:56:41 AM SSOP UNKNOWN 239.255.255.250 192.168.100.23 239.255.255.250 860 0
8/16/2024, 11:56:55 AM DHCPVG UNKNOWN 1e80::218:701H feff:3364 102:1:2 140

8/16/2024, 10:52:13 AM HTTPIS UNKNOWN apipcloud.com 192.168.100.25 74.120.9.233 14205 10
e oncwown 1216810018 216810025 w1
snwzoes, 5651 A ssor oW Pp—— 1216810039 - w2 0
Attribute lan wan
ethemet o 375
fragmented 0 0
icmp o 66
igmp. 0 5
mpls o o
Pppoe o o
aw o 375
o 204

Hinh 1562: Giao dién NIPS logs

11.4 Theo doi va kiém tra Network flow

La noi luu trit thong tin chi tiét vé luu luong mang di qua thiét bi. Nhimg
thong tin nay gitp quan tri vién mang theo ddi, phan tich, va t6i wu hoa hoat dong
cua mang.
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Flow Information

Access timestamp Protacol Application Domain Source IP Destination IP Bytes Risk Score
/152024, 3:16:05AM DNS Unknown tloud lancssenvice.net 192168.100.25 8888 468 10
/152024, 3.16:30AM DNS Unknown cloud lancssenvice.net 192.168.100.25 12323323 468 10
81152024, 8.16:36 AM DNS Unknown cloud Jancssenvice.net 182.168.100.25 12323328 468 1
$/15(2024, 8:16:00AM DNS Unknown cloud lancsservice.net 192.168.100.25 12326.26.26 468 10
/152024, 8:15:55 AM DNS Unknown cloud lancsservice.net 192.166.100.25 123.26.25.26 468 10
\T 2 3 4§ 0 > Slpage

Statistics

Attribute lan wan
ethernel 214 561
fragmented 0 0
cmp ] 56
g 0 0
mpks 0 0
Pppoe 0 0
aw it 561
fep 0 108

Hinh 1573: Giao dién Network flow

11.5 Theo do6i va giam sat Web Content

La noi ghi lai cic thong tin lién quan dén viéc truy cap va str dung nodi dung
web thong qua thiét bi.
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Log web content filter

LANCS NETWORKS

Timestamp

Timestamp

08:00 17/06

13.00 14106

14:00 11/06

14:00 11/06

01:00 11/06

09:00 08106

01:00 08706

11:00 10006

05:00 10/06

04:00 10106

11.6 Theo déi va kiém tra Anti Virus log

»

192.168.100.33

192.168.100.33

192.168.100.33

192.168.100.33

192.168,100.33

192.168.100.33

192.168.100.33

192.168.100.33

192.168.100.33

192.168.100.33

URL Method Status

hittps:/fp

hitps:ispocs. getpocket.com/spocs

hapsuicontile services. mozilla GE (208

POST
hnps:iapi pcloud comigerzip?_gl. POST
hitps:Jianalytics tiktok com/apd. POST

hitps:Jiapi. peloud com/listupload. e 304

Duration

0

0

0

Action

*SCANNED* hwo:

*SCANNED* hw34

*SCANNED* hw3o):

hw29.

hw3s.

*SCANNED* hwd4:

hwaz:

“INFECTED* * *DENIED* hw31: Virus of bad

hwads:

hwl

Hinh 1584: Giao dién Web Content

content detected. Unknown

La not luu trir cac thong tin lién quan dén hoat dong va cac su kién bao mat

ma hé thdng da ghi nhan khi phat hién dugc nhiing payload dugc coi 1a virus:

Timestamp

Method

\Snyaar1z8soro0 (TR

16/AUg/2024:11:10:13 40700 [ HTTPILO

10Aw202e 110242 50700 [FTTPILG

16/AUg/2024:11:00:09 40700 [HTTPILO

162024105543 40700 [TTPILO

16/AUg/2024:10:5¢

936+0700  [HITPILO

16/A0/2024:1059:35 40700 [ HTTP/LO

16/Aug/2024:10:58:33 40700 [ HTTP/LO

16AN2024 105933 0700 (FTTPD

16/AU9/2024:10:58:33 40700 [ HTTPILO

11.7 Theo doi log firewall Forward Traffic

HTTP request header

URL request

133

108

133

133

Hinh 1595: Giao dién AV logs

Virus Detect  Bytes received

Pay 14 noi luu trit cac thong tin lién quan dén hoat dong cua Firewall ghi

lai cac ludng dir liéu di qua dé giam sat cac ludng di qua Firewall va co thé

download Log Firewall.
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Name:  Allow-DHCP-Renew-wan

Port Object Type:  TCP/UDP P ICMP
AECLeE ACCEPT REJECT DROP
Log Allowed Traffic: m Disable

Application Control

Status isable

[=]

Hinh 1606: Hinh anh Log Allowed Traffic

% Can truy cap vao Policy & Object = Firewall Policy > Enable trong phan
edit hodc tao mdi Log Allowed Traffic dé hién thi 1én Log cho timg ludng.

DatelTime Source IP Destination IP N out Target Policy Name

Hinh 1617: Hinh anh Forward Traffic

¢ Truy cap trén web Logs = Forward Traffic

L Download
% Co trang thai : Download céc log cti hoi ¢ day

12 Cau hinh quan tri thiét bi

Khi tré vao phan Admin & goc phai man hinh ta hién thi 1én.
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Hinh 1628: Giao dién hién thi trang quan thi thiét bi

% Trong d6 bao gdbm:
o Translations: EN vs VI
o Basic Setting: gdm 2 muc khi kich vao
o User: s& gitp thay doi mat khau va tén dang nhap
o Logout: ra ngoai man hinh dang nhap

12.1 Thay d6i HostName va TimeZone

% Truy cip vao Setting = Basic Setting: Dé thay d6i HostName va
TimeZone.

Basic Settings NGFW Mode
Basic Settings

Hostname: LANCS_15_29

Timezone:  Indian/<+07>-7

Submit
Hostname: LANCS_15_29
..........
VVVVVVV a/GMTO
frica/EAT-3
weer2 |

Hinh 1639: Hinh anh Basic Setting
% C6 thé thay thé Hostname va timezone phu hop voi yéu cau.
12.2 Thay ddi Mode tir NGFW sang Route

% Truy cap vao Setting > NGFW Mode: Dé thay d6i Mode NGFW va Mode
Router
128



CONG TY CO PHAN CONG NGHE MANG LANCS VIET NAM
Hotline: +84 868275959 | Email: info@lancsnet.com mes.mwonxs

Basic Settings NGFW Mode

Mode: ®¥ NGFW

Allow TCP sessions without SYN Enable

Submit

Hinh 16460: Giao dién Change Mode

% Trong do:
o Mode: gom 2 trang thai NGFW va Router
o Allow TCP sessions without SYN: Enable va Disable
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