Giao dién Thong lugng tuong Iira Bao hanh

LANCS NETWORKS

SMR 2510-S

8 x 1GbE, 2 x SFP+ > 5 Gbps 24 thang

LINKSAFE SMR 2510-S |3 thiét bi tudng IUa thé hé mdi véi hiéu suat vuast trdi va kha
nang bao mat da I8p manh mé khong chi ngan chan hiéu qua cdc maéi de doa tU bén
ngoai ma con tich hdp quan ly luu lugng mang théong minh, ddm bao hé théng ludén an
toan trudc nhiing cudc tan coéng tinh vi. Dac biét, véi cong nghé SD-WAN, LINKSAFE
SMR 2510 mang dén gidi phap toan dién cho viéc quan tri va van hanh hé thong, gidp
doanh nghiép t6i uu hdéa an ninh mang Mot cach hiéu qua va linh hoat.
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Kha nang Tich hop Tu chu
Bao mat toan dién, quan ly va Tich hgp céng nghé Tu chll cong nghé, thiét bi
kiém soat luu luong hiéu qua SD-WAN va ZTNA Make in Viethnam

Tinh nang noi bat:

HO6 trg nhiéu WAN; ho trg can bang tai dén tung dich vu, ting ngudi dung, ddm bao két
noi tin cay, an toan.

Theo doéi, kiém soat va loc luu lugng truy cap théng qua cac tiéu chi nhu giao thuc, cong,
Ung dung va URL.

Ho trg cac tinh ndng mang, an toan théng tin gém: Firewall, IDS/IPS, Anti-Virus, App/Web
Filter.

San sang ho trg tich hgp vaéi cac giai phdp quan ly tdp trung va An toan théng tin theo kién
trdc Zero Trust.

HO trg kiém soat truy cap mang (NAC).

Quan ly va kiém soat ngudi dung bang chinh sach, phan quyén, xac thuc lién tuc.

Tuong thich v8i phan mém quan ly ha tang CNTT va dam bao truy cdp mang tap trung tin

cay, kiém soat cau hinh dac quyén LINKSAFE do Lancs Networks san xui‘i|



CHI TIET TINH NANG
LINKSAFE

SMR 2510-S :

LANCS NETWORKS

Giao dién

Giao dién céng mang 8 X 1GbE, 2 x SFP+

Chuyén mach cau trong sudt, Mang LAN &o, Ngan chan vong 1ap, LLDP, Sao chép luu lugng

LAN cong

Dinhtuyén Pv4 IPv4 - Dinh tuyén finh unicast RIPv2, OSPFv2, BGPA
PinhtuyénPve IPv6 - Dinh tuyén finh unicast, RIPv6, OSPFv3, BGP6
Dichvumang NAT, DHCP IPvd/lpvé, DNS, NTP
LoaiwAN Pdong, IPtinh, PPPE

Tinh nang bao mat

Tudng Ilra co ban Tuong Itra SPI, Chinh sach theo khu vurc, Chinh sach DoS, Chinh sach méac dinh

Loc theo tén mién, Phan loai web, Loc URL (*Kiém tra TLS/SSL), Loc ndi dung web, Tim kiém
an toan, Loc géi tin khong trang thai

Web an toan; Chéng ma doc/Ilra ddo; Diét virus (c6 ki€m tra TLS/SSL); Loc tép tin; Ngan chan
DoS, Loc sau géi tin DPI

Phat hién & ngan chan hau hét cac cudc tdn cong phé bién: Goi tin bat thudng, DO quét cong,

IDS/IPS tan céng tr chdi dich vy, tan céng DoS, tan cong ma doc/Itra dao

N T PsecVPN, OpenVPN
Kiém soat nguoidung Pinh danh ngudi diing, Kiém sodt truy cap dua trén vai tro (RBAC)
Gidmsat Bdo cdo nhat ky, Gidm sét luu lugng thai gian thue
st
Thong lugng tuong Itra > 5 Gbps

ThongluongPS S1Gbps
56 phien dong thai (TCP) 1500000
Phien truy cap méi/Giay 2000
Thong lugng VPN IPSec >600Mbps
KétngiVPN dongthsi sooketnsi

Kha nang sdn sang cao Du phong cao (High Availability - HA) 1&p 2, du phong bd dinh tuyén do (VRRP)

Quan ly

Nguon dién ap dau vao 100V ~ 240 V 200W

Thong tin khac

Giao dién web Giao dién web tiéng viét va CLI




NGFW

LINKSAFE NGFW (Next-Generation Firewall) |a giai phap
Tudng lUa thé hé mdi cung cap kha ndng bao mat toan dién
v3i kha nang phat hién va ngan chdn maéi de doa thai gian
thuc; phan tich Iuu lugng va kiém soat Ung dung truy cap,
tich hdp vai cac cdng nghé bao mat cao dam bao cho moi
diém két néi mang.
Giai phap dam bao tuan thu:

Tiéu chuan bdo mat quéc té (ISO 27001, PCI DSS,).

Yéu cau phap ly Viéet Nam vé ATTT theo cap doé

(Nghi dinh 85/2016/NB-CP).

Khung kién tric bao mat Zero Trust.

— Tinh nang chinh

Bao mat mang

L/

® Phét hién va ngan chan tan céng DDoS, khai thac °
16 héng va cac mai de doa nguy hiém khac.
® Quét va chan cac phan mém dbéc hai trong luu

luong mang, ké ca dU liéu da dudgc ma hoa. ®

® Phan tich sau gdi tin (DPI) dé phat hién cac mai de

doa tiém an hoac bat thudng. ®
’? Kiém soat va loc luu lugng 1 ’5 k'
o Gidm sat trang thai két néi mang, cho phép hoac °

chan luu lugng dua trén chinh sach bao mat.

® Loc ndi dung truy cap theo trang web, té&n mién, °
dudng dan, hodc danh muc.

® Phat hién va chan cadc ndi dung dbéc hai nhu °
phishing, malware, hodac ma doc trén trinh duyét.
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App
Control
Firewall
Policy
I

Quan ly ngugi dung

X&c thuc va phan quyén truy cap theo vai tro, ddm
bao chi nhiing ngudi dudc cap phép mdai cé quyén
truy cap vao hé théng.

Phat hién va ngdn chan cac hoat dong bat thudng,
nhu dang nhap trai phép hodc truy cap dang ngd.
Quan ly ngusi dung tu giao dién tap trung, giup
kiém sodt hiéu qua danh tinh va quyén han.

Du phong hé théng
Ho& tré mé hinh du phong Active-Passive dé dam
bao tinh sdn sang cla hé théng khi cé su cé.

Tu déng phat hién 16i dudng truyén va kich hoat
thiét bi du phong nhanh chéng.

SU dung dia chi IP do dé t6i uu hdéa kha nang
chuyén déi gilta cac thiét bi.

Bao mat toan dién va manh mé
Tich hgp cac tinh nang tién tién dé bao vé doanh
nghiép khoitan cong va rdi ro.
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Hiéu suat cao va én dinh

Dam bao hoat déong manh mé ngay ca khi kich hoat

cac tinh nang bao mat phc tap. .
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Dé dang trién khai va Iap dat
Quy trinh don gian, nhanh chéng, gilp tiét kiem chi
phiva thai gian.

fim)

Tuy chinh linh hoat
Cho phép cau hinh phan cldng va tinh nang bao mat
theo nhu cau doanh nghiép.

Trién khai linh hoat

Ho tro trién khai ca tai chd va trén cloud, ddp Ung yéu
cau dac thu clia khach hang.

H6 trg va dich vu khach hang
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N Boi ngl chuyén gia trong nudc dam bao hoé trg nhanh

chong, kip thai.
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