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NOI DUNG

n Cdc quy dinh vé An toan théng tin

9 Gidi thiéu giai phdap LINKSAFE - Bdp Ung cdc quy dinh vé ATTT
Module quan ly ha tang CNTT - LINKSAFE IFM
@ Module quan ly truy cép ddc quyén - LINKSAFE PAM

E Module truy cap khéng tin cdy - LINKSAFE ZTNA
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CAC QUY DINH VE AN TOAN THONG TIN

An toan hé thong thong tin theo cap do theo NP 85/2016/ND-CP |a cach phan loai va ap dung cac bién phap bao vé tudng

Ung v3i muc dd quan trong, dd mat va pham vi anh hudng cua ting hé théng, nham dam bao an ninh, an toan trong qua trinh
van hanh va xu ly thong tin.

Cap do 5: M6 hinh bao mat toan dién:
e Bao vé toan bo ha tang va di liéu toi mat.
e Chong tan céng APT, Zero-day vd&i Al Security Analytics.
e Hé théng bao mat da I18p, phong thu chd déng trudc cac madi de doa tién tién.

CAP PO 4
(Nang cao giam sat & phan
Ung su co)

Cap do 3: Bao vé dif liéu, kiém soat truy cap:
e Yéu cau xac thuc ngudi dung chat ché (MFA, quan ly danh tinh).
e C3ché ma hda dl liéu & bao vé thong tin ndi bo.
e Giam sat hé théng dé phat hién va phan Ung vdi cac rui ro bao mat.

(Cdip d6 cd bdn ciia hé *  Yéu cau déi vai + Pap Ung mo hinh bao dam ATTT 4 Iép: (1) Luc lugng tai cho; (2) Giam sat,
dp dé co ban cua hé
théng ATTT) cac hé th6ng bao vé; (3) Kiém tra, danh gid ATTT; (4) K&t ndi, chia sé théng tin.
cap do 3 tré lén

» CO phudng an/phan mém cu thé bao vé thiét bi, mang, di liéu, Gng dung,
(Theo Céng vdn s6 708/BTTTT-CATIT 2024)

ngudi dung.
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CAC QUY DINH VE AN TOAN THONG TIN

» Quan ly théng tin va Quyén truy cip dic quyén + Bdo mét DevOps + Quan ly quyén su dung
quyén truy cap Quan ly cau hinh « Ao hda dii ligu

= Xac thuc da yéu to (MFA) « Phin mém diét virus « Quanly « Bao vé chéng that thoat

« Phén tich hanh vi » Xac thuc « M3 héa trong qua trinh xu dir ligu

» Xicthue Phan quyén Iy + Ma héa khi luu tr
. an quyén “Don " khoi mol a « Ga
Klen tric Zero Trust - BQP Hoa Ky (DoD) ket e 4 e dprpay I Tulnshd chinh séen sds
--------------- T khéng dugc quan Iy mét theo quy dinh
(13 Wi
Nc_:.;uye.nn tac kh?ng t]l‘: tl.!'fng:n‘xac Ngudi dung Thiét bi l{:g du:ag&ltc.hb’i D liu
minh lién tuc, phan quyén téi thiéu". gng cong viec

£ S, = SE

Nguyen tac 1:

Khong tin tudng, xac minh lién tuc,
ma hoa toan dién.

v

* Phan doan mang Idn « Ao hoa ha tang « Hé thdng quan Iy su « Giam sat su kién

Khung kién truc Zero Trust DOD

+ Phan doan vimd = Binh tuyén déng | i chir ( doén V i kién va théng tin an » Quan Iy ngudi dung va
« M3 hoa trong qua trinh i y SU ninh [SIEM) quyén (UAM)
truyén « Phat hién méidedoa « Quyétdinh chinh sich
Reguest P ~ . .3 .
« i i 9 Mang & Méi trudng Phan tich/Hién thi
N\ ;
Verified

|

e W

Nguyen tac 2: Nguyen tac 3:

M6 hinh bao mat Zero Trust la su két hop dong bo gila:

Phan quyén téi thiéu, cé lap nguy cao Chuan hoa log, chtl déng phan tich va

xU ly thong tin trén toan hé théng. m ) _ i .
4 doi tuong chinh phuc vu hoat dong CNTT: Ngudi dung, Thiét bi,

Ung dung & Khéi lugng céng viéc, DU liéu.

=

PR e
TEMP PRIVILEGE . - FPRIVILEGE
- TEMP PRIVILEGE

IS

3 tru cé6t ho trg: Mang & M6 trudng; Tu déong phan Ung; Phan
tich/Hién thi
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a GIGI THIEU GIAI PHAP LINKSAFE - PAP UNG CAC QUY PINH VE ATTT
LINKSAFE - Gidi phap dudc phat trién theo kién tric Zero Trust THANH PHAN GIAI PHAP

va tiéu chuan qudc gia vé ATTT.

Giai phap cung cap moét hé sinh thai bao mat va an toan théng

e R
tin toan dién tU ha tang dén quan tri hé théng, gilp cai thién 6‘ ‘ 0y {}'}'}E
e ® .=é,]

hiéu qua quan ly va giam sat mang, an toan thong tin toan dién
trudc cac maoi de doa hién dai.

2. Quan ly truy cap dac quyén
Theo doi, giam sat, phat hién va dam
bdo an toan quyén truy cap tai
nguyén.

1. Quan ly ha tang CNTT
Quan ly va giam sat trang thai
hoat dong cua ha tang CNTT.

o Pap Ung hé thong An toan théng tin toi thiéu cap do 2
- Dé dang tich hgp 1én cap do 4,5

Tu chud céng nghé, bao mat di liéu quéc gia.

Hé sinh thai déong bo, tudng thich véi ha tang va chinh
sach bao mat san cé.
3. Truy cap khoéng tin cay
Xac thuc lién tuc ngudi dung, thiét bi,
yéu cau truy cap dua trén ng canh.
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TONG QUAN MODULE QUAN LY HA TANG CNTT - LINKSAFE IFM

LINKSAFE IFM (IT Infrastructure Management) - cho phép quan ly toan bd

ha tang CNTT nham t&i uu hod hiéu qua van hanh, dau tu va quan tri van hanh f AR:
~ . ~ - . - - - -~ - r B - - - - - *n\ytal sanc
an toan, tin cay, giam thiéu cac sai sot, chéng lai cac hanh vi cd y tao sai sot Qua N
trong qua trinh van hanh. H6 trg canh bao cac 16 hong bao mat cé thé cé cua
hé thong.
Q.
o L . _— o o
Toi uu chi phi dau tu & Tich hdp hé sinh thai

bao mat toan dién

van hanh

IFM - S,
QUAN LY O 3
HA TANG —~4 2

CNTT

a——

e

Hoat déng lién mach véi cac
module khac trong hé sinh
thai LINKSAFE, tao thanh
ki€én trdc quan ly & bao mat
toan dién.

Giam chi phi quan tri ha
tang, nang cao hiéu suat su
dung tai nguyén CNTT nho

quan ly tap trung - chu déng
- tu dong hoa.

Tich hodp linh hoat véi San sang két ndi véi Tuan thu quy dinh &
hé théng ndi bo hé théng bén thu 3 tiéu chuan phap ly

Két n6i dudc vdi cac nén Dé dang tich hgp vdi cac giai Bap ung teuchian bao mat \;
: b s R e ISO 27001, PCI DSS, Nghi ” o)
tang ndi bd san cé, khéng phap tU déi tac/bén thu ba, _ . § e \O
lam gian doan hé then dam bao két ndi linh hoat SlsEOR D CP e el Qua s o 10P°
9 i ' 9 ‘ hop va8i khung Zero Trust cla h hOé band

dang van hanh. trong tuang lai. DoD.
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Giao dién Dashboard - Quan ly tai san

| Tdog quan Ting Quan
Téng Quan  Lanes Netwerks

BE Cute b 1) s CNTT

[ Giam wan ot dong CHTT

Téng 56 Tal San
A Trie gusn - Topalegy o
[B) nia cio & Tndeg us 7
L) Thding b - Climh b

Ty il sy

E= Cuan i dann mus

P tgut ding
i@ e o
{E) Tnidt g ng menyg

Gidy pip Beense

<
©

Dé dang theo déi tinh
trang cua thiét bi dé
lén ké hoach st dung va
bao dudng hap ly.

FE

Téng nguydn gia

Gid trf con iigh

155.1

@ g w

lang oo mup
® 0 e b
L N L]

Phat hién sém thiét bi
gap su cdé hoac héng
héc nhd canh bao theo
thai gian thuc.

D by
Tal sén hift khiu hao
Ening bogl thl sdn
7
156
155.1
(]
o
Lol tl 540 K8 Wi Trehia g
T nguyin gia 156

2

Ra quyét dinh dau tu,
nang cap chinh xac
dua trén dd liéu tai san
va tinh trang van hanh.

LINKSAFE IFM - QUAN LY TAP TRUNG HA TANG CNTT PHAN TAN

Nam ré toan bd tai san CNTT/OT

dang s& h{u va vi tri van hanh trén

mot hé théng duy nhat.

S U I L |

@ R D @O .

o
=
O
O
O
O
O
O
O
O
O
0
o
0

Danh sach thl san CNTT

DONVI_NGA27_DONVI_NO_JA22_KHA-0000156_3025_362

DONVI_NG 1422 DONVI_ NG 4 22_KHA-0000158_2025_488

DONVILNG_ 1422 DONVI NOMZZ KHA-QO000158_ 2025 527

DONVI_NO 422 DONVI_NO_1427_KHA-0000158_2025 5268

DONVI_N0_1473_DONI_NG 3433 _KHA-0000158_3035_TT0

DONVILNG 1422 DONVI_NCLI T2 RHA- Q0001562025 258

DONVI_NG_1422_DONVI_NG_ 14 22_KHA- 0000158 2025 342

DONVING, 1422 DONVI_NO_ 1422 KHA-0000156,2025 281

DOMNVILNG, 1420 DONVI_NOLI 22 MHA-0000156_2035 661

DONVI_NG 1422 DONVI_NG 3422 KHA-0000158_2025_235

DOMNVI_N0_1423_DONVI_ NG 1432 WHi-0000156_3025 608

DONVILNG_ 1422 DONVI NG 1 22_RHA- 0000156, 2025 300

DONVI_NO1AZ2 DONVI_ RO 22 RHA-0000158. 2025 488

DONVI_NG, 1422, DONVI_ND_14 22 KHA-0000156, 2025, 848

My tinh

Dich wy quin by container

Dich vy Quin Iy containar

Dhch vy gquén ly cortainar

Diich vy quin by cortaines

Doch v Quin by COMEaaar

Dech vy gquan by cortamer

Dich wy quin by container

Dach vy guén Iy cortanar

Dich vy quil ly container

Oich vy quin by containar

Deeh v gulin ty contarar

Dech vy qubn by cortamar

Prdn mibm v Uy SED cho website

Quan ly minh bach vong dgi thiét
bi tU cap phat - van hanh — bao tri -

thanh ly.

13,000,000 L
438,784,000 Prin mésm
438,784,000 Prn mim
438 784 DOD Prdin mde
438 Thd OO0 Pruin miem
438,784,000 Pran mém
438,784 000 Phiin méem
438784000  Pridn mibm
438,784,000 Prin mém
438 7as 000 Prun midm
435784000  Prin mém
438,784,000 Prin mém
438 784,000 Prin miker

MBLBIONEIG4  Prdn mém

WrO212025

024042023

DR/04/2023

020472023

BR04/3073

Q/04/3023

GRO4I023

02/04/2023

QAT

020412023

03/04/2023

Q20412023

DR04/I0T3

OW08{2020

Giao dién Quan ly tai san CNTT

2022025

0204/ 2023

02042022

020472023

0204/2033

020472023

DR/0L/2023

02/04/2023

0R/0472023

02/04/2023

02/04/2023

020472023

02/04F2023

ONOE2020




Coéng ty CP Cong nghé mang Lancs Viét Nam
0000

LANCS NETWORKS

LINKSAFE IFM - QUAN LY TAP TRUNG HA TANG CNTT PHAN TAN

Giai phap toan dién giup quan ly tai san CNTT trong toan bo
vong dai tu khi mua sam, st dung dén thanh ly

1

Luu kho

l

Quan ly danh muc tai san bao gém nha cung cap, nha san
xuat, loai tai san, hdp déng, trang thai hoat déong.

D lieu nhan su

Diéu chuyén

A IS I
. é o < s
\ Bao hanh, sua chla

Can béquanly TS

Ghi nhan, luu trf théng tin mua sam tai san hop déng, hda
daon, ho so ki thuat kem theo.

Tai san pay
Quan ly vi tri 1dp dat, cau hinh, ngudi chiu trach nhiém cua ‘n' — | =
tai san CNTT. =
Quan ly théng sudt cac giai doan cla tai san tU Cap phat, - — —
thu hoi, diéu chuyén, bdo hong, bao tri stfa chta va thanh ly. Ngu3i st dung  S—
Tang/Giam TS
>

Luu vét lich su st dung, bao tri, su cd trén tung thiét bi, tich
hap hé thong canh bdo theo thdi gian thuc. Kiém ké dénh gia

Quy trinh Quan ly tai san CNTT
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LINKSAFE IFM - TU DPONG HOA THU THAP HOAT BONG HA TANG CNTT

Giago dién Dashboard - Giam sdt hoat déng

~SAFE
& Téog quan T Guas
BD e 1 430 ENTT Tong Quan Lo Networks EE—
[ Gtm st vyt song ENTT
T e D M st 4 Aot sestgnaeg
F- - Topoiogy
Trgnig tubd thadt b Teang thil hagt ddng

[B) o cio s Tiseg i

L} Théng ndo - ik b
B2 Oudn by b e ‘
VG i derm L LI
B bigusth cing Dminy A )
i wdmgrosaieg TX 4
(@ rendt i 1oy e

frutmanty Phan Ung nhanh truéc su co Vdi Giam gian doan hé théng - t6i uu
e —— e canh bao tuc thai khi mat két ndj, chi phi van hanh nhd phat hién
- |6i phan cung,... s8m van dé va phan bo tai nguyén

hap ly.

wrk

, CulMA RAT MOAT DOMG ENTT Cosang ting

il

_- Daisoddn Dsuidn FiRkngSnhupdn EfiegA? B Thutdpolijy BTdnwien Gfdocing Bftdomém  Shiegfoa L Prdn ngud dieg

- T iy ik i hirih ch e

Thk gian tpe: NG R Iwianco cceery LR

(|
ol diueng Chp nhit dl

Ej " L Shxim Thang thai oeirsd
Q

=

T e Y P kg mare - E--20

oNDaTH

[
&
=
a 2
il
3

owoeIe

® | e -
N3am bat tinh trang hé Khéng con mat thdi Du bao sém nguy cd T s -
théng theo thdi gian gian kiém tra thu céng qua tai hodc thiéu hut e i
thuc (CPU, RAM, bang - du lieu ty déng cap thiét bi nh3 phan tich e -
thong..). nhat lién tuc. xu hudng hiéu suat., P T can

Giao dién Giam sat hoat déng CNTT
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LINKSAFE IFM - TU DPONG HOA THU THAP HOAT BONG HA TANG CNTT

e
~ = A

- S| | B E R

Printer n Router ICMP VMS Services Bac':‘énd Netwc':rk

SNMP v i | | assiebians SNMP 1 1 e 1

Printer ItMI | e o ) ~ .~ - . - - w

SNMP v2 Interface #C""ta'”er Theo doi hl@u suat thiet bl: Giam sat CPU, RAM, bang

. .S & @ e théng, 6 cing cua may chd, thiét bi mang,...

Printer Server ? = |

SNMP V3 ¢ IFM Server SNMP 3 o B l
L
e

w
P [
f':*

=

5 e
Server

| ‘ IFM Proxy I

W N N

Caner End Network Secutiry
Linux/Windows/ALFree iSO Device Device Device

— SR —

Mo hinh giam sat hoat dong CNTT

Tu dong thu thap sé liéu: théng qua giao thiic SNMP va
IFM Agent cap nhat d liéu thdi gian thuc thiét bi.

) Phéan tich, du doan sy c¢6: Phan tich xu hudng hiéu suat
“J thiét bi, phat hién bat thudng dé co bién phap xu ly.

Canh bao tuc thai khi c6 su ¢é bat thudng: Gui canh bao
ngay khi phat hién su cé (mat két néi, 16i phan cing...).

A W W W
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LINKSAFE IFM - THU THAP VA QUAN LY HE THONG AO HOA VCENTER CUA VMWARE

- T Tar— L caoas
B
Tu déng thu thip, chuan héa va gidm sat toan dién tai o il e & e | &
nguyén trong hé théng ao héa vCenter cua VMware o NI G e o e oo e e
o w S .": i Mgy n ity chon) Paginy kit e Ghiny chon)
I&}; :1.27 UAT-CRM-APPO3 ;::;h :;.:;h ;::a
Thu thap chi tiét tai nguyén (CPU, RAM, Disk, Network) ’ -
va cac su kién/canh bdo tu vCenter. B s v
Tong hop bdo cdo theo cac cap: VM, host, cluster, S e — B
datastore, datacenter. | —— —
Tich hgp dU liéu dé hién thi trong Topology hé théng, e

e
g
&
S

lién két dd liéu thu thap tU agent va SNMP.

oo

-
C
i

D B Lo et Sdreg vt 1
Khai bdo & quan ly danh sach vCenter, phan loai theo E_ o - — : e —— o
khu vuc. 9 prascden

A

fé-

@

Két ndi va thu thap di liéu tu dong qua tai khoan read- o
only bao mat. ——

Theo doi thdi gian thuc tinh trang hoat dong cua may
ao, host ESXi, datastore, cluster va datacenter.

Giao dién Bdo cdo hé théng do héa VCenter
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LINKSAFE IFM - MO HINH HOA BAN DO MANG

Giao dién cdc ban dé chi nhdnh trong hé théng

TRUC QUAN - TOPOLOGY

Ban dé

Quan 1y thiét bi

Ban do

Loc nang cao v

.....

Yéu cau thiét bi

test ADMINISTRATOR
[0 02 TTCH.BAC ADMINISTRATOR
0 o3 TTCH ADMINISTRATOR
o~ /3
7 7 0
| B - | I —
7
| —

Phat hién nhanh vi tri
xay ra |0i hodc mat két
ndi ngay trén topology -
khéng can do thu céng
tung thiét bi.

Tap trung kiém soat
trang thai hoat ddng
cla tung thanh phan hé
théng theo thgi gian
thuc.

Hinh dung toan bo hé
thong CNTT trén mot
s dd truc quan - biét
ré thiét bi nao dang két
ndi vdi thiét bi nao.

Tiét kiém thdi gian xac dinh
nguyén nhan su cd va rat ngan thai
gian khac phuc (MTTR).

Giup quan tri vién va lanh dao coé

cai nhin téng thé vé kién truc

mang dé toi uu thiét ké, nang cap
hodc ma rong hé thong.

. : L L= —_p—w Q Caong ty CP Cong nghé mang Lancs Viét Nam
3 i | Al ':;H O TT 1
i \\ " e
P P ‘\ T o r =
@ it & & vz | ® - |
5 4 i -+ = — = = |
ik ST ik | fedk e - - [ ——
a §a ) — . [E— P j} g
| SR ,\%%L:
1 LIAERN | h 1™ .
bsers - - v hy fol oy S -
A =

-----

Giao dién Ban dé mang hé thong
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LINKSAFE IFM - MO HINH HOA BAN DO MANG

2

Mesh Topology
Mang dang ludi

phép quan tri vién theo ddi méi quan hé gilia cac thiét bi

@ Hién thi toan bo hé thong theo mé hinh truc quan: Cho
bao gom thiét bi mang, may chu, endpoint.

¢ o &

Bus Topology Ring Topology
Mang dang tuyén Mang dang vong

Star Topology Extended Star Topology
Mang hinh sao Mang hinh sac md réong

Hierachical Topology N Tu dong cap nhat trang thai thiét bi va két néi: bong bo
Mang cau trdc cay ' . sy oz o e i & 4 % i e
trang thai, tich hgp chi sé hiéu suat cua cac thiét bi vai hé

thong giam sat, phan Iép theo tung bd phan.

Phat hién va danh dau cac su co trén topology: Hién thi
canh bdo 16i hoac mat két ndi trén sag do topology, dé dang
theo dbi xu hudng su cé.
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LINKSAFE IFM - BAO CAO THONG KE HIEU QUA

Giao dién Bdo cdo chi tiét tai san CNTT

i e T Bio cao chi B LAl sn
_W, v Boloc
i Bon v quin Moy B i 1) dung Pighy Bt knds nao Ny nit o NN gy phap
:__“:I:”N Logi U g Chn;w-tm Trgng rnai pée hann Trang thdl khda hao Trpndg thl gily phaip N‘| @ |
e Tieg o e akn Y Pl 4 10 1 1 ey L] Phinb&l&tuﬂlsan
2,740 97,9
Ho6 tré nha quan ly dua ra quyét Giup quan tri vién va lanh dao
nsi0/ws 1318, 1348 dinh chinh xac dua trén soé liéu, danh gia hiéu suat van hanh hé
—— ) phuc vu lap ké hoach nang cap ha thong CNTT dé t6i uu chi phi dau
es/0/6 e téng_ tu va bao tri.
Théng ké tai sin theo ching loai (Top 10)
l . - .u-o-'o' [ e e ] .---c - .'— -
" rk
iﬁ:ﬂl - B Bao cdo tai san L Béo cho thidt bi L Béo céo chi tiét thidt b &= Béo cao VCenter VM
-3 ) S ——— e [r—
E B e Pty Pt
[-__- R TS - 3 S6 vn hanh thiét bj [ Béo cao thicéng 2, Bao cho truy cdp hé thing
[ ] ® B
IW a8 aem ok i Gusde fy bk e e e st
EG & Lich sif xuft bao cdo
® s ®
Cé thé sl dung nhiéu dinh dang Nhan bdo cdo tu déng va canh
bao cao theo mau cé san, khéng bao s8m khi tai nguyén CNTT cé
can lap bdo cdo thu cong. dau hiéu bat thusng.

Giao dién Qudn ly mdu dinh dang bdo cdo
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LINKSAFE IFM - BAO CAO THONG KE HIEU QUA

NGUON DU LIEU

Phan loai Chon template bao cao

=

Thiét bi mang

Téng hdp bpndien Sinh bdo cdo ty dong theo méu
g
ETJ / (“"% Xuat bao cédo theo dinh dang
= g——

2

y EL .
Fhied
|

— — ¥

N

-
v [ "
Endpoint KHO DU LIEU KHO DU LIEU BAO CAO PHUC VU
BAO CAO PHAN TiCH VA LAP KE HOACH
=l
Log hé thang
S S —— -4
yo Cung c3p bao cao chi tiét - Tuy chinh bdo cdo theo yéu cau Tich hgp bao cao tu dong
</ ' s e 34 = 2 - L 5
J' % Bao cao chi tiét vé sé luong, tinh _—J HO trg nhiéu dinh dang, tuy chinh noi ﬂ 48 Eﬁ"Et L iu',bao ?a;) Giigalty iganh
& trang, téng hdp hiéu suat st dung, dung bao céo theo tiéu chi phu hop. b?'::)t\igzgu udng su aung tai nguyen
a ng.

ghi nhan su co.
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TONG QUAN MODULE QUAN LY TRUY CAP PAC QUYEN - LINKSAFE PAM

. » [ TINH NANG GIAI PHAP
LINKSAFE PAM (Privileged Access Management) - Module giup \ |
doanh nghiép quan ly, gidm sat va kiém soat tai khodan dac quyén, @
bdo vé hé théng khdi lam dung, ro ri df liéu, ddm bao tuan thu va Quan ly thong tin _ o -
) } ) , , — j By Quan ly truy cap tu xa
tdng cudng an toan théng tin. @ xac thuc ngudi dung
e Luu tr mat khau an toan. ~ o HO trg truy cap tu xa.
\ e Quan ly ngudi dung dac quyén. e Ghi lai toan bd phién lam viéc,
—p| | (=) Tc’f”y cap P e TU dong dang nhap. tién trinh
A ( i ¢ Cho phép chay |énh tu xa.
ol (=) My chi "
fiats dung N i — Kiém soat truy cap ‘(@\ Quan ly hé théng
—p @ﬂ Xac thyc —_— g_.{
l 200--) @ CSDL
: " e Thiét lap chinh sach truy capddlieu. [ ¢ Ap dung chinh sach quan ly
y e Quan ly cadc phién truy cap dang ngudi dung theo vai tro.
Ghi lai phién ¥ | | | Thiétbi hoat dong. e Thu thap va phan tich nhat ky
truy cap =EEE mang e Cho phép truy cap theo tung yéu hoat dong.
J | caucuthé e Quan ly céc két néi tu hé théng
. khac, tich hgp API két noi
Quan ly = g
—|| & | théngtin —_— — - 5 2 B
.I o \ == | dang nhap , —=— dung Xac thuc va Phan quyén Quan ly nhat ky
-_ : —— Hé thong
Ngudi dung dic e ERE Sy S * Xac minh danh tinh ngudidung khi. | 5p; |3 toan bé nhat ky hoat
quyén b 4L byl dang nhap. déng trén hé théng. '
%  nhgudidung e Phan quyén truy cap theo chuc : : '

e Cho phép truy van su kién theo
thdi gian.
¢ Luu trd nhat ky.

s % 5 nang, vai tro.
Mo hinh hoat dong giai phap LINKSAFE PAM e Quan ly cac phién lam viéc cua
Nngudi dung.

o
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LINKSAFE PAM - QUAN LY THONG TIN XAC THUC NGUOI DUNG

, LE2  Quan ly tap trung !
@ Luu trd mat khau @' ngudi dung dic quyén
an toan _-— P el
Tap trung toan bd tai khoan admin, Cd che Just in Time Access
Luu trd mat khau tai khoan dac e _ _ service account, root.. tU cac hé thong Chi cap quyén trong thai gian
quyeén trong kho mat khau (Vault) — : khac nhau (Server, DB, Network..) dé cdn thiét va ty dong thu héi sau
v3i cd ché ma hda cap cao. P : quan ly theo vong dsi. phién truy cap.
Giao dién quan ly mét khau
LINKSAFE PAM Englich . & @ Ald.minnlrd?rlumu
"e Béng nhép tl.‘ d@ng o] Identity Management
ﬁd‘q - o Manage usrs, grovps and acceis coatrel pallcies
—EQ AUtO Logln APPLICATIONS qQ, cC = Uners Role Mansgoment

Lancs_Drive PAM Gitlab

" Cho phép dang nhap vao hé théng

Users

ndi bd quan trong ma ngudi dung Daeraes A et
khéng can biét mat khau. v D || i
h— ' E1RICTR Accus L h Launch Launch A m—* _ . Adereintrator Langss Active B
o : B LANCS XDR dutda Dut De Adtive T
Ho trg auto-login cho: v
L W Long Vaa htive
-@ E e — |
1 APP M Minh Nhat Agtive
A SS H 1 Pty Nguyka Active
Web quantri Ung dung néi bd/ Giao thuc SSH, Gigo dién cac'tar nguyen du".cjc phan quyen o omiin - .
phan mém DN RDP, VNC ddng nhap tu dong — — c
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LINKSAFE PAM - KIEM SOAT TRUY CAP

1 1 1] 100%

Can thiép phién truy cap
i Thiét 1ap thdi gian thuc
@ EREach truy cap Quan tri vién co thé theo doi, giam
e Chinh sach linh hoat, dé tuy chinh. & g hfon) va kiem soat phién
« C6 thé két hap véi hé théng phan quyén hién cdé truy cap theo thai gian thufc.
nhu AD, LDAP, IAM.

F

.
s [ / :

Hanh dong cham dut phién truy cap ngudi dung

© Xem truc ti€p phién truy cap dang dién ra
clla ngugdi dung.

® Tham gia (join) phién dé ho trg ki thuat. B

Giao dién cham dut phién truy cap

© Cham dut phién truy cap ngay lap tidc néu
phat hién hanh vi nguy hiém.

T e ey

Access Requests

Hanh déng dai v&i yéu cau truy cap ngudi dung =

tai nguyén

[ l (@) Xét duyeét truy cap

e i SR Phé duyét ho3c tif chéi yéu cau truy — = N :
SSH Bang nhap Chi cho phép truy cap cap tai nguyén quan trong td ngudi - i
RDP Thuc hién lénh trong gid lam viéc. tl . i Ca ) : N N

Web Console Tai I&n/tai xudng tép dia chi IP dudc chi dinh dung, kiem duyét ly do truy cap. -

M6 ta tinh ndng: Thiét Iap chinh sdch truy cép Giao dién phé duyét yéu cdu truy cdp ngudi dung
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LINKSAFE PAM - XAC THUC VA PHAN QUYEN

Ho trg phudng thic xac thuc

MFA

i '@T\D Xac thuc
nguadi dung

[ Xac minh danh tinh Ngudi
dung trudc khi cap quyén truy
o cap vao tai nguyén dac quyén.

&
¢ O

SAML /
QIDC Token

=

Username/
Password

LDAP [ Active
Directory

Giao dién man hinh déng nhd@p cé yéu cau xdc thuc td phia ngudi dung

L|NKS FE LINKSAFE PAM —r v & (@ Mniwo

Identity Management

Manage users. groups and access contre| palicies

Rle Lilstuagemeent

Role Management

i3

At Administrator & Buil-un Role ; ? face 2]
Secusity Adminlztratar

System Administrator © Builtein Rote : e -

Giao dién quan ly vai tré va phdn quyén cho ngudi dung

O = o
0 @0 Phan quyén &

(0 quan ly vai tro (RBAC)

(600 — 1] 2 Y
=4 Quan ly
phién lam viéc

Quan ly toan bd qua trinh truy cap
clla ngudi dung dac quyén dén tai
nguyén (may chu, CSDL...).

Phan loai ngudi dung theo vai tro
va cau hinh chinh sach cho tung
vai tro.
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LINKSAFE PAM - QUAN LY TRUY CAP TU XA

Giao dién thiét Iap ghi lai phién lam viéc
LINKS A FE - [ -] & @i
Ghi lai

phién lam Viéc System Configuration

- = . ; . - = 4 =i <
Tu dong ghi lai toan bé thao tac cua ngudi dung ® Genera O Recording Settings
trong phién truy cap, ban ghi cé thé phat lai dé D on Mamage -

@ RDP Settings

ho trg truy vét khi co su coé hoac kiém toan noi bo.
[F] Telnet Settings ) i
Recording Settings
E) VNC Settings

Y Log Setti
== © -

B Backup Settings

— (9 H tro truy cap
tu xa

360 Days ~

!:1 Notification Settings

A Emall Settings m
™ Cho phép ngudi dung két ndi tU xa dén hé théng

dich, dugdc thuc hién théng qua Gateway trung
| gian, khong can |6 dia chi IP thuc clia may chu.

Access History

4]

L] H6 tr¢ thuc thi
SS H Ién h Command ACCESS USER PROTOCOL ACCESS ASSETS ACCESS TIME DURATION ACTIONS
r— . - . . . . ;l:“::?:.;m;'- l:r:".ai._-c-r"; B ssH \."lu\l'hl'cr‘ 18.2:22 2025-05-13 03:14 @ £y ®
Cho phép ngudi dung truy cap dong lénh SSH 2 1921682511 - Prvat -
ngay trén trinh duyét web dé diéu khién may chu RSN pwae iy T B e sl ™ N
L tu xa.
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LINKSAFE PAM - QUAN LY HE THONG

~| Thiét lap chinh sach
quan ly ngudgi dung =
Cho phép quan tri vién tao nhém Thiét lap Permissions

ngusdi dung, gan vai tro va thiét lap
quyén cu thé theo ting nhém. théng nao?

Ai dudc quyén truy cap vao hé

Create New Role

Giao dién thiét Iap chinh sdach cho vai tré ngudi dung

Thu thap, luu trif
—\2/ & phan tich log

Nhat ky hoat déng dudc luu tri tap  Logs tai san (Asset logs).

© Logs hé thong (System logs).

trung va ma hda an toan, de dang truy © Logs ding nhap (Login logs).

xuat khi can diéu tra hoac kiém toan.

&

LINKS A FE < EsEet

Audit

Track app usage, wib accdia patterna, and asiet aicd

Asset Distribution Protecol Access Distribution User Access Statistics

User Activities and Access Reasons

wlry
admin rreé e 5 now pow— s

]

Giao dién Giam sdt logs cua hé théng, asset, user
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!,P Thu thap

nhat ky hoat dong

Hé théng tu dong ghi lai tat ca cac
hoat dong lién quan dén ngudi dung
va hé théng.

D Thai gian dang nhap/dang xuat.
@ Hanh dong thuc hién.

@ Paoi tudng thuc hién hanh déng.

Tim kiém & truy van
nhat ky hoat dong

Cho phép tim kiém va ho trg loc théng

tin cu thé trong log theo ngugi dung,

dia chi IP, tag...

Coéng ty CP Cong nghé mang Lancs Viét Nam

LINKSAFE PAM - QUAN LY NHAT KY

P LINKSAFE PAM v| & (@ k=

Audit

Truck sop usege. web access patberns, and asset scoem

System Logs = \
paen_staffl 3 Appiogn g IntD Spplicar i 1AL BT 21 4T it o ™. 20050515 1398 \
. | \ .
"
d — ) Thanh phan tim kiém trong bang logs

Giao dién nhéat ky hoat déng trong hé théng

Actrren Lare

B LINKSAFE PAM - & @
System Configuration

B Gavenai Log Settings

L0G= Luu trd

—=— nhat ky hoat dong

" Toan boé nhat ky dudc luu tri tap trung

I cau hinh thdi gian luu trd.

theo thdi gian thuc, dugc ma hoa va

Giao dién cdu hinh thdi gian Iuu trit nhat ky hoat déng
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TONG QUAN MODULE TRUY CAP KHONG TIN CAY - LINKSAFE ZTNA

LINKSAFE ZTNA (Zero Trust Network Access) - Module bao mat tién tién, ap dung
Mo hinh "Zero Trust" (khéng tin tudng mac dinh) dé kiém soat truy cap mang, giup =
xac minh lién tuc danh tinh ngudi dung va thiét bi déi v8i ngudi dung trong mang E?ﬁ
Nnoi b va tu xa, dam bao chi nhing doi tugng dang tin cay mai dugc phép truy cap o=
tai nguyén hé thong.

Private cloud

Any Location

®——=— Tinh nang chinh ———@

Data Center

A=) Quanly E\\ Quyén truy cap Kiém soat truy cap
—0¢ danh tinh, thiét bi L9'R) t&i thigu theo ngll canh
™ Theo dbi, xac thuc, va kiém soat Chi cap quyen truy cap can thiét, Piéu chinh quyén truy cap dua
gquyén truy cap dua trén danh giam thiéu rdi ro truy cap trai trén vi tri, thdi gian, thiét bi, va
__ tinh ngudi dung phép. ngl canh.
v Jon{ )
* ~ r | = * ~ -~ o"-_-o U l ﬂ
=) Thiét lap chinh sach k Giam sat & Q Truy cap tu xa
=] quan ly truy cdp mang L2 quanlytap trung @ an toan (VPN) Rt Bt
iét 13 - 5 i HO trg quan ly tap trung cac 2 = > H= at kia i 1 = i >
B o8 aialing eas coinh R 4 y h;F’ I g c € ing cip truy cap an toan il Bao mat toan dién Tiet kiem chi phi Truy cap tu xa an toan
= 1 op darm bao kS soat o e g Wit oo gateway véi nguyén tac dau tu xay dung cd sd moi ltc, moi Nai.
linh hoat va an toan toan hé théng. sat hoat dong truy cap va tao : . L i : ' e
bao cao chi tiét. Never trust, always verify’ ha tang mang
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LINKSAFE ZTNA - QUAN LY DANH TiNH

QUAN LY DANH TiNH

Quan ly danh tinh ngudi dung, bao gom quan ly danh sach, hé sc
va théng tin ngudi dung.

Qudn ly phucdng thuc xdc thuc/ ddng nhdp, bao gom:
e Xac thuc da yéu té: OTP, tin nhan SMS, email.
» Pang nhap v3di mat khau, khéng mat khau vaéi Passkeys hoac
v3i token phan cung (theo chuan FIDO2/ Webauthn).

Quan ly quyén truy cdp, bao gém quan ly tai nguyén web, guyén,
chinh sach; phan quyén theo vai tro (RBAC) va thudc tinh (ABAC).

Identity
Management

Tich hgp d{ liéu vé ngudi dung tU cac hé théng quan ly san coé.

HO trg xuat ra luéng log theo chuan syslog, san sang tich hdp vdi
cac hé théng SIEM.

Quan ly trang thai ATTT cla ngudi dung bang céc yéu té posture:
Geolocation, OS, version, phan mém, trang thai tuan thu.

Quan ly truy cadp dac quyén (PAM) théng qua cac giao thuc
SSH/RDP/VNC.

I-i a‘l -i ar! I.Ia_l E—. !-' i a‘ l_ia!l liE !

™

3 - Vf ~ i h‘ » - - -
QUAN LY VAI TRO Pham, phan ©¢ QUAN LY QUYEN TRUY CAP
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Hybrid Users

LEAST PRIVILEGE
ACCESS

Coéng ty CP Cong nghé mang Lancs Viét Nam

CONTINUOUS
TRUST
\ VERIFICATION

' Device - ID App - ID
L ]

1|82

CONTINUOUS
SECURITY
INSPECTION

1
)

LINKSAFE ZTNA - QUYEN TRUY CAP TOI THIEU

I

DRk
0000 0O

E

(%)

APP

&
|

APP|

Xac dinh, gan quyén truy cap va diéu chinh quyén truy cap cho
vai tro; Tao va quan ly cac nhém ngudi dung.

Xac dinh, kiém tra thuéc tinh ngudsi dung va nglf canh trudc khi
cap quyeén.

Cap quyén thu cap tam thdgi, cé thé diéu chinh quyén truy cap
thdi gian thuc va thu héi quyén khi phat hién rui ro

Phan doan mang va coé lap tai nguyén, giam rui ro lay lan kha
nang xam nhap vao hé théng.

Tich hdp v38i hé thong giam sat SIEM; theo dobi lich su truy cap,
ghi lai yéu cau truy cdp va cap quyén truy cap theo yéu cau.

Ap dung céac chinh sach truy cap dua trén ng canh.
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B&i canh Ung dung B&i canh ngudi dung

Boi canh mang Boi canh thiét bi BGi canh dia ly

IP mdi ; i Thanh phé/Tiéu bang/ Quéc gia méi
Ving IP dude chi dinh Th_;h':,t:& da biét y GeoLocation
Mang &n danh . Sy SILIVG PP Bev A Vi tri va théi gian ding nhap khéng tudng thich

|

Yéu cdu xac thuc yéu té thu 2
Cho phép/ TU chéi truy cap
Xac thuc khéng cdn mat khdu
Trinh ty xac thuc

. & & @

/

o

\S
Phan hoi theo ngl canh

-

—

LINKSAFE ZTNA - KIEM SOAT TRUY CAP THEO NGU CANH

I=. !.! I-a... -,l s s s |‘a e

Kiém soat truy cap dua theo gidi han dia ly, thdi gian, Gng dung
va chinh sach.

Kiém tra phién ban hé diéu hanh, cac phan mém, trang thai
tuan thu va quy trinh chay trén thiét bi cudi.

Tao cac backlist, whitelist, tag... cho cac théng tin cua thiét bi.

Phan tich hanh vi dang nhap, truy cap Ung dung; Phat hién vdi
cac hanh vi bat thudng va canh bao, tu déng phan Ung.

Xac dinh loai mang va diéu chinh quyén truy cap theo loai
mang.

Phan tich hanh vi ngugi dung va thuc thé (UEBA).
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LINKSAFE ZTNA - THIET LAP CHINH SACH QUAN LY TRUY CAP MANG

e an | LEKSAFE P
&> Chinh sach @ ouoens S—— i ’
=2 quanly mang . - — L
" Cho phép thiét 1ap, 4p dung va phan phdi cac g
chinh sach mang mot cach chi tiét va tu déng Aopacaton Qhspppnt & «© = o e
cho toan bd hé thong: loai luu ludng, Ung dung o Der «© 2 o | (o) (53 Chinh stia/Xéa chinh sdch 2 @
\_Vé ngudi dung :::‘cw Adrmin_sremore Py " P
P— Rueremote «© & s x e o
@ NS Server google_senice ‘3 F 3 Em—— P
B Netwok fiows ey @) 3 paova 2 0
W Wi foncs @ = ¢ 0
sl gt & «© 2 £ 0
@ Chinh sach o e _ R ..
'@ quan ly truy cap -, @© - e o

" Thiét lap va cap nhat cac chinh sach truy cap
theo ngl canh nhu: thiét bj dau cudi, thai gian,
vi tri, hodac muc dd rui ro - dam bao chi nhing
truy cap hop &, dung ngudi, dung thai diém mdi

__dudc phép két noi.

Giao dién Quan ly chinh sdch qudn ly truy cGp mang
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)7+ Quan ly tap trung
[ﬂﬁ theo thdi gian thuc

Toan bo thiét bi mang, hoat dong (luu luong, két
noéi, Ung dung, ngudi dung...) dugc theo doéi tap
trung théng gua giao dién quan ly truc quan.

~e

A%, Canh bdo va phan haoi
& théng minh

Hé thong cé kha nang gui canh bao tlc thdi
(real-time alert) khi phat hién truy cap trai phép,
bat thudng hoac vugt chinh sach.

Bao cao chi tiét
va tuy bién

Tu ddéng tao cac bao cao dinh ky vé hiéu suat
mang, trang thai truy cap va su kién bao mat
theo thdi gian, ngudi dung, thiét bi, Ung dung...

@ » D = & O Q@
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Admin Lancs

Mm2403@ gmail.com

Bing didu khién
Thiét bi ngudi ding
Ngudi dang

Truy cip

SD-WAN

Ludng hiu lugng mang

My chi DNS

& caidithithéng

LINKSAFE ZTNA - GIAM SAT & QUAN LY TAP TRUNG

LINKS AFE

ITHA & SD-WAN

@
Theét bi ngudi dling

Ung dung truy cip nhigu nhit

Thiét bj truy cap nhigu nhat

29 0
@ Ngudi dang dudc ot ni 88 Ing dung

Tén mién truy cdp nhidu nhat

¢

® a

@ microsoft
@ office-3565
® nlo

google

Ngudi ding truy cip nhigu nhét

|
® nic (luong.td) . 4
® tungmatma (tungtd) ‘
® XMG-Laptop (long.pt)
@ DESKTOP-FOIKBLD {luong.td)

MAYSO2 (hiepnd)

Gigo dién Quan ly truy cdp ngudi diung

Q 1_6.

® lancsrt

® uatzrtlab knksafewn

® doud.linksafe.wn
uat.lab hinksafevn

cloud.lancsservice.met

® luong.td

® tungtd

® long.pt
hiepnd

minh.nn
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LINKSAFE ZTNA - TRUY CAP TU XA AN TOAN

Corporate Network

Ma hoda toan bo dl liéu dudc truyén tai gilla ngudi dung tu xa va

Network Seucity cac tai nguyén trong mang théng qua Wireguard / TLS.

Data Center Appliances
A
- Thiét 1ap cac chinh sach két néi cho ngudi dung truy cap tu xa.

Bao mat truy cap téi cac Ung dung, trang web néi b va Ung
dung, dich vu trién khai trén cloud.

Internet

Pam bao an toan va bao mat théng tin cho cac két ndi tu xa,
kiém soat chat ché truy cap vao tai nguyén cua té chuc

ool

........................ Private
Cloud

LT TP PP PP w () Office 365

LA AR R ] l's..........

stesssssssnens

-

L

L

-

.

-

-

-

-

- -

.

- .
.r m—

Remote User Remote User
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TRAN TRONG CAM ON

LIEN HE CHUNG TOI

info@lancsnetcom @D www.lancsnetcom Q) +84 8680275 959

@ Tru sd: Tang 2, S6 236 Au Co, Phudng Hong Ha, Ha Néi, Viét Nam.

nnank
]

Van phong: BT35 - TT3, KDT thanh phé Giao Luu, Budng Pham Van
A Pong, Phudng Phu Dién, Ha N&i, Viét Nam.
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