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Th" nh phfn gi i ph§8p
x Phfn dhmndlt b NGFW

HETETL”JE

H3 :h H®nrhhxct dava & HNOGF W

4cng Ethernet 1Gb
2cn S FP+
1c"  ng Consol e
1 nat Reset
2c  ng USB debug
x Phfn :mQm

o Phi °n20b [ n:

© O O o o

n"i t€ ng s: d_ng t“ i i u

S§chnig®d d " nh dhomic§c iggeeht r Smhec ma i
vic dv h” nhn vi'T Beutth g htit ‘mng .h S &gmdhy€uu ¢
ng®e d¥%nW /i dimniQwth g .
Cblu tr%c «.a t i |i wu

S8§ch h€ ng dXn cung cblp c8c th!ng

c.a thi/JJt b° NGFW. Ngo i ra s8ch cl ng
c.a thiJjJt b .
S§ch h€ ng dXn bao g m nh_ng ph¥fn
x Ch€hn@i li: thi u vQ thi/Jt b NGFW
x Ch€hnd#H€l ng dXn cblu h3nh c8c t2nh |
ng€ i d¥%ng
Cg&c t~ i |i u li°n quan kh§gc

nWolif th°m Qhfnn ¢ it @Bing vginaoCLdi vui | |
ko tufH ohig ndbdng AT Abyngoal Li nk Saf-E GS§Raa
dvh Cd.l )
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CHhuNIGICTU HCNH CCC TéNH NI NGeTT RBAGIF WA NG

1 C8&§c b<€e ¢ thift I dp ban Lfu LW cblu

Bec KJI 'in m8y t.znrncg vMGMTB&E f hNbGF W.

B€c rwa ‘enkb nth,acrcg MGMT  MGRF W

Bec M:tr3nh owepd tvrawoydlict t ps://192. 168.
din L t &g grhibh € s au:

LANCS NETWORKS

H3 22hGi abdh diit opg vn'ho NGFW

B€c mkngdp nin t Tn Hk i :

x User name: admi n

Xx Passw®radd:56 789abc

Bec W o ghnalpudil cvhitclB¢. tGicaoiidi h3 nh
qbih I'T (Dashboard) tr°n NGFW:

. | . \ wa Secuiy Evens Netvrk Risk
\ szgggeLgRess | § - 0 1

eeeeeeee pire after

Uptime: 05h 35m 515 admin 99

y otal: 1971 MB Avallable: 1129 MB Memory Usage: 842 MB

. LT = T

Up
CPU Usage: 49% CPU Temgerature: 47 °C
2 - .
Protocol Type Source IP Destination IP Source Port Destination Port

192.168.15.3 192.168.15.160 44916 443

H3 B:hGi ath 6iilt h3 Aarmh Iglu ( Dashboard) tr

10



CDNG TYPHIN CDNG NMMyNG LANCS WAM A
Hotl i ne: +84 868275959 | Emai | : I (nEsvorw@ils @ N

x Gi aon Wii't h3frh Iqilu (Dashb&ardhtigg tin

sau:
o Hi Wn th thitng tin h” th  ng (Sy
tin |li°n quan LJn h° th ng thil/
phi°n b[n OS, b nh, é

o Hi Wn th trdng ths8i c_,a ¢ ng WA
ch” IPv4d L€ ¢ g&n tr°n c8c ¢ ng.
o Hi Wn th brn LY 1 <€u | € ng: ThWw
upload/ download ¢, a ¢ ng c8c c 1

2 Cblu h3nh ¢ ng mlng (I nterface) tr?®

Trong m,c n"y ng€ i d¥%ng th, c hi n
LAN.

H., tr° c¢blu h3nh m t s t2nh nktng
tra v° c¢cblu h3nh cho ng€ i d¥%ng c8§c
Mirroring, va LACP.

2. Chl h3nh ciQo Ypdh ®pAdhm g cth WTTP/ HTTPS

nWelh h3nh ¢ @o Y%hpgh @&pAdmigctd, HWHTTP/ HTTPS
thtng Qqumg MiWVAN Fhfl nlghnlg, ¢ ahit h§c blee
sau:
B€c CGhn Pol i cyA Ri Obwalcltn Zbinet WhN\Nc Wwor k :
Zone WAN
B€c Chn Pol i cyA Ri rObwealclt Pol i cg, WAIN° m p
LAN nh€e sau:

11
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Firewall Policy Configuration

Destination Zone

IP Object Type:  IPv4 IPv6 m
Port Object Type TCP/UDP P ICMP m
Target: REJECT DROP
Log Allowed Traffic Enable w

Application Cantrol

H3 mth GiMow dh®nh policy cho fir.

x Chn Create New Policy

© O O ©o

0]

o

Nameni Qn t °n g i -bAN, . V2 d_ : Al | «
Source zonec h™ n L AN

Destination zonec h™ n  WAN

Port Objec: Cho p&®pv.d (Port v’ NPFmuo tmac

ch™ cho pHA®BSSEHMTPHh: c- thW | a c
Target: Ch° n ACCEPT (ACCEPT: cho pt
REJECT: |l o4i b, v~° c¢- th'!ng bsgo
Status Ch™ n Enable (C- hay khlng ¢
(Enable: L€ ¢ th, c thi, Disabl e:

th ¢ thi).
C8§c tr€ ng c¢c.n 49 ¢+ thW b, qu:

5

Leu H9 fRwic Hc QQuyt o m§cbhd WALL _TCP,
ALL_ _UDP) .

2 . 2Bl

h3nh ngiWAN dir °n NGFW

Tr,€ khi Hii hthb c¢c8c t h'nndgVANI h ndy¥0o g ¢
cfh Whi t ¥hag ttra 8ncg cWAIN ttrffnh T gg Dashboar d)

12
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nnnnnnnnnn

rrrrrrrrrrrr

§ Logs

i £ 2024 LANGS NETWORKS

H3 m:hGi abdh @hiilt h! ng migntws8it WAN tr °n

x T giam dirfnnH Tqund®ngh FAUNte A WADB e
|l nterface:

Protocol I:  Static
Interface: | [ etho

IP Address: 192.168.15.160
Netmask: 255.255.255.0
Gateway : 192.168.15.1

DNS: 8.8.8.8

Interface : Gigabit Ethernet9

=

H3 6:hGi ath @iilh h3¥md WAN
x Trong L-:
o Name Ntedp
o Protocol: Ch/] L | Static hoHc DHCP hoHc
o InterfaceNameCh  n ¢  ng mUng <c¢- s Jun
o IP Address N h Agdreds P
13
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o Netmask Nhdp L a ch” | P Net mask
o Gateway. Nhdp Lia ch" ™ Gateway
o DNSS ni Qn DNS
o Khi ch n c8c protocol | = Static
t r € ng:IP, SubnatMask Gateway vaUsername?assword
L"i v.,i protocol PPP

0 Submit: L u cmu h3nh.
2. Bi aonlli h3nh LAN Interface tr°n NGF

Trr€ khi Hi h¥nb c8c t hilnngL AN,in ndgh@ g ¢
cfn Vihi t thag ttrh 8itg cLAN ttrmhnh T g Dashboar d) :

© Dashboard

. A EEREEEEEEEgEE

nnnnnnnnn

® Networks

uuuuu

x T gi am dir fnnh Tgund®engh AU tee AL ANe
|l nteACaedew

14
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*
IPv4 Configuration
*Name
Interface
Protocol:  Select Protocol
Enable DHCPv4 Server:
Administrative Access
LLDP Status Disable
Captive Portal: = Enable [N
IPv6 Configuration
Protocol None
Enable DHCPVE Server:
=

H3 8MGi ath @GiiMbh h3¥md ICAN

x Trong L - :

oName Ch n g8n t°n ¢ ng

o InterfaceName Ch n ¢ ng mUng

o Protocok Ch n static

o IP/Netmask  nlIP/Qetmask

o Enable DHCPv4 Server/Relay Ch n giao th_c¢ m

phatlP

o Khi c¢cblu h®nh Enable DHCPv4 Seryv
DHCP Range, leasetime, Default gateway, DNS server

o LLDP: Enable/Disable
o Captive Portal: Enable/Disable
o Submitt L€u cblu h3nh.

15
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2. KMh tra thtwglnthi f Foruwar di ng) tr°n N
Gi aon Wii'th*ng Wi%hcl{FEwr wardi ng) :
x T. giao dA NeiwogyA FBPBI T Hi Wn th'  tht!ng

Cu. I

Dynamic MAC Address Table

20 WAN

> WAN

2 WAN

I
o] <] a [} <1 a <] [ (4] «a g
@ o o) ol 2 0 o @ o Q =

12 3 4 >

H3 :hGi adh @iiltt htng @&ivmhchuyn NGFW
2. Biaontli h3nh VLAN tr°n NGFW

Bec T giam dirfnnH Tgumd*eneg MAUNteAE Able

| nt eAfChrcebuttbncBeoLAN Interface.

Bec TProng m’yi ndg¥aWbc «c StchUvdon gt rmMf'mgc §c¢
LAN, chiamtL@NYng vwinAgll t h” " nh c8c vVv¥%ng

+ Create New
Name interface ~ ©  Protocal 1P Address
B etho
B eh1
[ eih1o
B2 ethu
[ eth2
Bo LAN 2 eih3 192.168.138.1 F4 a
2 etha
[ et
[ ethe
(=T
[ ethg
L2VLAN
VLAMID Interface Mode
1

H3 i GiModpdil T LAN interface

16
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L2 VLAN

VLAN ID Interface Mode

1 [ etha Access 2
1 [ eths Access z
1 [ ethe Access 2
1 [ etho A Z
1 [©] eth7 A 2
1 [ eths Al 2
1 B ethio A Z
1 [ eth1n A Z
1 [ ethz A Z
1 [©] ethz A 2

H® 1AGi at @iilt htng tin VLAN

Bec KNhh bufrwimhas VLAN | D.

X
VLAN Configuration

“Mode: Access

Interface :

“VLANID: 1

H3 2 GiMowdh3¥ng WMLAN

x Trong L-
o Mode: Access/Tunk
o VLANID:Nhdp gi & tr’ VLAN

2. i aonltli h3nh VLAN Interface tr°n NG

Tgiam dirfnnH Tguad®enegd flAUNt @A Va AN
|l nterface:

17
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o8 Interface

mmmmmmm

Netmask

H3 MiBGi abdh @iiltt htng tin VLAN I
2. 6T.h1° m MLnAINer f ace
B€c a:i ckt cvh'uo NieGr gaatoentnt\elrAMc e.

r

X
VLAN Interface Configure

“NLAN ID:
* |Pvd Address:

* MNetmask: Netmask

Interface: [ J

Enahle DHCPv4 Server: ()
Start: 2
Limit: 250

* Leasetime:  12h

S

an

nter

H3 MG abdh™dci h3 nh VI an I nterfac

x Trong L-

18
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o VLAN ID: H, tird 0914 VI an | D. Gi § tr’
t. ng ¢c ng theo t_._ ng mode Access.

IP Address:n "~ a IPg4h
Netmask: SubnetMask.
Interface:Ch  n ¢ ng LAN.
o Submit:L€u cblu h3nh.
B€ 2Th ¢ hi nkikd&€c thao t§c

o O O

x Kz2ch ch2tth ¢ di ' n t&c v, thay L |
Interface.

x K2 ¢ h clEt,hl,c/“hDign t 8c v Intefacea t h!ng

2. 6C"2u pHhm hvwp RLE A Hva VI an | nterface
B€c Chn ACNewter fnngVLpAhNer. f ace

mmmmmmmm

H3 b GiMow dh3nh VLAN |I nterf ace

2. 6ThAopl ch2nh s8ch VLAN I nterface
Bec2. Add Firewaldormfoing c8c Fihrzenvha Lsl§ ckho |

§§§§§

<
3
<
&
I

H3 MibGi a dhmdci hVIindn Pol i cy

2. Tl h3nh t2nh ntng Port Mirroring ¢t

Gi abdbh é@iifvhimuc h3 nh Port Mirroring
19



CDNG TYPHAIN CDNG MWFNG LANCS WAM
Hotline: +84 868275959 | Email @ i fueoou@k an

Bec T giam fuAlnt eAPace Mirroring
x Trongc m~Yyi ndgBcg hthllt h3 nhngmg nt B
modBX (tCl@y, RXE(OCHh ~ [Bat hv " @3 r uy

A EEEEEE ‘

H3 Ay GiMoGhdlt ht nguth3sxnk Port Mirro
Bec Qli cM w_ I'W lc "hillc h3nh Port Mi
’
Port Mirroring Configure
* Source Interface :
* Destination Interface :

“ Direct:  Direct

H3 Ai8Gi abdh™dci h3 nh Port Mirroringi

x Trong L - :

o SourceInterface:C" ng ngu . n LW quln IT c8§

o Destination Interface: L, a c¢ch n ¢ ng L€ ¢ q
Source.

o DirectL., a ch  n chJj L, quln |IT | €u |
2 Both

20



CDNG TYPHAIN CDNG MWFNG LANCS WAM
Hotline: +84 868275959 | Email @ i fueoou@k an

Bec Bhc hic8§c thao t8&c kh§gc:

xK2ch ch#fth o i n t8§c v, thay L i
Mirroring.
x K2 ¢ h clﬂlt,rt,cv"hoign X-a cblu h3nh Port

2.8b60 h3nh t2n/h himg ILIATRP kr°n NGFW

A EEzZEE ‘

H3 1i® GiMowdh3nh t2a&h Intnnkg LIACPN Kk
Gi abhmdeci h3 nfh Vt'tnthng tin t&nhACEPNng |

Bec Tgiam HMuAT ntehAf ACP.

x Trong m'yi ndg/d grQhircg thrgd Jiv nhamu t g
tc Lag @Qr wy no©nngnbaochingh
T —

@ Dashboard

. ‘A\ SEREEEEREREE ‘

Copyright © 2024 LANCS NETWORKS

H3 R0 GiMochdlt htng tin LACP

B&:&%chtchgﬁ%ﬁnth:Wchmnm%m¢ ICACP:

21



CDNG TYPHAIN CDNG MWFNG LANCS WAM
Hotline: +84 868275959 | Email @ i fueoou@k an

X
LACP Configuration

1D
* IP Address:
“Netmask: Netmask
Interface :
Transmit Hash Policy : Layer2 Layer2+3 Layer3+4
Lacp Rate: Fast Slow

Lacp Active : Active Passive

Aggregation Selection: Bandwidth Stable

H3 21Gi adh™dci h3 nh LACP

x Trong L-

o ID: Trftoer f ace LACP®. v, i gi 8 tr t.

o IPAddress nHt L a ch” | P cho interf

o Netmask Ch  n mHt n4Y mUng

olngerface: L a ch n c8c interface c_ a
c ng danh s8ch li°n kJt | ink.

o TransmitHashPolicyy’ Ch n ch2nh s8ch phon

o LACPRate: T ¢ L, g i c¢c8c g-i LACP.

o LACP:Active: ChJ L, hoUt L, ng LACP.

o AggregationSelecion Ch  n c¢c8ch th_c c8c ¢

0 Submit: L u cmu h3nh.

Bec Bhc hic8§c thao t&c kh§gc:
x K2ch clzuht cvho n thao t&c thay L i

xK2ch cHilth o Wi n thao t8&c x-a cblu

22



CDNG TYPHAIN CDNG MWFNG LANCS WAM
Hotline: +84 868275959 | Email @ i fueoou@k an

2.€bl h3nh t2n/php himg DMZntk°n NGFW
Gi abh @iilfvhihruc h3 nh DMZ

Bec T giam @MuAT nt el DMZe

A SEEEEREEEGEEE

H3 22 GiMochdlt htng tin DMZ

B €c IQZ:ch,thLt,h: "hithPonblchb3mdg BMZ.

i . X
DMZ Configuration

IPv4 Configuration

Name :

Interface :

Protocol: [ Static

* IP Address:

* Netmask :

IPv6 Configuration

Protocol: ~ None

Enable DHCPVG Server: (J

H3 28 GiMowdh3nh t2nh ntng DMZ
x Trong L - :

o Name: Tén DMZ
23



CDNG TYPHAIN CDNG MWFNG LANCS WAM

Hotl ine: +84 868275959 | Email : | (ww@is an
o Interface:Ch  n ¢ ng mUng
o ProtocoCh n giao th_ ¢ Static hoHc
o IPAddressNhdp gi.§8 tr I P
o Netmask Nhdp etmas tr N
0

Submitt L€©u cblu h3nh

3 Cblu h®nh ¢c8c t2nh ntng mUlng ch b[n

ni iv.ng gicaatht/hukkg ( OSPF, -B&§, @Mkl P,
cti h3nh chregal ts@heghg t €

3.Chl h3nh thmhfphuygmapnhl (Static) tr°n N
Gi abh diifh: ngmh idmusonh

Bec T giam fiul T NeS$StwatrikcA RBwidbelsloPW6 : h
t'Hhing thgnbB&pudn@h veHE€3nh tr°n NG

24



CDNG TYPHAIN CDNG MWFNG LANCS WAM
Hotline: +84 868275959 | Email : i fiésvawes an

td6a:at2s bas0:/48

.......
fomo: /128

IeB0: d08e:2d 1Ie05: Tlad/120

H3 2 GiMo@ dt ht nghh dnuton h

X
Routes Configuration

* Gateway IP:

* Interface:

Destination Network::

H3 R GiMOw dh 3mnhh ALu ty gan hl Pcv 4

B €c PQ%ch,tcht,h: “hislc h3pnbh /plu g o n h
x Trong L-
o Interface (WAN/LAN): Ch  n I nterface WAN.

o Destination Network: Mi Qn mUng mu’  n thi/Jt |
gua | P Gateway (I P Gateway L« cl

o Gateway:l P ¢ " ng m”~ I nterface WAN nh
o Submit:L€u cblu h3nh.

25



CDNG TYPHAIN CDNG MWFNG LANCS WAM

Hotline: +84 868275959 | Email : i (o
P 4
><
Routes Configuration
* Gateway IP:

Destination Network :

H3 26 GiM®w dh 3mnhh ALu ty 9an hl Pcv 6

+ Create New s
B;ec:PSZCh,tcht,h: hitlc h3mbh /Jplu o n h
x Trong L-

o Destination Network: Mi Qn mUng mu  n thi ]t

gua | P Gateway (I P Gateway L«
o Gateway:l P ¢ " ng m”~ I nterface WAN
o Submit:L€u cblu h3nh.

3.2B0 h3nh thmhMfhulRdiP Lr°n NGFW

S

an

k
c t

n h

3. 2Giladh @iiMh! ngynghnh Mufg t hewoc gi ao

RI P
B€c Giiao di n hiwn th thtng tin L€ ng
di"n qulfn IT =>Network => RIP => RIP

26
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CDNG TYPHAIN CDNG MWFNG LANCS WAM
Hotline: +84 868275959 | Email @ i fueoou@k an

OSPF

EIGRP

.@
(] o
H3 21y GiMoch dlt ht ngyntgimnh Lh iuryg t h e oc gRlaR
I Trong L-
Redistribute: (ph©m ph” i I Qi)

thing tin L nh tuy/n gi_ a c8c
nhaRue.di st rcihbou tpi hoRoph uryowint e r

thing tin L nh tuy/n t. m t gi
sang m t gilaw L[hmcblkdh8kh[ nktng
kJt n"i gi_a c8c mUng.

nNW hi Wn tRe dicsHla> bkuttbeh chu, t

.= Redistribute

vV Sau khi ho"n th”"nh cl

t hs3 k2cm|lithl @u oc blu h3nh

B €c K%ch,tcht,h: "hiBc h3mh /plungg. iv
gi aa tRH P:

27



CDNG TYPHAIN CDNG MWFNG LANCS WAM
Hotline: +84 868275959 | Email @ i fueoou@k an

Create New RIP Network

H3 28 GiMowdh3*nh RIP

x Trong L :
o Network: Qulng b& mi Qn mlng tr°n thi
o Submit:L<€u cblu h3nh.

— Redistribute
Connected [ @]

Metric Value: 0

Static [ @]

Metric Value: 0

OSPF

BGP
1515

EIGRP

H3 ”® GiMohdltBc t2nh nktkng n@&ng@QRIidao t
3. 2Gi2abh dhiiMMhngmh idmuRIl P

nage Show RIP Di
Show RIP Routes Show RIP Status

Codes: R - RIP, C - connected, S - Static, O - OSPF, B - BGP Routing Protocol is rip

Sub-codes : Sending updates every 30 seconds with +/-50%, next due in 14 seconds

(n) - normal, (s) - static, (d) - default, (r) - redistribute, Timeout after 180 seconds, garbage collect after 120 seconds

(1) - interface Qutgoing update filter list for all interface is not set
Incoming update filter list for all interface is not set

Network Next Hop Metric From Tag Time Default redistribution metric is 1

c(r) 16.20.1.0/24 0.0.0.0 1 self @ Redistributing: connected static

C(r) 10.30.0.0/24 0.0.0.0 1 self @ Default version control: send version 2, receive any version

€(r) 56.0.0.0/24 6.0.0.0 1 self 0 Interface Send Recv Key-chain

C(r) 192.168.10.0/24 0.0.0.0 1 self @ Routing for Networks:

€(r) 192.168.18.6/24 6.0.0.0 1 self 0 10.260.30.0/24

C(r) 192.168.111.0/24 ©.0.0.0 1 self 0 Routing Information Sources:

Gateway BadPackets BadRoutes Distance Last Update
Distance: (default is 126)
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CDNG TYPHAIN CDNG MWFNG LANCS WAM
Hotl ine: +84 868275959 | Email : | (ww@is an

H3 1B GiM oG dt h' ndhh nu Rl P
Bec T€hngitl Pvbe, dom@molde | Pv4/ | Pve tr

-8

@
H3 BHL GiMochdlitth h3nh | Pv@/hl Bw®l tProng

B€c Phc hic8c thao t&8c khsgc:
4 . .o
x K2ch ct=— tth w” di n t8c v, thay L i
tuyJ/Jn RI P.

x K2 ¢ h cIElt,H,cv"hoi*n t8§c v, x-a thtng
3.860 h3nh tHhmhMfmuhOSPFL tr°n NGFW

3. 3Gilaoc tOYRF

3.30u. h3nh

Bec T gi aom MiuA Net wo OBPAOSPEMHE d¥%ong th
hin c8c¢t h8m/ x - a ncgdrch Uhaurg .
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CDNG TYPHAIN CDNG MWFNG LANCS WAM
Hotline: +84 868275959 | Email @ i fueoou@k an

— Redimibie

En—

. e . .
wawawa
Jr— w© .3

H3 B2 GiMohdlt h? ngu t hhd WH

Bec Phc hillc h3nh Rugt efghDBbhyv ong: t €h

The 'hitic h3nh r Gdg sct&chyuk2 ™ j\h

t'tgi am Bti h3 nh. tK%aduo rbd usv- ncghhola & L a
@© nghoa d )Wbt« redi strnbQiie ctk@tgrhgt c h u

v"t\l\ép.._,naj;lillc h3nh

Router ID:  192.168.100.10

— Redistribute

Connected

Static [ @]

Metric Value: 0O Metric Type: 1

RIP
BGP
1515

EIGRP

Apply

H3 BB GiMowdh3nh ROutedi EDri but e
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CDNG TYPHAIN CDNG MWFNG LANCS WAM
Hotline: +84 868275959 | Email @ i fueoou@k an

B€c3:K2chtec I\t rofng KAEWe kb'in bt
cbtih h& mdéa m

Area Type Authentication
10 NSSA no-summary Plain-Text Z a
20 Regular None Z a

H3 B GiMohdliith h3nh areas

X
Create New OSPF Area

= Area:

Type: [ Reqgular

Authentication Plain-Text Message-Digest

H3 Bhbh GiMow dhd méa

x Trong L - :
o Area:Ch" L nh area c¢c,. thW cho m, i
o Type:C" i LHt | o4i cho m i area

31



CDNG TYPHAIN CDNG MWFNG LANCS WAM

Hotl ine: +84 868275959 | Email : | (ww@is an
A Regular( mHic L€mhgyii. tblt ¢l thtng
g m LSASt(dtiemkAdvertisement) |
A NSSA:Cho ph®p m, t s routes t
vio (Externs8l dSAglb89A IdUi 7
L€ ¢ chuywWn L°i th" nh LSA 104
A Stub:Khtng cho ph®p LSA | oYi 4
S d, ng m t def aul t route (O
external routes
o Authentication:C~ i L Ht |®@SIRF xt§.c ttrh" cx §c

blfo rng ch c8c router L8ng tir
thing tih L nh tuyl/n
L

A None( mHyc nh): Khling s d, ng >
A Plain-TextS°" d_ ng mdt khXu dithng vt

to"n do mdt khXu )€ ¢ g i kh?
A MessageDigestS" d, ng t hudt to§n bitm
k h Xu
. Submit
x Sau khi c i L Hut d,W K2 dmh dhwnht |«
B€ 4cK2 ¢ h ckt‘oong bIng Networ ks L
m i cho qulng b8§8 mi Qn mUng:

Network Area

192.168.138.0/24 10 Z a

H3 B GiMohdlitB®eu ch® nh net wor k
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CDNG TYPHAIN CDNG MWFNG LANCS WAM
Hotline: +84 868275959 | Email @ i fueoou@k an

X
OSPF Configure

* Metwork:  192.168.138.0/24

* Areg: 10

H3 Bl ¥y GiMMowdh3nh c¢cho net wor k

x Trong L-:
o Net woorQkiUng mulipg b §
o Areav%ngh ming miham gi a

Submit

x Sau khi ¢”i L Ht By W K2 gm dbwnht | %

3. 3Sh, 2%u ahz3nh

2 ; .
x KzZecthu, t— vhoc hi n t8g8c v, t.hay L i
XKch:fh\u,Etvh",oc hi n t8&c v_. x-a thtlng

3.3G1Ladh @Giilt ht nghhht MNnu@SPF tr°n NGFW

OSPF Router with ID (1.1.1.1) Neighbor ID Pri State Up Time Dead Time Address Interface RXmtL RgstL DBsmL
Router Link States (Area 8.8.0.10 [NSSA])

Link ID ADV Router Age Seg# CkSum Link count
1.1.1.1 1.1.1.1 793 0xB00AO3E8 OXB662 O

AS External Link States

Link ID ADV Router Age Seg# CkSum Route

10.20.1.0 1.1.1.1 663 ©x80000390 0x28f3 E2 10.20.1.0/24 [@x0]
10.36.0.0 1.1.1.1 953 ©x860003b1 0x7879 E2 16.30.6.0/24 [0x0]
50.0.8.0 1.1.1.1 573 0x860003ed @x5f4c E2 50.0.0.0/24 [0x0]
192.168.10.0 1.1.1.1 653 ©x800003ec Oxcd9d E2 192.168.10.0/24 [ox0]
192.168.18.8 1.1.1.1 693 ©x8000031 @x6bf2 E2 192.168.18.0/24 [0x0]
192.168.111.0 1.1.1.1 653 ©x80000009 ©x43a9 E2 192.168.111.0/24 [0x0]

H3 BB GiMochdlt ht ndnh dnu @S RBF
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CDNG TYPHAIN CDNG MWFNG LANCS WAM

Hot |

ine: +84 868275959 | Email : i fueoe@h an

& . .o
x K2ch ch™” tth «’ di n t8c v, thay L i

tuyJ/n OSPF.
x K2 ch clﬁjt,ht,cv"hoi n ts8c v, Xx-a thlng

3. 3Gi2aoc tOSPFvVG6

3.302a. h3nh
Bec TMgiaom @uANet woORBPFXOSPE&EV Niged®%og th
hin c8¢t h8&8m/ % - a ncgdnch Uhaurig .

10101010 Pl o |
H3 B® GiMohdlt ht nguth3shnkt OSPFv 6

Bec TPhc hillc h3nh RugtefghDbbhyv ong t €h

The "hiic h3nh r Gdg sct§dhhuk2 = j\p g

t'lgi am Biti h3 nh. t K¥dMo tbg us v ncghhola & L a
@ nghoa d ) )Wbht« rkedi strnbg@lie ctk@igrhgt ¢ hu

v"t\l\ép.._,n@lillc h3 nh
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Hotline: +84 868275959 | Email @ i fueoou@k an

Router ID: 192.168.100.10

— Redistribute

Connected

Static [ @)

RIP
BGP

ISIS

Apply

H3 MiDGi abdhmMdci h3 nh Router | D v~ r e

B ‘€c K%Z:ch,tclttrolrng; A r'e i&s hifbt |
cth h3nhiarea m

+ Create New
Area Type
10.10.10.10 Stub ya E

H3 i Gi avio @iilt h® ng ™ui rh3cngc ac e a
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CDNG TYPHAIN CDNG MWFNG LANCS WAM
Hotline: +84 868275959 | Email @ i fueoou@k an

X
Create New OSPFV6 Area

* Area:

= Type: [ NSSA no-summary ]

H3 il GiMow dh3 nh area

x Trong L-:
o Area Chh tm artea c
o RangBlBC h3nh range cho area

x Saluhi ¢ i L Ht x s 1w cthi /Erh uh “tn hv “ 1o

Be€c Kzchu \trolrngg H n tLétr It haic s M
cith h3hh m

Interface Area

oo LAN 10.10.10.1 & E

H3 A8 Gi avo @iilt ht ng Mui MO@PE VvE &ic ho emf ac e
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CDNG TYPHAIN CDNG MWFNG LANCS WAM
Hotline: +84 868275959 | Email @ i fueoou@k an

X
OS5PFv6 Configure

* Interface: g WAN

* Area:  10.10.101

H3 i Gi avbmuwd ih®@®9 P Fovlbdt mi nt er f ac e

x Trong L-:
ol nterfdaceehgialdkdcH hOOSPFvV 6
o Areav¥ng m" interrface tham gi a

x Salihi ¢ i L Ht S [\ cthi JEnh uh “tn by " 1o€
3.3S0a, 2%u ahs3nh

x Ging nh€ OSPFv4

3.€50 h3nh tnmhAuiBGP tr°n NGFW

Gi abh édiiMih?ngynginh hufg t heoc gB@m: t
Bec T giam fuANet woBBP Comiai gd%iNghi h
cS§c . the ml x- a ncgdnch Uheunig .

B €c &%ch,tct,h: "hiblc h3 n'hv Ygnig8 rcthrdp Wy
BGP:
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CDNG TYPHAIN CDNG MWFNG LANCS WAM

Hotl ine: +84 868275959 | Email : i findsww@s an

BGP Configuration List

LocalAS @: 10

Router ID:

— Redistribute I1Pv4

Connected
Static
RIP
OSPF
EIGRP

— Redistribute IPv6
Connected
Static
RIPNg
OSPF6

Log Neighbor Changes

Apply

H3 mibGi adh™Mdci h3 nhARoguit8e rt riMh (VIE @GP )L

Trong L-:
+LocalX8S:L " nh AS Number (ASN) ¢, c b, m
tham gia BGP. NJu tr€ ng n"y b, tr ng c-
hodt L, ng. NJu mu ' n thay L i Local AS t}
+Router XI8&@ L nh Router | D duy nhblt tron:¢
khtng thiJJt I'dp th3 router s€& t L ng cf
i nterface
+Redi str iChwtyewn L i c¢c8c tuy/n t_. m t gi a-t
(OSPF, El GRP, RI P, Static) v o BGP. BGP
v | Pveb
+Log Neighb&Ghichanges: thay L i trUng t h§
Neighbors v: o log h" th' ng.

O Sau khi c¢cblu hAmplL W oln@u tCHste nhhdbinh |

T Khi thay L"i Local AS th3 s& x- a

hi " n t49i v° phli thiJt | dp | Yi
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CDNG TYPHAIN CDNG MWFNG LANCS WAM

Hotl ine: +84 868275959 | Emai | : i an

Neighbor Remote AS IP Version

+ Create New

Network IP Version

2001:abcd:/64 IPvG Z a

H3 mibGi ath diih! ng Mth M uwyn°gn N GFhWMtuhgeGdP L

—-—

H3 fiyGi adh @iilt h* ndnh dnu RGP

Bec3 K2 chtc Haadt it "hiflc hdmhh Jplug iv gi@ao t |
BGP.
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CDNG TYPHAIN CDNG MWFNG LANCS WAM \\
Hotl ine: +84 868275959 | Email : i findsww@s an

X
Create New BGP Neighbor

“IP Version:  IPv4
* Neighbor:
“ Remote AS:
Activate IPv4: @D

Activate IPv6:

H3 dll8 GiMow dh3 nh BGP

Trong L-:
+1 P VeChi anphi°n bln IP m~ BGP s€&€ s d_n
vV, o nei ghbor.

6 1l Pv4d: Neighbor s d,ng L a ¢

61l Pve: Neighbor s d_,ng L a ¢
+Nei ghbgra ch”™ | P ¢c,a BGP Neighbor m” ro
Gig§ tr° h>p I~ |7 1Pv4d hoHc | Pve t ¥y the
+Remot eX8&S:L nh AS Number c.a neighbor B (
s’ nguy4n294, 467, 295

0Ol BGP (I ntermneaemeosBEBR] I

tr¥ng v, i l ocal AS.
+EBGP ( Ext ex nrad-ansBtGPh)[i kh8&8c | ocal AS.
+tActivate | Pv4d | Activate | Pv©6: K2ch hod
BGP tr°n | PAc4t/ilvPavt6€  tNPJjudt , nei ghbor s€& L
hoUt tr °fnanfialdyd riédpsvs4iov.a tINfut Pb @t , neighbor
hoUt L, ng -taminl yiaitcghv@dés NJ/JPuw4 hoHc | Pv6
k2ch, hod8tghbor s&€ khlng trao L i tuyl/ln
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CDNG TYPHAIN CDNG MWFNG LANCS WAM
Hotline: +84 868275959 | Email @ i fueoou@k an

X
Create New BGP Network

“ P Version: IPvd

* Network :

= |

H3 il® GiMohdlt htng tin BGP

O Trong L - :
Y1 P VeChi anphi°n bln I P c,a mUn
gulng b8 trong BGP.
6l Pv4da: Ch" L nh mUng | Pv4 LW
trong BGP.
|l Pv6: Ch" L nh ming | Pve LW
trong BGP.
Yy Net wor8c L nh mUng (prefix) m
gufng b8 qua BGP.
B€ Bhc hic8c thao t&c khs8c:

O«

O K2chtck—oh hit.8chaw UCLhrbwgheinmh ¢r
'nh /huBGP.
K2 chtcKilltor "hit,&c av t h Ein ¢h 3tnihn BcG P

3.BB0 h3nh tThmhfugSy tlr °n NGFW

(@]

T2nh ntng update sau
3.%82nh ntng PoutcwgBased R
Gi abh dcihvanht 2cnh nktng Policy Based R
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CDNG TYPHAIN CDNG MWFNG LANCS WAM

Hot

I ne:

A LANCS NETWORKS

@ Dashboard
o Intertace

Static Routes
Policy Routes
BGP
oSPF
RIP
I5iS

[ Policy & Object

@ Security

© ven

[ LINKSAFE

% Service

+84 868275959

Incoming Interface Source Address Protocol Outgoing Interfac
92.168.138.2
2 LAN R TP = WAN
Local_Network Device

Destination Address

192.168.10.0/24

| Emai |

3333 102.168.15.1

Copyright © 2024 LANCS NETWORKS

H3 M GiMocHd? nh

t2nh nktng

Gateway Address Status.

Pol

x K2 chtc EKESE® W ft "hibt m tmbic h3nh:

4 2
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CDNG TYPHAIN CDNG MWFNG LANCS WAM

Hot |

ne: + 84

868275959 |

Emali

i..z?hof s

an

*
Policy Based Routing Configuration

If incoming traffic matches:

Incoming Interface :

Source Address:

IP/Netmask :

IP Object:

Destination Address:

IPiNetmask :

IP Object:

Protocol :

Then:

Qutgoing Interface :

Gateway Address:

Status :

+ Add IP/Netmask

+ Add IP/Netmask

AMNY

H3 mMH GiMowdh?3 nh

x Trong L-

olncoming Chmazeh EfpPeiv €8cl g -

NGFWgti am Wnig n" vy

O Source
ngao

had mehsSefgpc v £ 8§c |l g -
lohival "¢

cHb i

Pol

L

Al P/ NetSmas gthdal ¢t

(x. x.

X . X/ x)

4 3

cy

( x.

Based RoC

Li dv ™
cta dd. h

BO. X .PX )malsc
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Al P ObS é&mrdg :c8§c &bd dardedsrse shso  h 0 u p
Ido s nh- m t2nh ntng Polci @y &0I8j
ch§p.ndg cho | Pv4)

oDestinati Ch2AhEEsd: s8cl ig- ca dL
chngno _phival 'dr& chi l(a §mh' §g.iv
Source Addres)

o Prot €héinth Elsffpciv £ 8cl'g-¢c- dgi dh t h
gi aa@ tcheckhi L
ATCP/ UDP/ISCHnBh: gicafocBchh3 nh t h°m

ASpecsidryg protocol XYumBBA.theo
Aan¥khp  ivHiTgi aa .t h
o Outgoing Chmxreh Exmg@hi sh&cl g- khd
vi c8B mghaaltre°n Li.griaa on ddoig i n "NyGF
o Gateway £d#r €ggast:ewayl icflo rag-. i d
o StatCistb tg ths&8i cho ch2nh s8ch.
x Sau kit xong Iit,h3\dL\N&b'ihuch3nh.
x K2chtch?2 M It "hi'nhaddc h3nh.

x K2chtch oa e "hi xEia hé nh.

3. T2nh ntng FDB
Gi abdh déiiMMAC Tabl e

x Gm config Static MAC Address Tabl e

Static MAC Address Table

MAC Address Interface VLAN
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zzzzz

H3 ®sEB'ng t2nh mmrkgy gv 'MAtCo rnh

x Cl i c EXEEE®I Wb Hc h3nh MAC tonh.

’
* MAC Address:
* Vlan:
“ Interface:

H: B8 GiMowdh:nh t2nh ntng MAC

x Trong L -:

MAC AddnmBpsa:MAC tonh v o
VLANRP VLAN I D

| nt ercfha creg\Waldd MAC
Submi@uwl ch3nh.

x Ng€® d¥n\W lc? M BHic h3 nh.
x Ng€ d%na |cld Rakh & chs nh.
3.82nh nktng STP
Spanning Tree |Prtort giceodtdmg( IBSITIPHU | EEE
802. 10 mHRM gt kb cch§cHv (dpolphgt taggr m2.
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v, ndh Dk ra k@i '@/ kihigi c8c s wihtdyh',nac hi
t“@g broadcastt alt'®dBmea, xuntg thomdtgh i STP
tronjg chBhitng t helb3 oftn MM nhia°nm heew psat h

c 0.st
x T giam dir angClcihc kA SIEPwor k

3 Gigabit Ethemet3 4 FORWARDING

H3 R GiMoSdP

4 Cblu h3nh nh-m t2nh ntng Policy & O]
4. CBl h3nh t2nh nktng Firewall Zone

Firewaltlr ohagn eNaGFIWa nec snilgh on hreg ndhont ai
ha c8c cHc mth. isMzd#nddilc hto knculmg rito,ng |
c8c ch2znh s8chhbéBchr mhgtHe alhiBi ma& Bk
huc vL - W ¢[vict cMwly igi c8§c net wortk Kkhmwn
c. Khigmi tWWinqgdag g udll-'e& sihi t Waeni n -
hat zone n"o. Batrbnga pAdncd @y cSpgW L
Wy nlh c8chmmgExshT g-i tin.

C8c t 'hcahn® nstF i o e wanlel: Z
x FirewalH ‘nthomge &Amch3 nh, faydahiAh ctA

L& dung net wog .k H&ihhagh zoneHikh8mhce

net wor k.

x MHb ‘'nth, t.maftficc net wolilk hé mBa du®&Ene s

bckH to.  n b
x Trongmly o mth c8c ‘mcedpwolBkkhsmg t €hng

c§c network k@ Pk c hVmat dtext o €g cz¥omee

v’  “d & JthFor warding withWnhorzwarédi rcoh

nhau th'!ng qua L3.

o +*T < X < 0O
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F 3
! - 4 X
Firewall Zone Configuration

"Name:

* List Network:

* Incoming : ACCEPT REJECT DROP
* Qutgoing: ACCEPT REJECT DROP
* Forward Within Zone: = ACCEPT REJECT DROP

Masquerading

MSS clamping:
H3 BIBGi a dh™dci h3 nh Firewail Zone
Incoming Quln I T traffic L€ ¢ g i
Outgoing Quln I1T traffic L€ ¢ g i
ForwardingwithirQul_n | T forwarding traffi

zone

Cblu h3nh s d,ng L a ch’
Masquerading ¢, a c¢c8c¢c network trong my

bé'nngoai.

T L. ng LiQu ch" nh k2ch
MSSclamping ph©n m[nh g- i tin khi tr

thi n hi u sublt.

V.i c8&c ‘ter fgfufliic Do@ @, lc chimhtrong ba
Lng | ° accept, reject v~ drop, trong
dro@ Kkhtng cho traffid Wirdogpipdio tupng
Ithg, rejidde¢fphih-ch it nngutraffic.

x Ng'€ d¥%n\W Ic’ & Bic h3nh.
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x Ng® dwn\y |cEhimkh & ch.® nh
4. 26l h3nh c¢c8c rules Firewall Policy

Htmg Firelwibdymh 4 oc § eb ,q utyr gtin ggq Wy
th x&dh E@ckiEim't ng:-i[i ti®ewle kT theo n
c8§chWc C&c Riin"wa- tiral ®Plngg gdé aov't hzo
ngao L2ch.

C8&c t'hcahni ngh e pol i cy:

nWwglin | T tr & fhicm'tcrpo | IE & i bpit B ao
Source Zone
Destination Zone
| P Obj ect
Port Object
Target
C8§c traftobcsBe€brgttraan psol © &g Hh3en h,
Ny traffic phivipko!l ttoyc Hick hE®€h €T @, n -
b .

X X X X %X 3

Pol i Eny Iqu tr &€ clit QF Q@ ahi

Mt Qtiguagfntt €ucl clho pwh®gz omepaAzboel
B trfnporkhtng cagnghaafiNci ctli@gonge@ it h
4 .. iMhe 1'€g I(€ncomingQwit ‘lo@kt glodi mhg) ¢
s8ch rti.°nTguybinhi ° hp, tNGFhW ntkumggh bckhpHic® b o b
h3nh cdc"quygeptBlechahfi achhblitvran lhone,
gi Yap Mhh-gi qwi8§ hemhnh ¢

nQ@ n”"y IHimhthmi fcirewal | polii ¢y °wn" |
md Ji hiv nhau.

V2 :d'mucho ph®p t@giaf ficnaguA W'g B,a t
cn thhic§c & &u:

x X§cnh c8clmdmarg gone A v c btows#h B U

h3nh L¥%Wng |istn.network mong mu
x Quyb tcho trAaftf iBb &EBcd qtigc cteliwe"h oc
ph®p trabhe/scALbneé nBg td4 °éni cewal | pol
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Xx Quywb tcho t MBaftf Wp UNimit choHphc®pf fic
ra,ikhzone B, hry datcgeipngedB. €
TronogngipheteW h€ mailmgni LAN v i WANNY

qbin 1T tir talfgi d itncomi nNfg WANX §w'i tthiafrf ac
ngo" i (outgoing LAN).
outgoing x incoming X

LAN WAN

incoming \/ outgoing \/

H3 BiBV2Aedl h3Abhd c

Tronggtphé iy aviout goi ng LAN §n ‘ldénc o
qin | 1d/ vVi@le h3nh drop trongWHhi rhedswah |gi:
traffycaggquANI|I v 'fn WAN[phct Hitmih pol icy ch
traffiWw idinng@ag matichcome LAN v™ L2ch |

4 . 2Gila bh di

B€ cTrluy cdp gi a o\ Rblicy &ObjBctisHirdwalldPolidy.
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Policy information

~ Name:
* Source Zone:
Destination Zone:

IP Object Type:  IPv4 IPv6

Port Object:

SAEEH ACCEPT REJECT DROP

Security profiles

Application Control :

Logging options

Log Allowed Traffic:

Enabled this policy

H3 ®mi¥yGi abdh™dci h3 nh Firewall Pol i c
x C§c policy qulfn IT c8&8c traffic L€
Ch L " nh v%ng Lfu ti°n m" t
Source zone an o _
ngu n ngu n c¢c_,a traffic.
Destination Ch™ L nh v%ng L2ch m" traff
I ] V¥ng n"y ¢ thW ch?2nh
Zone ~ . , R
At his deviceo
IP ObjeciCh”™ L " nh L nh dlng L a c¢ch’
Type ddng I Pv4 v™ |1 Pve tr€ ¢ khi
Source Ch® L nh L"a ch®™ I P ngu ' n ¢
Destinaton Ch" L nh L a c¢ch" I P L2ch c,
Port ObjecCh" L nh giao th._ ¢ m”~ <c8c
Type TCP/ | P, UDP/ I P, | CMP hoHc
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Ch™ L nh m t hoHc nhi Qu <c8§
. th ¢ s d_ng. V,i TCP/ UDP |
PortObject \, "5 " cmp 1" c8§c Il oli | CMP v
| © ¢c8c protocol | P kh8c ngc

Ch® L nh h”nh L ng c,a fire
Target hJt c¢c8&8c c¢ch” s~ ph2a tr°n,
reject va drop.

Be c¢cTh:c hi n c8c thao t§c:

x Ng€€ i dung %z2L-W tsh V& cclbluckh3 nh Firewal
x Ng€ i dwng@a.w txh W o«clBluc k2 nh.

x Ng€ i d%ng Y::Wtshaw cdh®@&pk cblu h3nh. ¢
re" c s a 49 t°n v,i Lu'i _copy. C
policy ch™ kh8c m t v’ i tham s’

B€ 3C8c policy L« L€ ¢ cblu h3nh s& L€

Policy Name Source Zone Destination Zone Source Destination
Allow-DHCP-Renew-wan wan This Device ALL ALL
Allow-DHCP-Renew-wan2 wan2 This Device ALL ALL

H3 ®8Cu h3*nh tEhBpgldB nytmong firewall

xV,i ¢c8c d,ng policy b’ | " m m Li,
khing L€ ¢ §p d_ng tre°n h th ng.
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4. 2Bxt2 t2nh nktng application control

Security profiles

Application Control :

H3 b® PhwnnmelLd3 nh application contro

Khi " lah h 'nnghaclLfir éeéwdlrlafy¥ i c Ws"dnagccer
t2nh ntng appl itcadlci_ ¢ Wkdsnot &toH cnShcle@la mp ,
webs,itthe - cd €ph®pWdiquahdy rewal | hay kh?

4. 208 h3®nh priorityy cho firewall p O
Bec C§dh ch3 nh pa Iportihtgyo€lt @t it ¥ 1 mtgx id €
Policy fh2amteu’nhicsmhitchko hhn c8§t.pol i

Bec Qdng thatifai m®d,  ng, @hahpgl®@p ploil i ¢\
tL- QlLionh prioritpyoldhcoy.t o " n b

B€c Sau khi hohnastphriinohr iatpy ! &8 Llc &§ch c h
sa.

Policy Name Source Zone Destination Zone Policy Name Source Zone Destination Zone

Alow-DHCP-Renev-an I wan This Device ‘

Allow-traffic-wan2lan lan wan it Allow-traffic-wan,

H3 ®OCu h3nh priority cho firew

4. 800 h3nh | Pv4d object
4. 31.PL Addr ess

T giam dir angClcihck PoAl Byo.l&j ©bj ect
x Cl ivc'ko bfnrg® nl Pv 4 Wil diec ehs3sn hl:
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X
Create New IP Ohject

* Category:
* Object Name:

* Addresses:

4 Add IPv4 address

H: HGi adhmdci h3nh | P Object
x Trong L-
o Category:ch”™ L  nh cho | Pv4 hoHc | Pv6
o ObjectName:L Ht t °n g i nh,

0 Submit:L€u cblu h3nh
a . 2 . .
x Ng€ i d¥%ng —_LWtéeWacctblekh?3 nh

x Ng€ i dl/zngaIthhWactEInkh3nh

4. 3. Address Group
T giam dir angClcihck PoAl Byol&j ©bj ect
x Cl i c EEEEE® r Tmg bl Pv4 Addbells hGmoup L
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X
Create New IP Group

* Category:
* Group Name:

Members :

H3 B2 GiMwot dnn | P Group

x Trong L

Cat egGihph choHl PlvPv 6h o

Group Nemea:? nnb

Membelba: ohc8c th" nh WhAMI PVE O

0
0
0
O Submi<€©uwh ch3 nh

a .2 .
x Ng€ d¥»%n\Wlci™— kWha Bic h3 nh.

x Ng€ dl/zn\gt:lcialtwh- &l ch3nh,
4. € h3nh | Pve Object
x T€ehngh®h ch3nh |1.Pv4 Object
4. BbHi h3nhcheBvortd Object
T giam dir angClcihck PoAPoyt &0Bpeect
4. 5Nelw group object

x Cl i c MENEETN W Bic henh gngouPorcthoObj ec

5 4



CDNG TYPHAIN CDNG MWFNG LANCS WAM

Hotline: +84 868275959 | Email @ i fueoou@k an
-
* Group MName
Description
|i

H3 6IBGi abdbh™dci h3 nh GOjuectPort

x Trong L -:
o Group Nekmd:2m gn hmt - m
o Descr iMitfittcthrWh gl d¥Wagr kiQh hm  w
ca nh-m
o Submi<®©uwl ch3 nh

a iy . .
x Ng€© d¥%n\Wlc — kiwaa bHic h3 nh.
x Ng€ dl/zn\gtlcialﬂwh- &l ch3nh,
4. 5Ne2w Port Obj ect
x Cl i c EEEEEEN WD He h® nimgcPortt Object

>
Config New Port Object

= Name
* Group Mame

* Protocol

H3 ®RGi abdh™dci h3 n@bjPeac t m

x Trong L - :
o Nam&”n _.mlgo Ptort Obj ect
o Group Kamec §c riHh fsn tdr «& ¢
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o Protocan 2pnpdc ¢
ATCP/ UDP/ SCTP
Al CMP

o Prot o CMIP:

" Protocol

ICMP

" Type

+ Add Type
H3 BbGi adh™Mdci h3 nhocgil £MPt h

x Trong L :
o Typ@id h3thhglao mdn€ hl ©~ any
o Protdac€®l/ UDP/ SCTP

" Protocol

TCP/UDP/SCTP

+ Add Port

H3 6B6Gi abdhmdci h3 nhocgiT&®/ UDP/ SCTP

x Trong L - :
o Prot oC-oWw:im tm trongc3 HFCROUDR/ SCT

o Range Ghno mgd ful
o RangChm:rcg/t k t h %c

4. 6B h3 nhtntg nPoorrmarFdi ng
T giam dir angClcihck PoAPeyt &F@bywacti n
x Cl i cSEST\Wb Hc h3nh gmgupPorchoFor war di
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=~
:
Protocol : TCP UDP TCP/UDP

Source Zone:
External IP:
- External port:
Destination Zone:
“ Translated IP:
* Translated port:

ot |

H3 Y GiMowdh3nh Port Forwardin

x Trong L-:
o Prot&€codin 1 trong 2CHBAiEDPLt h
o0 SourceCHmone§c v¥ng EZonkeANKgQWAN
o DestinatClinn cZ8cnev:ang Zone L2ch L
o Wan CHP: h3nh Whnnbgcdhaigtndit r tdh ¢~ o .
o Wan POt h3mhmgmcRomgbithg mduy ™ o

ni .b
o LAN CH: h3nh, P iJnhnthg ngon it gy ¢
vV~ 0.

o LAN PoHit h3rEmgmchiRo.bt hi
o Submi®€wl ch3 nh.

R 2 , .
x Ng€ d¥»nWlc — kKiWwea bHic h3 nh.
x Ng€ dl/zn\gtlciam\/\h- & ch3 nh.

4. T h3nh t2nh nktng DoS protection
4. 7DolS profil e

T giam dir angClcihck PoADoy$ @fr 6beSt orn
Profile:
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Create New Profile

* Profile Name:

Anomalies

Type
ip_src_session
ip_dst_session
tcp_syn_flood
tcp_src_session
tcp_dst_session
udp_flood
udp_src_session
udp_dst_session
icmp_flood
icmp_src_flood
icmp_dst_flood
sctp_flood

sctp_src_session

x Trong

Threshold

concurrent sessions
CONcurrent sessions
packets per second
concurrent sessions
concurrent sessions
packets per second
concurrent sessions
concurrent sessions
packets per second
packets per second
packets per second
packets per second

concurrent sessions

Status

H3 ®B GiMoBwdhs3 nh

L -

DoS Prof i

o Profil atbname:'prohile ¢
o Anomal i

es:
A Typ&hn 9 o

AThr eshigfilddl: ng
A St a fT &hsg:

58

tdh&itWA p, nd

c §c

a £ .
x Ng® d¥»%n\Wlci ™~ KWhatbic h3 nh.

x Ng€ dl/zn\gtlcia_lw\th- &l ch3 nh.

g .

S

x Cl i c (R Wb Filc h3nmgcDoSt profil e:

e
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4. 7D2S Pol i cy

T gi am dir angClcihck PoADo$ fr blpeSt or
Pol i cy:

x Cl i c RS 'Wib Eic h s nmgcoSt policy:

X
Create New Policy

Category: IPv4

P

“Name:

* Traffic:

Source Address:
Add item

Destination Address:
Add item

Port Object:

* DoS Profile:

H3 ®® GiMow dh3nh DoS Policy

x Trong L -:
o Cat egdhmydlc h3nh cHhol PP84 ho
o Namaekb t'Pnmtho ch2nh s§ch
o TrafGhnc: ncoming/ Forwar di n8chli( sau
h3nh th°m source zmgle Vv~ dest 2z«
AlncomCmogdg ¢ hog migy Idu Li v~ o t
NGFWvtatng nnduBource Zone)
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AForwar@pi_ndg: chhog”niguldu Li qua NC
t v¥%ng nng(uSourc/p Xémeg) LBch (D
Zone)
o Port Obf. edgt :ch?2 nih, ig Scihc 0, lva& ¢ 7 i
LH
o0 Source Apdnde scsh2 nih ivs e hh'al iodg oc - L
L' cHii L
o Destinati €p_nig datezsrsin, ivs §c H ‘dt icrh ¢ -
L2 chec Le®bi L
o DoS Prhini Ipe:oficl & Bhildbs B8B®_ ndg v 0 cC ¢
|“nn g_ ldu _khiv c8§8eb tcrinlL

. 2 .
x Ng€ d¥»%n\W lci— KWha bBic h?3 nh
x Ng€ dl/zn\gtlcialtWh- &l ch3 nh

4. 866 h3nh t2nh ntng QoS
4, 8QolS Profile
T giam dir angClcihck PoA Qo8 Q& SOPjredt | e
X-Cl:liC||ichB.|C h3n_rngchCDStpr!ofiIe

Create New Profile X

*Name:

* Interface:
* Guaranteed Egress: Mbps
* Maximum Egress: Mbps

x Trong L - :
6 0
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o Namekb t °n cho profile

ol nterlfamacmhc8&c i/mterfwimygnsh

o Guarante®&tBgr e his/Ingt Whmhbk profil
o Maxi mum Bgngs $ihllng aho profile
oLa aoahLlLhkbps/ Mbps/ Gbps

. i .
x Ng® d¥»%n\Wlci— KWhabic h3 nh.

x Ng € dl/zn\gblcialtnAth-diillchth, khiBHXca pr
clases phafiEbe- al ng s

4. 8QxS Cl ass

T gi am dir aangClcihck PolAiQoy® Qo DbPreact i

A T ca pr 6finl easc8§ax @lrogs ltehu

+ Create Class

x Cl i cl , Wb ¢ | as sprt dfui | e:

h |
’
“1D:
* Guaranteed Egress: Mbps
* Maximum Egress: Mbps
* Priority:  High
A ¥ |
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QoS Profile List

+ Create New Profile
Profile Name ‘ Interface ‘ Guaranteed Egress | Maximum Egress |

- R g WAN 10 Mbps 10 Mbps 2 a

F N
Class of the Profile P2 t Create Class
Class ID ‘ Guaranteed Egress ‘ Maximum Egress ‘ Priority ‘
100 50 Mbps 51 Mbps Medium 2 a

b |

+ M g LAN 10 Mbps 10 Mbps 2 a

x Trong L-
ol DI: Dac cl ass
o GuarantedB8tBgrehdingt Wamhbk 'rtd as s,
guarantea ©9c eclspc [Tt Hhehnph
Maxi mum agpeosite
o Maxi mum Bgngs $ihtlnag dahmog cd&es s, t
maxi mum _aegcé8ssck pg oO[f ti hhnp h
Maxi mum agpeos$ite
oLa ohLlLhknbpvs/ Mbps/ Gbps
oPriotiatwhpriority cho clasas, pr
clas8L@® - €8s ti °n nghmh gy Bhmgg t r €

a L2 .
x Ng€ d¥»%n\W lc — kWha b h3 nh.
x Ng€ dl/zn\g(:lcialﬂ\/\th-ebill ch3fnhd ow&§c policy
dng cl,.as&«hir®-a class L-

4. 8Q03S Policy
T giam dir angClcihck PoA Qo g Q& SOWPjoé ¢ty :
x Cl i c RS Wb Eic h® nh policy:
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Create New Policy

* Name:

*“ClassID:

Source Zone:
Source Address:
Destination Zone:
Destination Address:
Part Object:

* Status: EEERE Disable

x Trong L-

o Nam&?npacpolicy

o Cl asd DlaB:c| ars'sg mu, tnhnwo ibtng
t ht nag ter af f i ¢ po@bikady 208t cbass.
SourceZ@oneangug-ja tdmg8§d/mhzane s
DestinatZome Zbheh i@ talmg §d/hzacne s
Source Addmdysnos, & g-i tin, ch2nh |
Destinati gm A#Adchesgs:i tin, ch2nh
Port Oba emshc8c Po/htcObWwemt Qht h
gi 8 tr
o St atBdskHethic h3nh policy

© O 0o 0o ©

a .2 .
x Ng® d¥»%n\Wlci ™~ KWhatbic h3 nh.
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Hot |
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x Ng € dl/zn\gt:lcialtwh- &l ch3 nh.
5 Cblu h3nh c¢c8c t2nh ntng bl[o mdt cho

Leu Tr.€© kMi tcchnh protrntg 8nd/B 0. n @¥ldit rtoin g
mc 2. 4-0B)j Pot)h VITawyPal iAcHi r& wbljlercRo |l i
Create new phodlnhcy v° ¢
SouiZac e VAN
Desti Z@anh dhoins devi ce
Port OBnaecd 0a8Pbt. v
Tar gAeCQCEPT
St attmsabl e

X X X X X

5. Thc hibc h3nh certifitate tr°n tr3nh

The "hiit o “tctheo .c§d€u®y :
B€c Trud ecefd imigr eef ox:

Sync and save data

New tab
New window

New private window

Bookmarks
History
Downloads
Passwords

Add-ons and themes

Print...
Save page as...

Find in page...

Zoom

Settings

More tools

Help

Quit

HS wWOTrup ©®© o Setting tr°n Fir

B€c Prudp GEGe MeSrealyiNreg wor k setting
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Network Settings

Configure how Firefox connects to the internet. Learn more Settings...

H3 wHh M1 Net wor k Setting

B€c TBrong ®Betgt, Manual Pr 0%y ude tal fditp u r a
ca mM8Y ohoRkyponh t820810 v o al so use th
OK WL €u

Connection Settings

Configure Proxy Access to the Internet

No proxy
) Auto-detect proxy settings for this network
(® Use system proxy settings

Manual proxy configuration

va @

) Automatic proxy configuration URL
No proxy for

Example: .mozilla.org, .net.nz, 192.168.1.0/24
Connections to localhost, 127.0.0.1/8, and ::1 are never proxied.

["] Do not prompt for authentication if password is saved

|_| Proxy DNS when using SOCKS v4

Proxy DNS when using SOCKS v5

Cancel

H wR2Qu h3@nisEr ver proxy

B€c Trudgp fmh Privacy & rSencgufirlic@@ye rt t3imf ipcha
click v o VAE€wCesamdiAwmtt es v AcChnck v
file myrooth GAQKor.t v~ nh
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Certificate Manager

Your Certificates Authentication Decisions People Servers

You have certificates on Ffile that identify these certificate authorities

Certificate Name Security Device
v ACCV

ACCVRAIZ1 Builtin Object Token
~ Actalis S.p.A./03358520967

Actalis Authentication Root CA Builtin Object Token
~ AFfirmTrust

AFfirmTrust Premium ECC Builtin Object Token

AFFicrnTrick AMaobuanclina Duilkin Ahinck Talian

Import...

H3 wiBl mport CertifMcate v 0 tr

5.2B0 h3nh t2Zmdp Artnig Vihr us
Bec Trudp ® o GeAnurii fMCIriuck e h avnlte2 nth

ntng
Status Timezone

2024-08-19 13:49:50

H3 wh otBBtT t 2 nh nktng AV
B€c HW ‘'thlng b §¥Y§ssSsdeh.n h

Warning

Are you sure to enable antivirus?
This feature may cause this device to experience

-

reduced performance.

H3 wikbX8connatb t 2ggh nkn
5. 860 h3nh t2Hn hWenlh nfgi Icther

X ChnILV\tl'-b fili.ter m
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Web Filter

.

URL Action Status

Keyword ()
8

Keyword Action Status

H3 whb GiMowdh3nh Web filter

x Trong L - :
o Mode URLTHO Mhteged®r|l v~ c8c act
o Mode keywdrhd nf icl§tce rk:eq winir sde &krhd h t\
c8c action k m theo
oBlock il fOefaaetttit " m
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5.€b0 h3nh t2HnhDNSnnfgi Icther
xchnILV\th fili.ter m
CITT .

* DNS filter

Cancel
H3 wiyGi abdhimdci h3 nh DNS filter

x Trong L-:
o DNS f L¥ntgeérd DNS
o Act iChn:YY oacti on: Bl ock/ Unbl ock

5.8b0 h3nh t2HnhFinkegficht er

X ChnILV\tl'—'b fili.ter m

File fiter @)
2
File_Filter Action Status Action

Block list default: (|
e

Cancel
H3 wWiBGi adh™dci h3nh File filter

) . x
Edit URL Filter
* DNS filter
* Action
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H3 wW®Gi abdhmdci h3 ni d&hil etifilter
x Trong L-:
o Fil e Tein tleurfni Viifiitlrea c
o ActiChn:Y9Y oacti on: Bl ock/ Unbl ock

oListDdmthes8ch c8&df 'Bouiri file m~ t
> File Filter Details

cab
cmd
Crt
exe
dil
hilp
H3 B®WDanh s8ckltic8c file h

5.660 h3nh t2HnhNINnR® g ch

NI PS chih mR®pm c©8&c rule thebhed@cl Ca
d ¥%2n g .

NIPS Catagorys

s

H3 BHADanh s 8c hvac aNtl dor y ¢
XChnILV\tl'-b fili.iter m
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Rule Files

eeeeeeee

Security Rules

nnnnnnnn

|||||||||

||||||||||

Compliance Rules

< Service v Network Rules

pop3.

H3 Bi2Danh sS%phraoBe NI PS

x Trong L-
o Namé? paccategory
o Descr iMitfMmt egory
o Danh s8crhulcesct hel@Seg8archy rul e
Rul es é

6 Cblu h3nh t2nh ntng VPN tr°n NGFW
nWeHih h3nh c¢c8c t2nh ntingd%opmigh mh- m
v gqc mAVPNO.
Nh-m t2nh nEitmgc 8P N m&do VPN nhe€: | PS

6. Cbl h3nh t2nh ntng | PSec tr°n NGFW

T2nh nktng JP®HEEWt F'tmhaiicth- | t-0Si t
Site v~ Remott-®i tAe/fllels'smb Wi tthe®fmh (t unnel
g.ia hehig m AN Ita bd}i Glahiewayl]lL, Remotcé AccC
| “JJtclh” mc Wi "h@fmh (t upnn @i Bndser nhe |~ P
hbeo Smar tiPhtomdjehGat eway.

@u h3nh&Bt ke
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Bec T giam @MUuUAVPMGeneNTaunnel

B€c CHI h3nhng 8t uticewl i tihe€ fnbh s du Si-Cle
Sitdng IWE n gcaoriabkhl- a, c¢- ch&i8cph®hn
t'rl - 17 cx¥®g -Bhaered Key W§ Qeérct itfhi cat e.

H3 BIBGi abdh @Giilt ht nguthxnkt | Psec

Be€c3The hic8§c thao t&8c khs§c:
x K2chtchtoc "hit 8chadw Lhilig hinth ¢ rong

x K2 ch,tclmb,h: "hit &c av t hHind 3tnihn IcPSec.

X K2ch,tct,h: ‘"hillc h3inhgivaol P&ec.

Method

H3 BrHGi abh @iilt h: ngu thXnct | Pse

x K2chtchltor "hit 8chaw Lhillig hinth ¢ rong
x K2 ch,tclmd,h: "hit &c av t hBHinch3tnihn IcPSec.

X KZCh,tct,h: ‘"hilc h3inhgivaol P&ec.
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H3 BlGi adh™dci h3 nh | PSec

x Trong L-:

oLocalT2lchn clhP n€hchg WAR 4ilhlhe@
VPN.

o Remot @@ Dt:h! nga tsint d Brdeimtht®e VtPhNi.

oLocal AgdardéeR st.@gmag @ hth tvr 2 Lang s
Lahg VPN.

o Remote Andalrdel® st @lgnagc & htd "tvr 2 r e mo
t il 'h®@ VPN.

o Aut henti catet rrheati fdcdR r-har e d Key
Signatur e.

o Templ ath t'rthyapi8llch Site to Site v~

o Mode -Phared Key:
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Authenticate method: Pre-shared Key
# Pre-shared Key:
IKE:

ESP:

* Template type:

H3 B8IBGi adh™mdci h3 nh Mohdaer ePdr eKey

Pr-ehar edlKekye:y ¢ ho_:Tutnensetl 1l 2(3v45 &d) .
| KE & mES&P:ra c8c modam WMikplht an ke |
tr°n NGFW:  ItKES§ ® mE®BPe hEncryption
hell man exponentiati on.

o Encrypt§omnmode ‘m« hh- aasle? 28/ as
asel28mac/ asel9oz2/ asel92ctr/ e
ase256gmac/ 3des.

o Mode Signature:

© O

Authenticate method: Signature
Certificate File: L Upload
Key File: L Upload
Certificate CA File: 4, Upload

* Template type:

H3 BIYGi adhmdci h3 nh mode Signatur e

73



CDNG TYPHAIN CDNG MWFNG LANCS WAM \\
Hotl ine: +84 868275959 | Email @ i [dsvow@is an

# Template type:  Site to Site

Remote subnets:

H3 BIBGi adhmdci h3 nh Templ ate type Si

# Template type:  Remote Access

Client Address Range:

H3 BOGi abdh™dci h3 nh Templ ate type CI

NotmWwe B _iv T hMGFW fnhtBt chbeFcrewall p
Fi r edwoan €
- wan This Device AL ALL IKE X Disable 2 0@
\\\\\ wan This Device ALL ALL ESP  AH X Disable ACCEPT 4 G a
H3 ®®OTh°m rule v o firewall p
NotCn th°m rule allow c¢c8c port tr°)

allow allow traffic I SAKMP/ |1 KE (UD
allow traffic ESP (I P protocol 50)
allow traffic AH (I P protocol 51)
add rule forwmagidinbraffic v™0 m

6. 2Z2nh ntng VXLAN tr°n NGFW

VXLAN (Virtual [EXttenncst inbgthegglhh Na:21,

L RHiMkB ghc%epdm Ung VLAG thrguyt r ong
ttneg trunlgu twWmgmqguy.miVXILAN €&bh oc §xh @p
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f[o tr®hltfedn brP chirngnfhbng pdhGmg LW~ had i
t2nh @i nhphd Tgu

Bec T giam MEuAVPMVXLAN.

Local Tunnel Address

Network Netmask

H3 ®AGi abdh @iiltth h3nh VXLAN

T

X
VXLAN Configuration

“ Remote Address: 192.168.15.25
Network: 192.168.2.10 255.255.255.0
* Peer Network:  192.168.15.100
“Port: 4789
*MTU: 1450
“WLAM: 10

Remote Network:  10.20.80.0 24

H3 ®RG adh™e h3nh N Ghglicwo VKIL AN

x Trong L - :
o Remote Adadrels sl:P Want mRnnel L
o Net wanrak ¢ P t yanfehibc
o Peer Nelt"wolrPk ;auff mMib®earcc
o Porhtuu ti °n port 4789
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o MTUhu ti°n port 1450
o VLAN:r ondgn ¢k-hl1o 0
0o Remote NEa wohr & d hlb©eh c

B€c TPhc hic8c thao t §c:
x K2chtchZol "hitStchay I htilg hsimh ctr
VXLAN.

x K2 ch,tclmct,h: “hit &c av t hBHind 3tnihn VeXL AN.
x K2 ch,tct,h: ‘“hitllc h3inhgivaoVXhAN

B€c3:ni ,iv NGFWfhhal tawcport v~ accept
v firewall policy.

Firewall Zone Configuration

“ Name:

List Network @ ahcY_vxlan x

*Incoming : [EElelei=yy REJECT DROP

*Qutgoing : EEElele=yy REJECT DROP

Forward Within Zone ACCEPT REJECT DROP

Masquerading :

MSS clamping

H3 ®IBFi rewal | Zone add tun_vx|
Bec4Add firewall zone arcg empfhiregch ot.tteur nfna
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:
Name
VXLAN_4789
Group Name
Tunneling
* Protacol
TCP/UDP/SCTP
ubp 4789 4789 [©)]
+ Add Port

H3 ®RQu h3nh trong Port Objec

X

Cin %t port obj ect'hv xtihhaé 4UBB port,

NotGn thhi3 rule
xallow traffic VXLAN proto (UDP por
add zone for interface VXLAN
add rule forward traffic from zone

X

X

6. 2nh nktng GRE tr°n NGFW
@u h®nh GRE:

Bec T giam @uAVPMVXLAN.

RE Configuration

uuuuuuuuuu
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X
GRE Configuration

Local Address:  192.168.2.10
* Remote Address:  192.168.15.25
“Network:  10.20.80.0
Netmask: 255.255.255.0
* Peer Network: = 10.20.80.11

Remote Network:  10.20.50.0 24

H3 ©bGi abth @iilvh gMae &P nh GRE

x Trong L-:
oLocal Adare®sWanAdib
o Remot e Anadrde® sWan Tjhvnbin t unnel
o Net wanrak ¢ ® t yanfpehibc
o Net mansak ‘®Nle t maa kt wmn dlh ibc
o Peer Nenfawodrikknn e | b°n ki a
o Remote Nmawbhlan bA dkau
B€c Phc hic8§c thao t 8c:
x K2chtchZol "hitStchay L htilg hsimh ctr
VXLAN.

x K2 ch,tclmd,h: "hit &c av t hHingh3tnihn VeX L AN.

X KZCh,tct,h: ‘"hile h3inhgivaoVXhAN
Be€c m®i . iv MhNGFW fnh3adad rule cho Firewa
zon2 b°n
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- -
- ] a X
Firewall Zone Configuration

* Name:
* List Network: (@ gre4-Ro7h x
* Incoming : ACCEPT REJECT DROP

* Outgoing: [elei=zyy REJECT DROP

* Forward Within Zone: [Gle{sSzy REJECT DROP
Masquerading:

MSS clamping:

H3 9% dA rul e tr°n Firewall Z C

ACCEPT 2 4a a
wan This Device ALL ALL GRE X Disable ACCEP 2 Q E

lan GRE AL AL PING > Disable

H3 ®iW¥Tto 2 @®audda ch3nh | °n firewall

Not e:
xall ow traffic I NPUT protocol GRE (

xadd zone cho inter fftactethyBRecEh ( ACCEPT
xadd rule forward traffic src zone

6. 2 nh nktng PPTP tr°n NGFW

PPTP (tP®doinmt Tunnelli'ntgm ®ir @ dmdg bod ¢
sdngwWibh cBCinkVPN (Virtual Privateéei Net v
d¥%ngaff kin an Jt ¢hignintda  dhc qua I nternet .

PPTP chi®wPPTR 2epher
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PPTP Server Mode
Status Range From Range To Username Password
Enable 172.168.20.50 20 Ducsne 123456 Z E
(1
r -
)
PPTP Configure

Status : Enable
* Range From: 172.168.20.50
“ Range To: 20
* Username : Ducsnc

Password: = ssssss E

H: ®8 GiMowdh3nh PPTP

x Trong Config PPTP server:

St atTéhsg t h8§i HbEnDaibslaeh lheo ser ver
Range #&aomitp

RangeKHhlmgalcch
Usernbide:user name

Pass wkhegpd :;passwor d

© O 0 © ©o

PPTP Client
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X
PPTP Configure

“ServerIP: | 192.168.15.29
“ Username: = Ducsnc
“Password:; = sssses

Enable PPTP Route: Enable

H: ®® GiMowdh3nh PPTP Client

x Trong Config PPTP client:
o ServeNkpl R:P _&VvaRPTP server
o UserndHie:user name
o Pass whhkpd: password
o Enabl e PPTP Rout e

Trony MBFWndlc h3nh rule Wihoewai®p @
ra mgmnifi'inkt unnel

xallow traffic PPTP (TCP port 1723)
xallow traffic GRE (I P protocol 47)
xadd zone for i nterface PPTP

xadd rule forward tZpaWANc from zone
- mevews AL AL pore X oisale = ¢« o @

Allow-PPTP1 wan This Device ALL ALL GRE X Disable T 2 Q a
He 1O:0Ou hRuwlhe Pol i cy

6. 352nh ntng OpenVPN trong NGFW
OpenVIPNt mfp hgn m« nngiu'e&  gngWd cBcink
mthg rfo° OYPN) a%Wwhtton'' n v~ m
x T giam @uAVPMOPENVPN
x Gi aon dcihia | "m 2: OPENVPN server v~
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6. SOPENVPN server

ertifical CAC ical tatu
..... - . Al -

X
OpenVPN Configuration

Mode: = Server
Status:  Enable
Port: = 33333
Subnet:  10.50.0.0
Netmask: 255.255.255.0

Type Access Internet

Certificate File:  server.crt &, Upload
Key File: = serverkey & Upload
Ceriificate CAFile:  ca.crt & Upload

H3 d:1m«e€ h3nh wva GCGRENVRNC

x Trong L-

o Mod&erver v° client

o St attmsabl e v~ Disabl e

o PorNhdg P oebr5t5 315

O SubnNhdp: | P cho tunnel

O Net maNbk : | P net mask

o Type AGmehksvnie i nt e fnrbiflceikhhim@ g
Li qua VSNy ch
oCertifioptat i tet

o Key hkipldat e key
o CertificaupdatAe FCA e:
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6. 5 0PENVPN client

X
OpenVPN Configuration

Mode: Client
Status: Enable

“ ServerIP:  192.168.15.30

“Port: 33333
Certificate File:  client.crt 1, Upload
Key File:  client.key 1, Upload
Certificate CAFile:  ca.crt 1. Upload

He 1:2 GiMow dh3 nh OPENVPN client
x Tron:g L-
Mod&erver v~° client
St atEmsaasbl e v Disabl e
Servenrhl!| PP server
Porntlh P oe6r5t5 315
Certifioptet i tet
Key kipldat e key
Certificatap@GAtEI ICA

© O O o o o o
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x K2chtchZol "hitStchay L htilg hsimh ctr
OPENVPN.

x K2 ch,tclmct,h: "hit &c av t hBEindh3tnihn OCPENVF

x K2 ch,tct,h: ‘hilc h3inhgiva oORPEBENVPN.

x Wk -a c8c Céengi finmatei s

F
. X
Certificates Management

Certificate File: Delete

Key File: Delete

Certificate CA File: Delete

H3 MlD:3 GiMMoxdmn certificate

NotmW onfi g OPENNPWDGFWC alhliow firew:
vFrewall Zone

x Cti h3nh tr°n router server:
oallow traffic I NPUT prht ¢k UDF
oadd zone cho interfade tOfgmnV/PN

x Cti h3nh tr°n router client:
oallow traffic I NPUT (UDP, TCP po

(*Nu odu router oplumgnt truy ¢

x Cti h3nh tr°n router server:

oadd rule forward traffic.src zor
*)NAU  odu fKtHPbh2 a sau rowpemgceclient tr

x Ctlh h3nh tr°n router client:
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oadd zone cho | ndMarsfgaeceg a@eenVPN,

oadd rule forward traffic. src zor

Add rul e

v + Enable ra
allow-openvpnl OPENVPN wan ALL ALL PING X Disable ACCEPT 2 a
OPENVPN TCP:33333-33333, UDP:33333-33333 Z a a
PPPPPPP ~ Enable X able 2
low-openvpy ThisDevice AL AL OPENVPN X Disable  ACCEPT 208
allow-openvpn1 lan OPEN ING X Disable wcceer 2 0 ()
OPENVPN TCP:33333-33333, UDP:33333-33333 2z a ‘

T€ehngh®l ch3 nh

rul e firewall cho
rul ehga m

7 Cblu h3nh c¢c8§c d ch v,

(Service)
7.Chi h3nh t2nh

ntng DDNS

x T gi am @iuABer Wilcyenami ¢ DNS:
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Provider:  DynDNS
Status:
Mode:
URL:
+ Username:
+ Password: @

Hostname:

H3 diD:Gi adh™dci h3 nh DDNS

x Trong L-:
o EnabBde&t t 2 nh ntng Dynamic DNS.
o Usern@me: Lthng WM namic DNS serverl
o PasswMd dd hLtdganbDynamic DNS.
o Your ddmaiQmitg mufhpil chp bhi
o ModeProvider URL/ Customer URL)
o Provi deC” MRIDynami ¢ DNS server:
0O CustomelC”"lHRLDynami c DNS client:
oni thtng tingURv Predhwnigder / Cust o
o Submi<®uwl ch3 nh.

7.0 h3nh t2nh ntng NTP
x T gi am f[@iuAd Ber AiNTeP :
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NTP Server Configuration

Enable Bandwidth Limit: = True
Enable Server:  False

Server:

NTP Server List

Server Name Action

2vn.pool.ntp.org E
vn.pool.ntp.org E
asia.pool.ntp.org E

H: A:&i ad™dci h3 nh NTP

Submit s, . :
Xchh,th\: " CThhith°mhc®d®HNSmi

Xchh,thEdfin X -Ga BINS.
7.8b0 h3nh t2nh ntng Multimedia

Nh-m t2nh ntnmg KRa@o pdée€hndyaltli, vi dec
Message, voice mail chyvtwm g elocio ViRer enc
Ser Wikuel t i Medi a:

7. 30d h3@anhXsmi°n NGFW ( Number Digits)

x KWwh t ¥heg ttfihn 88 hw° b'aco Lheigl®T bg° a8 NIGF
Ser vA Klelst i AadNdimber Digits:
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Number Digits  Sip Device  SipPeer  SipRegistration VR Conference Call  Settings  Logs
Number Status Action

300X enable Z a
500X enable Z a

H3 Al0:&i adh™ci h3nh t2nh nktng Numbe

x K2chtctidc hit §dhay thilwigheinh ¢rong
Digits.

x K2 chtcHitoc "hit,&c av t hEinch3tnihn Nou mb e r

x K2chtcllel®t t "hilc h3inhgivaoNdmber Di

X
Number Digits Config

* NMumber Digits :

H3 A0 Gi abdi™dci h3 nAA d&Nhuimbteir Di gi t s

x Trong L - :
o Number ®Dugshs® bao Ltng kT tr°n
o Status ( EnaBdlédtfuDisshailfl édl)azo L« Ltn
7.302 h3nh thu¥i bd¥n g htor nrg INGHV8IgPu D

KWh t Fhag ttriif&pl ¢ 8tchas @ifll B« "d€ltng kI
Number DNGFWsg, twnfgn uBmgr cB8 c h:A Mudrtviinceeds
ASI P Device:
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Number Digits Sip Device Sip Peer Sip Registration IVR Conference Call Settings Logs

Sip Device List
Register Number Username Password Service Action
3001 3001 123456 nat Z a
3002 3002 123456 message Va a
3003 3003 123436 nat Z a

He A0:&i adbhmdci h3nh t2nh ntng SI P |

x K2 chtchZtor "hit,Schaw th?!Hhalg ht3inth o r on
Devi ce.
x K2 ch,thE'o,h: "hit &c av t hHing 3tnihn Sd p De

X chh,tct,h: "hillc h3inhgivaoSitfm Devi ce

Sip Device Edit

* Register Number:

+ Username:
* Password: @
Service:

H3 AiD:Gi adh™dci h3 nMA dRBinhtinkng SI P De
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x Trong L -:

o RegisternNogb&fiosingdEng (cUdés) t
L « kh'aNumkBer Digits.
Username:®ingedekng.

Pass wbhjidhl dn X« hc h'oi ndg¥h g .
Ser vNATe/:Message/ Fol |l ow Me/ Al |
Submi<@wl chi nh

7. 3T.hai opl yng t rACMBUKNK) itt rh°ady nmNBFW ( S|
Peer)

x KWh t Fhag ttrif&h! ‘'th®i t r unk tad nc SNgEIFab b
din [puA Ber WiMuel t | mMSdipa Peer :

X KZCh,tct,h: "hifg Bl m B TruniSMRr °n
2506 E:

SIP Peer Edit

+ Number:

0]
0]
0]
0]

+ Peer Name:
* S|P Peer Address:
+ S|P Peer Port:

Service:  Service

H3 A1 Gi adi™dci h3 nA dahBinhtinkng SI P p

x Trong L - :
o Numbafu:" shu° bnadifhplut r °n Kuaiff hhiay
vi NGFW.
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o Peer Né&met:° n" ngha rn® ki kpilyiv -B BIR
2506 E.

0 SI'P Peer nAddrieacf hibun & kgl "Ih@
Trunik NGFW.

o SI P PeebefPaourltt: 5060 .

o Ser vNATe/:Message/ Al |

o Submi®uwl ch3nh.

7. €0 h3aml tehg [ i(1 VR) tr°n NGFW
Ki®©m tra trung thS§i l VR tr°n NGFW

x T giam @MuABervices MuVRiIi Medi a

Number Digits Sip Device Sip Peer Sip Registration VR Conference Call Settings Logs

Number Digits List

Number IVR Music Action

H3S Ml Gi abdh Giilt htng tin | VR

x K2chtch’ tolt "hitSchaw thtHig httinth ¢ ron
Devi ce.

x K2 ¢ch't chito,h: "hit &c av t hBinch3tnihn Sd p De
x K2chtchdisdt it "hilc h3inhgivaoSitm Devi ce
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Hotline: +84 868275959 | Email @ i fueoou@k an
Number IVR Edit
* Number [VR: ‘ | ‘

Music:  Status

H3 Ai:%Bi adi™ci h3nh t2nh nktng | VR
Button1:
Buttond:
Button3:
Button4:
Button5:

Buttono:

Button7:

H3 MA:.&i adbh™dci h3 nA d¢hBinhtinkng | VR

x Trong L - :
o Number T%VRng L"i | VR.
AStatEmsab Wetd tLt2nh ntng n’vy.
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A MusiTdVi Ppl %h ¢ch he€Xd nig'@g. ¢ hhi
mong nmu heo thao t&8c ph2m.
o TIp thBepltdhEic galser t heob. cBSuct tpmn2 ni
Button 9.
o Submi<®uwl ch3nh.

7.8b0 h3at gd nh-m (Conference Call) t
7. 5K@nh tymg ttrh 8§ i Conference Call tr?°
x T gi am @uABer vA Melst i mE€dindh er ence Ca

Number Digits Sip Device Sip Peer Sip Registration IVR Conference Call Settings Logs

Room Number Action

x K2ch tch€2tole "hi t 8tchay K h?t!mlg h3imh ctr
Conference Call
K2chtcHilltolr "hit &c av t hln d 3tnihn Conf er e

He Mi:&i abhmdci h3nh t2nh nktng Conf e

X

X

K2chtchmmsdt t "hilc h3inhgivaoComference
Trong L-:

o Room Nu8&lpér ng.

o SettingirhRadnmnm:h2nh s8ch cho Root

X
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x Trong L - :
o Max mem®EeM@sy: t h” hih Lvai °poh [tng.
o Mi xi ng Initt eitr vggilan (ms) git¥hph ©m |
n Bl .
ol nterval Jdalinwl &, lba e q.
o Record c oBufdetr @ h ci e @nh oh
o Vi deo Baodite/thvi deo cho ph,ng

7.55€etting Adphi mh?2 nitai sA8dcnhi nc.

Setting Admin

Mumber Admin: &

Announce user:  MNone

Dencise: | MNone

Dsp drop silence:  Mone

Marked: MNone

Music on held:  MNone

* Timeout:

Button 1:  MNone

Button 2: MNone

Button 3:  MNone
H3 Adi:%&i adi™dci h3 nh ASetting Admir
x Trong L :
914



CDNG TYPHAIN CDNG MWFNG LANCS WAM
Hot |l i ne: +84 868275959 | Emai |

\

i ﬂN&n@rw@Ms an

o Number Adihidphfil " 8" password cho ac

o An

nounce user courBd &t Etn2arbH e Dn g
b&8o cho User tr°n NGFW

o Denoi se (EnoaBaldet/ D sablIDe)noi se tr

Cal |

oDsp drop silenceBd @Entadbhle/ DLeaghbll
I

S i

ence cho Conference

Cal |

o Mar ket Enabl e/ BEdi &dtatbh?lneh n ylar K r ° n

Conference Cal l

o Music on hold when eBapdty teé Bhalml
Music on hold when empty tr°n Cc

oTi medWwlicecpl°t hgi an cho Conference

o ButtTohfiddl c8c ph2m d”" nh
Bd /T t.mYnopBiud mniodn. 1
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7.55e3tting AVWglech?2 AmMis8ch cho user Kk
Conference Call

Mumber User: B
Anncunce user:  Mone
Dencise: MNone
Dsp drop silence:  MNone
End_Marked: MNone
Music on held:  MNone
Talk detection:  Mone
Wait marked: MNone
Button 1: | Mone

Button 2: MNone

H3 Al &i adi™dci h3 nh ASetting User

x Trong L-
o Number TUdiedfl " 8" password cho adri
o Announce user courmBd &t Etn2arbH et Dn g
b8o cho User tr°n NGFW.
o Denoi se (En&3dlda/Dd mamibde )t:r °n Con
o Dsp drop silenceBd @Entadbhle/ DLeghbll
silence cho Conference Call
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o Markd (EnabB&&bDitathl en)b:ng Mar kd
Cal |

o Music on hold when eBapdty teé Bhaml
Musi c on hold when empty tr°n C

oTal k detection eveBadtdst ( EmfabhéhD
detection events tr°n tr°n Conf e

oWait marked (EBabRltet/?Dnisabbterly: Wa
tr°n tr°n Conference Call

o But tTohfidpl c8c ph2m d"nh ri°ng cho
Bd /T t.mYnopBiud mniodn. 1

o Submi<®uwl ch3 nh.

7. 6b1 h3amt Sd P Registration

K@&n t¥mg ttrh §i SI'P Registration tr*°n

x T gi am @iuABer AWiMuel t i mS&diPaRegi strat.

Sip Registration List

Server Name SIP Server Address SIP Server Port SIP Client Address SIP Client Port Username Action
H3 Al Gi abdh @Giilt h: ngu thnnktk SI P Regi st

x K2 chtchZitoc "hi t 8&chavw t ht!Halg htdinth d¢ r on
Registration.
x K2 chtcHiltolr "hit &c av t hln d 3tnihn Sd P Re g

x K2chtchsmst It hitlc h3inhgivaoSitR Regi st
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Sip Registration Edit

* Server Mame:
* 5P Server Address:
* 5IF Server Port:
* S5IP Client Address:
# S|P Client Port:
* Username:

* Password: B

Confirm Password: &

H3 1M1 &i adbh™dci h3nh SI P Registrati

x Trong L - :
o Status ( Enabkd el Dti2smlb |l ®mrdng SI P R
LSSMR 506 E.
Server TRam&er vepr iNGFW Kk
SI'P ServenaAdRPneSsrver.
SI'P Servcdr§PRanttaSISercver .
SI'P Clienta Adidae€bient .
User ndame:ingdkng.
Pass wpot étim X« h c h'oi ndg¥eh g .
Confirm PXScdiodnd X« ha &g lbl choi ng+e€
d ¥%2n g
o Submi®uwl ch3nh.

©O O O 0O 0O O O
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7.Tblu h3nh d ch v, Mail boxes Digits (
K&n tvymg ttrh8i Setting tr°n NGFW

x T giam @uABer vA Melst i mSeit ai ng:

Number Digits Sip Device Sip Peer Sip Registration IVR Conference Call Settings Logs

Mailboxes Config Tranfer Call

Mailboxes Config

Number voicemail Max logins Max message Max second Min second Action

100 100 100 100 100 Yz

(1)
H3 A1l %Gi ath Giilthtng tin Transfer Cal
x Kz2chtchZol "hi tStchay & h? g h3imh ctr
Mai |l boxes Digits.
X K2ch,tchﬂd,h: "hi t8c-a thwHnghs3trnim Mai l
Digits.
X K2ch,tct,h: "hBc h3inhgivaoMaihl boxes
7. 7TTrlansfer Cal l

Number Digits Sip Device Sip Pear Sip Registration IVR Conference Call Settings Logs

Mailboxes Config Tranfer Call

Tranfer Call

Blindxfer Atxfer Action

1 #1 z
Gi abhmdci h3nh Transf er Cal |
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x Trong L -:
o Bl i ndxHlieglfll " s h WMy m@ , © ug.
o At x fTehli plfl " sham gii@. cu
0O Submi®uwl ch3nh.

7. 7TMa2i | boxes Config

Mailboxes Digits Edit

* Number Voicemail: 100
* Max logins: 100

* Max message: 100

* Max second: 100

* Min second: 100

H3 2. Gi adh™dci h3 nh Mail boxes Conf

x Trong L -:
o St atus (EnaBd ot Dt $abl en)t:ng Mai |
NGF W.
o Number Vol hiiephasht :hit2nh nktng Voi
o Thc "hic&cdhltimi Max | ogin, Max mess
Mi n second.
O Submi<®uwl ch3nh.

7.8Mh tra tilingdnh nLanphehngNGFW
Gi abdbh édhiiMtihng ti XLeuc httmaamtgs °n NGF
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x T giam f@iull SAeMwlitciesé diga

MNumber Digits Sip Device Sip Peer Sip Registration IVR Conference Call Settings Logs

Endpoints Mailboxes Features Voicemail

Log Data

Endpoint: <Endpointi/CID........cuiieiiernnnnnnnnannnanaanaa.> <5tate..... > <Channels.>»
I/0Auth: <AUthId/UserName. .. o ie ittt ii et iae e aaesansanannsanannsanssnnsnnans >
o » <MaxContact>
Contact: <AorfContactUri..........................> <Hash....> <Status> <RTT(ms)..>
Transport: <Transportld........ > <Type> <cos> <tos> <BindaAddress.................. >
Identify: <Identify/Endpoint. .. ...t ittt iitiaecnenancannnnnans >
Match: <criteria.......ciciiniiiniiniaan?
Channel: <Channelld........iuieieieiierennionanarennnannnns > <State..... > <Time..... >
Exten: <DialedExten........... > CLCID: <ConnectedLineCID....... »
Endpoint: 3881/3881 Unavailable 8 of inf
InAuth: 3881/2881
Aor:  Z2@el 18
Endpoint: 3882/38862 Unavailable 8 of inf
InAuth: 3882/2082
Aor: 3882

H3 A2 Gi abdh @iilt bg
7.€@80 h3nh t2nh nktng DNS

7. 9Gilabdhmdci h3 nkh VIDIN S |
x Trudp ¢t r Bnn W Beu A DCNeS :

H3 M. B abd™dci h3 nh DNS

x K2chtckhio : Thhith°mhcd&NSmMI
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