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CHһҹNG I. GI֦I THIU֒ CHUNG Vԓ THIԑT B֖ NGFW 

Tһ֨NG LָA THԑ H֒ M֦I (NGFW) là l§ chԂn bӶo v֓ giֻa mӴng ni֥ b ֥v¨ 

m¹i trҼn֩g b°n ngo¨i, ĽӶm bӶo rԄng ch ֕nhֻng lҼu lҼn֯g ĽҼc֯ ph®p mi֧ c· thԜ 

tiԒp cԀn h֓ th֝ng, ngŁn chԊn c§c mi֝ Ľe da֙ t ַb°n ngo¨i v¨ bӶo v֓ dֻ li֓u quan 

tr֙ng. ņiԜn h³nh l¨ c§c t²nh nŁng: Firewall Zone, Firewall Policy, DoS 

protectioné 

 

L֯i ²ch giӶi ph§p mang lӴi: 

× H֓ th֝ng ph§t hin֓ v¨ ngŁn chԊn x©m nhԀp: H ֣tr֯ Intrusion Detection 

System (IDS) v¨ Intrusion Prevention System (IPS), Antivirus, Web Filter, 

DNS filter... gi¼p ph§t hin֓ v¨ ngŁn chԊn c§c cuc֥ tӸn c¹ng mӴng, bӶo v֓ 

h֓ th֝ng trҼc֧ c§c mi֝ Ľe da֙ t ַb°n ngo¨i. 

× ThiԒt b ֗NGFW cȈng thcֽ hin֓ c§c chcֵ nŁng nhҼ: ņn֗h tuyԒn, chuyԜn 

mӴch v¨ cung cӸp c§c dc֗h v ֱmӴng cҺ bӶn nhҼ DHCP, DNS, NAT. 

× H֣ tr֯ Ľa giao thcֵ VPN nhҼ OpenVPN, PPTP, VTI, VXLAN, GRE v¨ 

IPSec, gi¼p tӴo c§c kԒt ni֝ bӶo mԀt giaֻ c§c vŁn ph¸ng chi nh§nh hoԊc v֧i 

ngҼ֩i d½ng t ַxa. 

× T²nh nŁng Ľa phҼҺng tin֓: ThiԒt b ֗h֣ tr֯ c§c dc֗h v ֱĽa phҼҺng tin֓ nhҼ 

cӸu h³nh s ֝thu° bao (SIP Device), thiԒt lԀp ĽҼn֩g Trunk (SIP Peer), cung 

cӸp d֗ch v ֱg֙i nh·m (Conference Call), dc֗h v ֱt֡ng Ľ¨i Ӷo (IVR), v¨ dc֗h 

vֱ ĽŁng kĨ SIP. 

× QuӶn lĨ v¨ cӸu h³nh d ֑d¨ng: ThiԒt b ֗NGFW cung cӸp giao din֓ quӶn lĨ 

web HTTP nh¼ng, tҼҺng th²ch vi֧ c§c tr³nh duyt֓ web ph ֡biԒn nhҼ 

Internet Explorer, Mozilla Firefox, Google Chrome, Cc֝ C֝c, v¨ Microsoft 

Edge. NgҼi֩ d½ng c· thԜ d֑ d¨ng cӸu h³nh v¨ theo d»i hoӴt Ľn֥g mӴng t ַ

bӸt kȢ thiԒt b ֗m§y t²nh n¨o, ĽӶm bӶo vic֓ quӶn lĨ mӴng ĽҼc֯ thcֽ hin֓ an 

to¨n v¨ thuԀn tin֓. 
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Th¨nh phӺn giӶi ph§p: 

× PhӺn cֵng: ThiԒt b֗ NGFW 

 

H³nh 1: H³nh nͩh thχc tΔ cνa thiΔt bΠ NGFW 

o 4 c֡ng Ethernet 1Gb  

o 2 c֡ng SFP+ 

o 1 c֡ng Console 

o 1 nút Reset 

o 2 c֡ng USB debug 

× PhӺn mԚm: 

o Phi°n bӶn: 2.0 

 

ņ֝i tҼ֯ng sֹ dֱng t¨i li֓u: 

S§ch hҼn֧g dӾn d¨nh cho c§c quӶn tr ֗mӴng, ngҼi֩ chu֗ tr§ch nhim֓ cho 

vi֓c vԀn h¨nh v¨ quӶn lĨ c§c thiԒt b ֗mӴng tr°n h ֓th֝ng. S§ch hҼn֧g dӾn y°u cӺu 

ngҼ֩i d½ng c· hiԜu biԒt cҺ bӶn vԚ mӴng. 
 

CӸu tr¼c cֳa t¨i li֓u: 

S§ch hҼ֧ng dӾn cung cӸp c§c th¹ng tin chi tiԒt vԚ c§c t²nh nŁng ch²nh 

cֳa thiԒt b֗ NGFW. Ngo¨i ra s§ch cȈng m¹ tӶ giao di֓n cӸu h³nh tr°n WEB 

cֳa thiԒt b֗. 

S§ch hҼ֧ng dӾn bao g֟m nhֻng phӺn ch²nh nhҼ sau: 

× ChҼҺng I: Gi֧i thi֓u vԚ thiԒt b֗ NGFW 

× ChҼҺng II: HҼ֧ng dӾn cӸu h³nh c§c t²nh nŁng tr°n giao di֓n WEB 

ngҼ֩i d½ng 
 

C§c t¨i li֓u li°n quan kh§c: 

ņԜ biԒt th°m th¹ng tin vԚ quӶn lĨ thiԒt b ֗bԄng giao din֓ CLI vui l¸ng tham 

khӶo t¨i liu֓ ñH α̯ng dn͵ sσ dλng ThiΔt bΠ Tγ̯ng lσa LinkSafe SMR 2506-E (giao 

diΜn CLI)ò.  
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CHһҹNG II. CӷU HČNH CĆC TĉNH NŀNG TRąN DďNG THIԑT B֖ NGFW  

1 C§c bҼ֧c thiԒt lԀp ban ĽӺu ĽԜ cӸu h³nh thiԒt b֗ 

BҼ֧c 1: KԒt ni֝ m§y t²nh v¨o mt֥ cn֡g MGMT bӸt kȢ cֳa thiԒt b ֗NGFW. 

BҼ֧c 2: ņ֗a ch ֕mԊc Ľ֗nh caֳ cn֡g MGMT thiԒt b ֗NGFW 

BҼ֧c 3: M  ֫tr³nh duyt֓ web, truy cԀp v¨o Ľa֗ ch ֕ñhttps://192.168.138.1ò. Giao 

di֓n ĽŁng nhԀp thiԒt b ֗nhҼ sau: 

 

H³nh 2: Giao diΜn ĽŁng nhͻp v¨o NGFW 

BҼ֧c 4: ņŁng nhԀp v֧i t¨i khoӶn mԊc Ľ֗nh: 

× Username: admin 

× Password: 123456789abc 

BҼ֧c 5: V¨o giao din֓ quӶn lĨ v¨ thcֽ hin֓ c§c t§c v.ֱ Giao din֓ hiԜn th ֗tr³nh 

quӶn lĨ (Dashboard) tr°n NGFW: 

 
H³nh 3: Giao diΜn hiΘn thΠ tr³nh qunͩ lĨ (Dashboard) tr°n NGFW 
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× Giao din֓ hiԜn th ֗tr³nh quӶn lĨ (Dashboard) gm֟ c§c th¹ng tin ch²nh nhҼ 

sau: 

o HiԜn th֗ th¹ng tin h֓ th֝ng (System Information): m¹ tӶ c§c th¹ng 
tin li°n quan ĽԒn h֓ th֝ng thiԒt b֗ NGFW nhҼ: T°n, ngҼ֩i d½ng, 

phi°n bӶn OS, b֥ nh֧é 

o HiԜn th֗ trӴng th§i cֳa c֡ng WAN, LAN: TrӴng th§i up/down v¨ Ľ֗a 
ch֕ IPv4 ĽҼ֯c g§n tr°n c§c c֡ng. 

o HiԜn th֗ bӶn Ľ֟ lҼu lҼ֯ng: ThԜ hi֓n bԄng h³nh Ӷnh cֳa lҼu lҼ֯ng 
upload/download cֳa c֡ng c§c c֡ng WAN/LAN. 

2 CӸu h³nh c֡ng mӴng (Interface) tr°n NGFW 

Trong mֱc n¨y ngҼ֩i d½ng thֽc hi֓n cӸu h³nh giao di֓n c§c c֡ng WAN, 

LAN. 

H֣ tr֯ cӸu h³nh m֥t s֝ t²nh nŁng mӴng layer 2: H֣ tr֯ c§c giao di֓n kiԜm 

tra v¨ cӸu h³nh cho ngҼ֩i d½ng c§c t²nh nŁng: VLAN Interface, DMZ, Port 

Mirroring, và LACP. 

2.1 CӸu h³nh cho ph®p miԚn mӴng LAN s ֹdֱng dc֗h v ֱHTTP/HTTPS 

ņԜ cӸu h³nh cho ph®p miԚn mӴng LAN s ֹdֱng dc֗h v ֱHTTP/HTTPS 

th¹ng qua miԚn mӴng WAN trong lӺn ĽӺu khi֫ Ľn֥g, ta thcֽ hin֓ c§c bҼc֧ nhҼ 

sau: 

BҼ֧c 1: Ch֙n Policy & Object Ą Firewall Zone: Chn֙ List Network: WAN cho 

Zone WAN 

BҼ֧c 2: Ch֙n Policy & Object Ą Firewall Policy, th°m policy truy cԀp WAN t ַ

LAN nhҼ sau: 
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H³nh 4: Giao diΜn cͫu h³nh policy cho firewall 

× Ch֙n  

o Name: ņiԚn t°n g֯i nh֧. V² dֱ: Allow-LAN 

o Source zone: ch֙n LAN 

o Destination zone: ch֙n WAN 

o Port Object: Cho ph®p d֗ch vֱ (Port v¨ Protocol) cֱ thԜ. NԒu mu֝n 

ch֕ cho ph®p HTTP, HTTPS, SSH th³ c· thԜ lֽa ch֙n tַ list s֡ ra. 

o Target: Ch֙n ACCEPT (ACCEPT: cho ph®p, DROP: loӴi b֛, 

REJECT: loӴi b֛ v¨ c· th¹ng b§o phӶn h֟i). 

o Status: Ch֙n Enable (C· hay kh¹ng cho policy ĽҼ֯c thֽc thi. 

(Enable: ĽҼ֯c thֽc thi, Disable: ch֕ ĽҼ֯c lҼu lӴi, nhҼng kh¹ng ĽҼ֯c 

thֽc thi). 

o C§c trҼ֩ng c¸n lӴi c· thԜ b֛ qua. 

LҼu Ĩ: HӴn chԒ vi֓c cӸp quyԚn to¨n b ֥c§c dc֗h v ֱ(ALL_TCP, 

ALL_UDP). 

2.2 CӸu h³nh giao din֓ WAN tr°n NGFW 

TrҼ֧c khi Ľi v¨o cӸu h³nh c§c th¹ng tin cho giao din֓ WAN, ngҼi֩ d½ng 

cӺn kiԜm tra trӴng th§i caֳ cn֡g WAN tӴi tr³nh quӶn lĨ (Dashboard): 
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H³nh 5: Giao diΜn hiΘn thΠ th¹ng tin v¨ trnͧg th§i WAN tr°n NGFW 

× Tַ giao din֓ tr³nh quӶn lĨ ngҼi֩ d½ng truy cԀp ĽԒn Ą Interface Ą WAN 

Interface: 

 

H³nh 6: Giao diΜn hiΘn thΠ cͫu h³nh cΫng WAN 

× Trong Ľ·: 

o Name: NhԀp tên 

o Protocol: ChԒ Ľ֥ Static hoԊc DHCP hoԊc PPP 

o Interface Name: Ch֙n c֡ng mӴng c· sԈn 

o IP Address: NhԀp IP Address 
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o Netmask: NhԀp Ľ֗a ch֕ IP Netmask 

o Gateway: NhԀp Ľia ch֕ Gateway 

o DNS: ņiԚn DNS 

o Khi ch֙n c§c protocol l¨ Static hoԊc PPPoE cӺn ĽiԚn th°m 1 s֝ 
trҼ֩ng: Ľ֗a ch֕ IP, Subnet Mask, Gateway và Username/Password 

Ľ֝i v֧i protocol PPP 

o Submit: L̯u cͫu h³nh. 

2.3 Giao din֓ cӸu h³nh LAN Interface tr°n NGFW 

TrҼ֧c khi Ľi v¨o cӸu h³nh c§c th¹ng tin cho giao din֓ LAN, ngҼi֩ d½ng 

cӺn kiԜm tra trӴng th§i caֳ cn֡g LAN tӴi tr³nh quӶn lĨ (Dashboard): 

 
H³nh 7: Giao diΜn hiΘn thΠ th¹ng tin v¨ trnͧg th§i LAN tr°n NGFW 

× Tַ giao din֓ tr³nh quӶn lĨ ngҼi֩ d½ng truy cԀp ĽԒn Ą Interface Ą LAN 

Interface Ą Create New: 
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H³nh 8: Giao diΜn hiΘn thΠ cͫu h³nh cΫng LAN 

× Trong Ľ·: 

o Name: Ch֙n g§n t°n c֡ng 

o Interface Name: Ch֙n c֡ng mӴng 

o Protocol: Ch֙n static 

o IP/Netmask: ņiԚn IP/Netmask 

o Enable DHCPv4 Server/Relay: Ch֙n giao thֵc mӴng ĽԜ cӸp 

phát IP 

o Khi cӸu h³nh Enable DHCPv4 Server cӸu h³nh c§c tham s֝: 
DHCP Range, leasetime, Default gateway, DNS server 

o LLDP : Enable/Disable 

o Captive Portal: Enable/Disable 

o Submit: LҼu cӸu h³nh. 
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2.4 KiԜm tra th¹ng tin chuyԜn mӴch (Forwarding) tr°n NGFW 

Giao din֓ hiԜn th ֗th¹ng tin chuyԜn mӴch (Forwarding): 

× Tַ giao di֓n quӶn lĨ Ą Network Ą FDB: HiԜn th֗ th¹ng tin c§c thiԒt b֗ 

cu֝i. 

 

H³nh 9: Giao diΜn hiΘn thΠ th¹ng tin chuyΘn mͧch tr°n NGFW 

2.5 Giao din֓ cӸu h³nh VLAN tr°n NGFW 

BҼ֧c 1: Tַ giao din֓ tr³nh quӶn lĨ ngҼi֩ d½ng truy cԀp ĽԒn Ą Interface Ą LAN 

Interface Ą Ch֙n button ñ+ò tӴi c§c LAN Interface. 

BҼ֧c 2: Trong mcֱ n¨y ngҼi֩ d½ng c· thԜ tӴo c§c v½ng mӴng Ӷo tr°n c§c cn֡g 

LAN, chia LAN t ַm֥ t miԚn mӴng v½ng VLAN 1 th¨nh c§c v½ng VLAN kh§c 

nhau: 

 

H³nh 10: Giao diΜn qunͩ lĨ LAN interface 
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H³nh 11: Giao diΜn hiΘn thΠ th¹ng tin VLAN 

BҼ֧c 3: NhӸn button  ĽԜ ch֕nh saֹ VLAN ID. 

 

H³nh 12: Giao diΜn cͫu h³nh mnͧg VLAN 

× Trong Ľ·: 

o Mode: Access/Trunk 

o VLAN ID : NhԀp gi§ tr֗ VLAN 

2.6 Giao din֓ cӸu h³nh VLAN Interface tr°n NGFW 

Tַ giao din֓ tr³nh quӶn lĨ ngҼi֩ d½ng truy cԀp ĽԒn Ą Interface Ą VLAN 

Interface: 
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H³nh 13: Giao diΜn hiΘn thΠ th¹ng tin VLAN Interface 

2.6.1 Th°m VLAN Interface 

BҼ֧c 1: Click chut֥ v¨o ñCreate Newò trong VLAN Interface. 

 

H³nh 14: Giao diΜn cͫu h³nh Vlan Interface 

× Trong Ľ·: 
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o VLAN ID:  H֣ tr֯ 1 ï 4094 Vlan ID. Gi§ tr֗ VLAN ĽҼ֯c g§n cho 

tַng c֡ng theo tַng mode Access. 

o IP Address: ņ֗a ch֕ IPv4. 

o Netmask: Subnet Mask. 

o Interface: Ch֙n c֡ng LAN. 

o Submit: LҼu cӸu h³nh. 

BҼ֧c 2: Thֽc hi֓n c§c thao t§c khác: 

× K²ch chu֥t v¨o  thֽc hi֓n t§c vֱ thay Ľ֡i th¹ng tin cӸu h³nh VLAN 

Interface. 

× K²ch chu֥t v¨o  thֽc hi֓n t§c vֱ x·a th¹ng tin VLAN Interface. 

2.6.2 Cͫu h³nh phͧm vi cpͫ ĽΠa chΞ IP cνa Vlan Interface 

BҼ֧c 1: Ch֙n ñCreate New" trong phӺn VLAN Interface. 

 

H³nh 15: Giao diΜn cͫu h³nh VLAN Interface 

2.6.3 ThiΔt lͻp ch²nh s§ch VLAN Interface 

BҼ֧c 2:  Add Firewall zone v¨ config c§c ch²nh s§ch policy  ֫Firewall Policy. 

 

H³nh 16: Giao diΜn cͫu h³nh Vlan Policy 

2.7 CӸu h³nh t²nh nŁng Port Mirroring tr°n NGFW 

Giao diΜn hiΘn thΠ v¨ cuͫ h³nh Port Mirroring: 
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BҼ֧c 1: Tַ giao din֓ quӶn lĨ Ą Interface Ą Port Mirroring. 

× Trong mcֱ n¨y ngҼi֩ d½ng thcֽ hin֓ cӸu h³nh tr°n tnַg cn֡g, h ֣tr֯ 3 

mode: TX (Ch ֕truyԚn), RX (Ch ֕nhԀn) v¨ Both (CӶ nhԀn v¨ truyԚn): 

 

H³nh 17: Giao diΜn hiΘn thΠ th¹ng tin cuͫ h³nh Port Mirroring 

BҼ֧c 2: Click chut֥ v¨o   ĽԜ thֽc hin֓ cӸu h³nh Port Mirroring. 

 

H³nh 18: Giao diΜn cͫu h³nh Port Mirroring 

× Trong Ľ·: 

o Source Interface: C֡ng ngu֟n ĽԜ quӶn lĨ c§c c֡ng c¸n lӴi. 

o Destination Interface: Lֽa ch֙n c֡ng ĽҼ֯c quӶn lĨ b֫i 

Source. 

o Direct:  Lֽa ch֙n chԒ Ľ֥ quӶn lĨ lҼu lҼ֯ng theo Tx, Rx hoԊc cӶ 

2 Both 
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BҼ֧c 3: Thֽc hin֓ c§c thao t§c kh§c: 

× K²ch chu֥t v¨o  thֽc hi֓n t§c vֱ thay Ľ֡i th¹ng tin cӸu h³nh Port 

Mirroring. 

× K²ch chu֥t v¨o  thֽc hi֓n x·a cӸu h³nh Port Mirroring. 

2.8 CӸu h³nh t²nh nŁng li°n kԒt link LACP tr°n NGFW 

 

H³nh 19: Giao diΜn cͫu h³nh t²nh nŁng li°n kΔt link LACP 

Giao diΜn cͫu h³nh v¨ hiΘn thΠ th¹ng tin t²nh nŁng li°n kΔt LACP: 

BҼ֧c 1: Tַ giao din֓ quӶn lĨ Ą Interface Ą LACP. 

× Trong mcֱ n¨y ngҼi֩ d½ng g֟m nhiԚu c֡ng mӴng lӴi vi֧ nhau nhԄm tŁng 

t֝c Ľ֥ ĽҼ֩ng truyԚn v¨ n©ng cao Ľ ֥֡n Ľ֗nh cho h ֓th֝ng: 

 

H³nh 20: Giao diΜn hiΘn thΠ th¹ng tin LACP 

BҼ֧c 2: K²ch chut֥ v¨o thֽc hin֓ th°m cӸu h³nh cn֡g LACP: 
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H³nh 21: Giao diΜn cͫu h³nh LACP 

× Trong Ľ·: 

o ID: TӴo Interface LACP v֧i gi§ tr֗ tַ 0-9. 

o IP Address: ņԊt Ľ֗a ch֕ IP cho interface LACP. 

o Netmask: Ch֙n mԊt nӴ mӴng 

o Interface: Lֽa ch֙n c§c interface cֳa tr°n thiԒt b֗ khi mu֝n g§n v¨o 

c֡ng danh s§ch li°n kԒt link. 

o Transmit Hash Policy: Ch֙n ch²nh s§ch ph©n ph֝i 

o LACP Rate: T֝c Ľ֥ gֹi c§c g·i LACP. 

o LACP: Active: ChԒ Ľ֥ hoӴt Ľ֥ng LACP. 

o Aggregation Selection: Ch֙n c§ch thֵc c§c c֡ng li°n kԒt v֧i nhau. 

o Submit: L̯u cͫu h³nh. 

BҼ֧c 3: Thֽc hin֓ c§c thao t§c kh§c: 

× K²ch chu֥t v¨o  thֽc hi֓n thao t§c thay Ľ֡i th¹ng tin cӸu h³nh trong LAG. 

× K²ch chu֥t v¨o  thֽc hi֓n thao t§c x·a cӸu h³nh LAG. 
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2.9 CӸu h³nh t²nh nŁng li°n kԒt link DMZ tr°n NGFW 

Giao diΜn hiΘn thΠ v¨ cuͫ h³nh DMZ: 

BҼ֧c 1: Tַ giao din֓ quӶn lĨ Ą Interface Ą DMZ. 

 

H³nh 22: Giao diΜn hiΘn thΠ th¹ng tin DMZ 

BҼ֧c 2: K²ch chut֥ v¨o thֽc hin֓ th°m hoԊc cӸu h³nh cn֡g DMZ. 

 

H³nh 23: Giao diΜn cͫu h³nh t²nh nŁng DMZ 

× Trong Ľ·: 

o Name: Tên DMZ. 
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o Interface: Ch֙n c֡ng mӴng. 

o Protocol: Ch֙n giao thֵc Static hoԊc DHCP. 

o IP Address: NhԀp gi§ tr֗ IP. 

o Netmask: NhԀp gi§ tr֗ Netmask. 

o Submit: LҼu cӸu h³nh. 

3 CӸu h³nh c§c t²nh nŁng mӴng cҺ bӶn (Network) 

ņ֝i vi֧ nhnֻg giao thcֵ Ľ֗nh tuyԒn Ľ֥ng (OSPF, BGP, RIP, IS-IS) cӺn phӶi 

cӸu h³nh ch²nh s§ch tҼn֩g laֹ tҼҺng nֵg. 

3.1 CӸu h³nh t²nh nŁng Ľn֗h tuyԒn tǫnh (Static) tr°n NGFW 

Giao diΜn hiΘn thΠ th¹ng tin ĽΠnh tuyΔn tǫnh: 

BҼ֧c 1: Tַ giao din֓ quӶn lĨ Network Ą Static Routes Ą IPv4 hoԊc IPv6: hiԜn 

th֗ th¹ng tin c§c ĽҼn֩g Ľn֗h tuyԒn mԊc Ľ֗nh v¨ ĽҼc֯ cӸu h³nh tr°n NGFW: 
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H³nh 24: Giao diΜn hiΘn thΠ th¹ng tin ĽΠnh tuyΔn tǫnh 

 

H³nh 25: Giao diΜn cͫu h³nh ĽΠnh tuyΔn tǫnh cνa IPv4 

BҼ֧c 2: K²ch chut֥ v¨o  thֽc hin֓ cӸu h³nh Ľn֗h tuyԒn tǫnh. 

× Trong Ľ·: 

o Interface (WAN / LAN):  Ch֙n Interface WAN. 

o Destination Network: MiԚn mӴng mu֝n thiԒt b֗ nh³n thӸy th¹ng 

qua IP Gateway (IP Gateway Ľ« cӸu h³nh ֫ tr°n). 

o Gateway: IP c֡ng m¨ Interface WAN nh³n thӸy. 

o Submit: LҼu cӸu h³nh. 
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H³nh 26: Giao diΜn cͫu h³nh ĽΠnh tuyΔn tǫnh cνa IPv6 

BҼ֧c 3: K²ch chut֥ v¨o thֽc hin֓ cӸu h³nh Ľn֗h tuyԒn tǫnh. 

× Trong Ľ·: 

o Destination Network: MiԚn mӴng mu֝n thiԒt b֗ nh³n thӸy th¹ng 

qua IP Gateway (IP Gateway Ľ« cӸu h³nh ֫ tr°n). 

o Gateway: IP c֡ng m¨ Interface WAN nh³n thӸy. 

o Submit: LҼu cӸu h³nh. 

3.2 CӸu h³nh t²nh nŁng Ľn֗h tuyԒn RIP tr°n NGFW 

3.2.1 Giao diΜn hiΘn thΠ th¹ng tin Ľ̯γng ĽΠnh tuyΔn Ľίng theo giao thοc 

RIP 

BҼ֧c 1: Giao di֓n hiԜn th֗ th¹ng tin ĽҼ֩ng Ľ֗nh tuyԒn Ľ֥ng theo giao thֵc RIP: Tַ giao 

di֓n quӶn lĨ =>Network => RIP => RIP. 
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H³nh 27: Giao diΜn hiΘn thΠ th¹ng tin Ľ̯γng ĽΠnh tuyΔn Ľίng theo giao thοc RIP 

Î Trong Ľ·: 

 Redistribute (ph©n ph֝i lӴi): ph©n ph֝i lӴi 

th¹ng tin Ľ֗nh tuyԒn giֻa c§c giao thֵc kh§c 

nhau. Redistribution cho ph®p router chuyԜn 

th¹ng tin Ľ֗nh tuyԒn tַ m֥t giao thֵc n¨y 

sang m֥t giao thֵc kh§c ĽԜ ĽӶm bӶo khӶ nŁng 

kԒt n֝i giֻa c§c mӴng. 

 ņԜ hiԜn th֗ cӸu h³nh Redistribute => k²ch chu֥t 

v¨o . Sau khi ho¨n th¨nh cӸu h³nh 

th³ k²ch chu֥t v¨o ĽԜ lҼu cӸu h³nh 

 

BҼ֧c 2: K²ch chut֥ v¨o thֽc hin֓ cӸu h³nh Ľn֗h tuyԒn Ľ֥ng vi֧ 

giao thcֵ RIP: 



CĎNG TY C ֠PHӹN CĎNG NGH ֒MӳNG LANCS VIT֒ NAM                                                     

Hotline: +84 868275959 | Email: info@lancsnet.com                                                                          

 

28 

 

 

H³nh 28: Giao diΜn cͫu h³nh RIP 

× Trong Ľ·: 

o Network:  QuӶng b§ miԚn mӴng tr°n thiԒt b֗. 

o Submit: LҼu cӸu h³nh. 

 

H³nh 29: Giao diΜn hiΘn thΠ c§c t²nh nŁng n©ng cao trong giao thοc RIP 

3.2.2 Giao diΜn hiΘn thΠ th¹ng tin ĽΠnh tuyΔn RIP 
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H³nh 30: Giao diΜn hiΘn thΠ th¹ng tin ĽΠnh tuyΔn RIP 

BҼ֧c 1: TҼҺng t ֽv֧i IPv6, ngҼi֩ dung chn֙ mode IPv4/IPv6 tr°n RIP: 

 

H³nh 31: Giao diΜn hiΘn thΠ cͫu h³nh IPv4/IPv6 trong ĽΠnh tuyΔn RIP 

BҼ֧c 2: Thֽc hin֓ c§c thao t§c kh§c: 

× K²ch chu֥t v¨o  thֽc hi֓n t§c vֱ thay Ľ֡i th¹ng tin cӸu h³nh trong Ľ֗nh 

tuyԒn RIP. 

× K²ch chu֥t v¨o  thֽc hi֓n t§c vֱ x·a th¹ng tin cӸu h³nh RIP. 

3.3 CӸu h³nh t²nh nŁng Ľn֗h tuyԒn OSPF tr°n NGFW 

3.3.1 Giao thοc OSPFv4 

3.3.1.1 Cͫu h³nh 

BҼ֧c 1: Tַ giao din֓ quӶn lĨ Ą Network Ą OSPF Ą OSPFv4: NgҼ֩i d½ng thcֽ 

hi֓n c§c t§c v ֱth°m/saֹ/x·a c§c ĽҼn֩g Ľn֗h tuyԒn Ľ֥ng. 
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H³nh 32: Giao diΜn hiΘn thΠ th¹ng tin cͫu h³nh OSPFv4 

BҼ֧c 2: Thֽc hin֓ cӸu h³nh Router ID bԄng c§ch nhԀp ID v¨o ¹ tҼҺng nֵg; : 

Thֽc hin֓ cӸu h³nh redistribute bԄng c§ch k²ch chut֥ v¨o ĽԜ hiԜn 

th֗ giao din֓ cӸu h³nh. K²ch chut֥ v¨o biԜu tҼn֯g switch ( nghǫa l¨ Ľang tԂt; 

 nghǫa l¨ Ľ« bԀt) ĽԜ bԀt redistribute tҼҺng nֵg; Cu֝i c½ng k²ch chut֥ 

v¨o  ĽԜ §p dnֱg cӸu h³nh 

 

H³nh 33: Giao diΜn cͫu h³nh Router ID v¨ redistribute 
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BҼ֧c 3: K²ch chut֥ v¨o  trong bӶng Areas ĽԜ thֽc hi֓n tӴo m֥t 

cӸu h³nh area mi֧: 

 

H³nh 34: Giao diΜn hiΘn thΠ cͫu h³nh areas 

 

 

 

H³nh 35: Giao diΜn cͫu h³nh area 

× Trong Ľ·: 

o Area: Ch֕ Ľ֗nh area cֱ thԜ cho m֣i cӸu h³nh. 

o Type: C¨i ĽԊt loӴi cho m֣i area. 
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Á Regular (mԊc Ľ֗nh): LҼu giֻ tӸt cӶ th¹ng tin Ľ֗nh tuyԒn, bao 

g֟m LSA (Link-State Advertisement) loӴi 1 ĽԒn loӴi 5. 

Á NSSA: Cho ph®p m֥t s֝ routes tַ b°n ngo¨i OSPF ĽҼ֯c ĽҼa 

v¨o (External LSA loӴi 7); Sֹ dֱng LSA loӴi 7 trong NSSA, 

ĽҼ֯c chuyԜn Ľ֡i th¨nh LSA loӴi 5 khi ra kh֛i NSSA. 

Á Stub: Kh¹ng cho ph®p LSA loӴi 4 v¨ loӴi 5 (external routes); 

Sֹ dֱng m֥t default route (0.0.0.0) ĽԜ thay thԒ cho c§c 

external routes. 

o Authentication: C¨i ĽԊt loӴi x§c thֽc (OSPF h֣ tr֯ x§c thֽc ĽԜ ĽӶm 

bӶo rԄng ch֕ c§c router Ľ§ng tin cԀy m֧i c· thԜ tham gia v¨ trao Ľ֡i 

th¹ng tin Ľ֗nh tuyԒn) 

Á None (mԊc Ľ֗nh): Kh¹ng sֹ dֱng x§c thֽc. 

Á Plain-Text: Sֹ dֱng mԀt khӼu dӴng vŁn bӶn thuӺn t¼y (Ít an 

to¨n do mԀt khӼu ĽҼ֯c gֹi kh¹ng m« h·a) 

Á Message-Digest: Sֹ dֱng thuԀt to§n bŁm MD5 ĽԜ bӶo v֓ mԀt 

khӼu 

× Sau khi c¨i ĽԊt xong, k²ch chu֥t v¨o  ĽԜ tiԒn h¨nh lҼu cӸu h³nh 

BҼ֧c 4: K²ch chu֥t v¨o  trong bӶng Networks ĽԜ tӴo m֥t cӸu h³nh 

m֧i cho quӶng b§ miԚn mӴng: 

 
H³nh 36: Giao diΜn hiΘn thΠ c§c cuͫ h³nh network 
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H³nh 37: Giao diΜn cͫu h³nh cho network 

× Trong Ľ·: 

o Network: miԚn mӴng mun֝ quӶng b§ 

o Area: v½ng m¨ miԚn mӴng tham gia 

× Sau khi c¨i ĽԊt xong, k²ch chu֥t v¨o  ĽԜ tiԒn h¨nh lҼu cӸu h³nh 

 

 

3.3.1.2 Sσa, x·a cuͫ h³nh 

× K²ch chu֥t v¨o  thֽc hi֓n t§c vֱ thay Ľ֡i th¹ng tin cӸu h³nh. 

× K²ch chu֥t v¨o  thֽc hi֓n t§c vֱ x·a th¹ng tin cӸu h³nh. 

3.3.1.3 Giao diΜn hiΘn thΠ th¹ng tin ĽΠnh tuyΔn OSPF tr°n NGFW 

 

H³nh 38: Giao diΜn hiΘn thΠ th¹ng tin ĽΠnh tuyΔn OSPFv4 
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× K²ch chu֥t v¨o  thֽc hi֓n t§c vֱ thay Ľ֡i th¹ng tin cӸu h³nh trong Ľ֗nh 

tuyԒn OSPF. 

× K²ch chu֥t v¨o  thֽc hi֓n t§c vֱ x·a th¹ng tin cӸu h³nh OSPF. 

3.3.2 Giao thοc OSPFv6 

3.3.2.1 Cͫu h³nh 

BҼ֧c 1: Tַ giao din֓ quӶn lĨ Ą Network Ą OSPF Ą OSPFv6: NgҼi֩ d½ng thcֽ 

hi֓n c§c t§c v ֱth°m/saֹ/x·a c§c ĽҼn֩g Ľn֗h tuyԒn Ľ֥ng. 

 

H³nh 39: Giao diΜn hiΘn thΠ th¹ng tin cuͫ h³nh OSPFv6 

BҼ֧c 2: Thֽc hin֓ cӸu h³nh Router ID bԄng c§ch nhԀp ID v¨o ¹ tҼҺng nֵg; : 

Thֽc hin֓ cӸu h³nh redistribute bԄng c§ch k²ch chut֥ v¨o ĽԜ hiԜn 

th֗ giao din֓ cӸu h³nh. K²ch chut֥ v¨o biԜu tҼn֯g switch ( nghǫa l¨ Ľang tԂt; 

 nghǫa l¨ Ľ« bԀt) ĽԜ bԀt redistribute tҼҺng nֵg; Cu֝i c½ng k²ch chut֥ 

v¨o  ĽԜ §p dnֱg cӸu h³nh 
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H³nh 40: Giao diΜn cͫu h³nh Router ID v¨ redistribute 

BҼ֧c 3: K²ch chut֥ v¨o  trong bӶng Areas ĽԜ thֽc hin֓ tӴo m֥t 

cӸu h³nh area mi֧: 

 

H³nh 41:Giao diΜn hiΘn thΠ th¹ng tin c§c cuͫ h³nh area 
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H³nh 42: Giao diΜn cͫu h³nh area 

× Trong Ľ·: 

o Area: Ch ֕Ľ֗nh mt֥ area c ֱthԜ 

o Range: CӸu h³nh range cho area 

× Sau khi c¨i ĽԊt xong, k²ch chu֥t v¨o  ĽԜ tiԒn h¨nh lҼu cӸu h³nh 

BҼ֧c 4: K²ch chu֥t v¨o  trong bӶng Interfaces ĽԜ thֽc hi֓n tӴo m֥t 

cӸu h³nh mi֧: 

 

H³nh 43:Giao diΜn hiΘn thΠ th¹ng tin c§c cuͫ h³nh OSPFv6 cho mέi interface 
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H³nh 44:Giao diΜn cͫu h³nh OSPFv6 cho mίt interface 

× Trong Ľ·: 

o Interface: Laֽ chn֙ giao din֓ ĽԜ k²ch hoӴt OSPFv6 

o Area: v½ng m¨ interrface tham gia 

× Sau khi c¨i ĽԊt xong, k²ch chu֥t v¨o  ĽԜ tiԒn h¨nh lҼu cӸu h³nh 

3.3.2.2 Sσa, x·a cuͫ h³nh 

× Gi֝ng nhҼ OSPFv4 

 

3.4 CӸu h³nh t²nh nŁng Ľn֗h tuyԒn BGP tr°n NGFW 

Giao diΜn hiΘn thΠ th¹ng tin Ľ̯γng ĽΠnh tuyΔn Ľίng theo giao thοc BGP: 

BҼ֧c 1: Tַ giao din֓ quӶn lĨ Ą Network Ą BGP Config: NgҼ֩i d½ng thcֽ hin֓ 

c§c t§c v ֱth°m/saֹ/x·a c§c ĽҼn֩g Ľn֗h tuyԒn Ľ֥ng. 

BҼ֧c 2: K²ch chut֥ v¨o  thֽc hin֓ cӸu h³nh gi§ tr ֗v½ng cho Ľn֗h tuyԒn 

BGP: 
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H³nh 45: Giao diΜn cͫu h³nh gi§ trΠ Router ID (V½ng ĽΠnh tuyΔn BGP) 

Trong Ľ·: 

+ Local AS: X§c Ľ֗nh AS Number (ASN) cֱc b֥ m¨ router sֹ dֱng khi 

tham gia BGP. NԒu trҼ֩ng n¨y b֛ tr֝ng c· nghǫa giao thֵc BGP sԐ kh¹ng 

hoӴt Ľ֥ng. NԒu mu֝n thay Ľ֡i Local AS th³ sԐ phӶi cӸu h³nh lӴi tַ ĽӺu. 

+ Router ID: X§c Ľ֗nh Router ID duy nhӸt trong h֓ th֝ng BGP. NԒu 

kh¹ng thiԒt lԀp th³ router sԐ tֽ Ľ֥ng ch֙n theo Ľ֗a ch֕ cao nhӸt trong c§c 

interface 

+ Redistribute: ChuyԜn Ľ֡i c§c tuyԒn tַ m֥t giao thֵc Ľ֗nh tuyԒn kh§c 

(OSPF, EIGRP, RIP, Static) v¨o BGP. BGP c· thԜ quӶn lĨ chung cho IPv4 

v¨ IPv6 

+ Log Neighbor changes: Ghi lӴi sֽ thay Ľ֡i trӴng th§i cֳa BGP 

Neighbors v¨o log h֓ th֝ng. 

ǒ Sau khi cӸu h³nh xong th³ nhӸn Apply ĽԜ lҼu cӸu h³nh. Ch¼ 

Ĩ: Khi thay Ľ֡i Local AS th³ sԐ x·a hԒt tӸt cӶ cӸu h³nh BGP 

hi֓n tӴi v¨ phӶi thiԒt lԀp lӴi tַ ĽӺu. 
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H³nh 46: Giao diΜn th¹ng tin v½ng ĽΠnh tuyΔn tr°n NGFW theo ĽΠnh tuyΔn BGP 

 

 

H³nh 47: Giao diΜn hiΘn thΠ th¹ng tin ĽΠnh tuyΔn BGP 

BҼ֧c 3: K²ch chut֥ v¨o  thֽc hin֓ cӸu h³nh Ľn֗h tuyԒn Ľ֥ng vi֧ giao thcֵ 

BGP. 
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H³nh 48: Giao diΜn cͫu h³nh BGP 

Trong Ľ·: 

+ IP Version: Ch֙n phi°n bӶn IP m¨ BGP sԐ sֹ dֱng ĽԜ thiԒt lԀp kԒt n֝i 

v֧i neighbor. 

ǒ IPv4: Neighbor sֹ dֱng Ľ֗a ch֕ IPv4 

ǒ IPv6: Neighbor sֹ dֱng Ľ֗a ch֕ IPv6 

+ Neighbor: ņ֗a ch֕ IP cֳa BGP Neighbor m¨ router sԐ thiԒt lԀp kԒt n֝i. 

Gi§ tr֗ h֯p l֓ l¨ IPv4 hoԊc IPv6 t½y theo lֽa ch֙n ֫ IP Version. 

+ Remote AS: X§c Ľ֗nh AS Number cֳa neighbor BGP. Gi§ tr֗ h֯p l֓ l¨ 

s֝ nguy°n tַ 1 - 4,294,967,295 

ǒ IBGP (Internal BGP) -> remote-as phӶi 

tr½ng v֧i local AS. 

+ EBGP (External BGP) -> remote-as phӶi kh§c local AS. 

+ Activate IPv4 / Activate IPv6: K²ch hoӴt hoԊc v¹ hi֓u h·a giao tiԒp 

BGP tr°n IPv4/IPv6. NԒu Activate IPv4 ĽҼ֯c bԀt, neighbor sԐ ĽҼ֯c k²ch 

hoӴt tr°n ñaddress-family ipv4ò. NԒu Activate IPv6 ĽҼ֯c bԀt, neighbor sԐ 

hoӴt Ľ֥ng tr°n ñaddress-family ipv6ò. NԒu ch֕ c· IPv4 hoԊc IPv6 ĽҼ֯c 

k²ch hoӴt, neighbor sԐ kh¹ng trao Ľ֡i tuyԒn cֳa phi°n bӶn IP c¸n lӴi 
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H³nh 49: Giao diΜn hiΘn thΠ th¹ng tin BGP 

ǒ Trong Ľ·: 

ƴ IP Version: Ch֙n phi°n bӶn IP cֳa mӴng sԐ ĽҼ֯c 

quӶng b§ trong BGP. 

ǒ IPv4: Ch֕ Ľ֗nh mӴng IPv4 ĽԜ quӶng b§ 

trong BGP. 

ǒ IPv6: Ch֕ Ľ֗nh mӴng IPv6 ĽԜ quӶng b§ 

trong BGP. 

ƴ Network: X§c Ľ֗nh mӴng (prefix) m¨ router sԐ 

quӶng b§ qua BGP. 

BҼ֧c 3: Thֽc hin֓ c§c thao t§c kh§c: 

ǒ K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱthay Ľi֡ th¹ng tin cӸu h³nh trong 

Ľ֗nh tuyԒn BGP. 

ǒ K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱx·a th¹ng tin cӸu h³nh BGP. 

3.5 CӸu h³nh t²nh nŁng Ľn֗h tuyԒn IS-IS tr°n NGFW 

T²nh nŁng update sau 

3.6 T²nh nŁng Policy Based Routing 

Giao diΜn ch²nh cνa t²nh nŁng Policy Based Routing: 
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H³nh 50: Giao diΜn ch²nh t²nh nŁng Policy Based Routing 

× K²ch chut֥ v¨o  ĽԜ thֽc hin֓ tӴo m֧i m֥t cӸu h³nh: 
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H³nh 51: Giao diΜn cͫu h³nh Policy Based Routing 

× Trong Ľ·: 

o Incoming Interface: Ch²nh s§ch sԐ kh֧p v֧i c§c g·i d ֻli֓u Ľi v¨o 

NGFW t ַgiao din֓ mӴng n¨y 

o Source Address: Ch²nh s§ch sԐ kh֧p v֧i c§c g·i d ֻli֓u c· Ľa֗ ch ֕

ngu֟n khp֧ v֧i Ľa֗ ch ֕ĽҼ֯c c¨i ĽԊt. 

Á IP/Netmask: Sֹ dֱng dӴng Ľa֗ ch ֕IP (x.x.x.x) hoԊc IP/mask 

(x.x.x.x/x) 
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Á IP Object: Sֹ dֱng c§c address hoԊc address group ĽҼc֯ thiԒt 

lԀp sԈn ֫ nh·m t²nh nŁng Policy&Object (xem  ֫mֱ c 2.4.3 - 

ch֕ §p dnֱg cho IPv4) 

o Destination Address: Ch²nh s§ch sԐ kh֧p v֧i c§c g·i d ֻli֓u c· Ľa֗ 

ch֕ ngu֟n khp֧ v֧i Ľa֗ ch ֕ĽҼ֯c c¨i ĽԊt. (c§c laֽ chn֙ gin֝g vi֧ 

Source Addres) 

o Protocol: Ch²nh s§ch sԐ kh֧p v֧i c§c g·i d ֻli֓u c· giao thcֵ khp֧ 

giao thcֵ ĽҼc֯ c¨i ĽԊt. 

Á TCP/UDP/SCTP: l¨ nhnֻg giao thcֵ cӺn cӸu h³nh th°m port. 

Á Specify: sֹ dֱng protocol number theo chuӼn IANA. 

Á any: kh֧p v֧i tӸt cӶ giao thcֵ. 

o Outgoing Interface: Ch²nh s§ch sԐ ph©n phi֝ c§c g·i d ֻli֓u khp֧ 

v֧i c§c c¨i ĽԊt ֫ ph²a tr°n Ľi ra ngo¨i NGFW t ַgiao din֓ mӴng n¨y. 

o Gateway Address: C¨i ĽԊt gateway cho g·i d ֻli֓u ĽӺu ra. 

o Status: C¨i ĽԊt trӴng th§i cho ch²nh s§ch. 

× Sau khi c¨i ĽԊt xong th³ k²ch chut֥ v¨o  ĽԜ lҼu cӸu h³nh. 

× K²ch chut֥ v¨o  ĽԜ thֽc hin֓ chn֕h saֹ cӸu h³nh. 

× K²ch chut֥ v¨o  ĽԜ thֽc hin֓ x·a cӸu h³nh. 

3.7 T²nh nŁng FDB 

Giao diΜn hiΘn thΠ MAC Table: 

× G֟m config Static MAC Address Table v¨ Dynamic MAC Address Table. 
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H³nh 52: Bͩng t²nh nŁng MAC Ľίng v¨ tǫnh 

× Click v¨o  ĽԜ tӴo cӸu h³nh MAC tǫnh. 

 

H³nh 53: Giao diΜn cͫu h³nh t²nh nŁng MAC 

× Trong Ľ·: 

o MAC Address: nhԀp Ľ֗a ch ֕MAC tǫnh v¨o  

o VLAN: NhԀp VLAN ID  

o Interface: ch֙n c֡ng ĽԜ add MAC 

o Submit: LҼu cӸu h³nh. 

× NgҼ֩i d½ng c· thԜ click  ĽԜ sֹa cӸu h³nh. 

× NgҼ֩i d½ng c· thԜ click  ĽԜ x·a cӸu h³nh. 

3.8 T²nh nŁng STP 

Spanning Tree Protocol (STP) l¨ mt֥ giao thcֵ mӴng ti°u chuӼn IEEE 

802.1D ĽҼc֯ thiԒt kԒ ĽԜ ngŁn chԊn c§c v¸ng lԊp (loop) trong mӴng Layer 2. C§c 
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v¸ng lԊp xӶy ra khi c· nhiԚu ĽҼn֩g kԒt ni֝ giaֻ c§c switch, c· thԜ g©y ra hin֓ 

tҼ֯ng broadcast storm, xung Ľt֥ Ľa֗ ch ֕MAC, v¨ l¨m t° lit֓ to¨n b ֥mӴng. STP 

trong thiԒt b ֗chӴy t ֽĽ֥ng theo cҺ chԒ b³nh bӺu ngӾu nhi°n daֽ theo trn֙g s ֝path 

cost. 

× Tַ giao din֓ trang ch:ֳ Click Network Ą STP: 

 

H³nh 54: Giao diΜn STP 

4 CӸu h³nh nh·m t²nh nŁng Policy & Object 

4.1 CӸu h³nh t²nh nŁng Firewall Zone 

Firewall Zone trong NGFW caֳ Lancs hoӴt Ľn֥g nhҼ nhnֻg container 

chֵa c§c ch²nh s§ch bӶo mԀt. Mi֣ zone ĽӴi din֓ cho mt֥ khu vcֽ mӴng ri°ng bit֓, 

v¨ c§c ch²nh s§ch b°n trong zone x§c Ľn֗h c§ch m¨ traffic Ľi v¨o hoԊc Ľi ra khi֛ 

khu vcֽ Ľ·, c· thԜ l¨ cӶ vi֓c chuyԜn tiԒp giaֻ c§c network trong c½ng mt֥ khu 

vֽc. Khi mt֥ g·i tin di chuyԜn qua tҼn֩g laֹ, n· sԐ ĽҼ֯c kiԜm tra ĽԜ xem n· 

thu֥c zone n¨o. Sau Ľ·, c§c quy tԂc trong policy caֳ zone Ľ· sԐ ĽҼ֯c §p dnֱg ĽԜ 

quyԒt Ľn֗h c§ch m¨ h ֓th֝ng sԐ xֹ lĨ g·i tin. 

C§c tham s ֝ch²nh caֳ Firewall Zone: 

× Firewall zone mԊc Ľ֗nh gm֟ 4 cӸu h³nh, tuy nhi°n ch ֕c· cӸu h³nh LAN 

ĽҼ֯c b֡ sung network tҼҺng nֵg. C§c cӸu h³nh zone kh§c chҼa c· cӸu h³nh 

network. 

× MԊc Ľ֗nh, traffic caֳ c§c network chҼa ĽҼc֯ cӸu h³nh quӶn lĨ bi֫ zone sԐ 

b֗ chԊn to¨n b.֥   

× Trong h ֓th֝ng, mԊc Ľ֗nh c§c network b ֗c¹ lԀp v¨ sԐ kh¹ng tҼҺng t§c vi֧ 

c§c network kh§c. Trong trҼn֩g hp֯ ch¼ng ĽҼc֯ ĽԊt trong c½ng mt֥ zone 

v¨ ĽҼc֯ bԀt chԒ Ľ֥ Forwarding within zone, ch¼ng c· thԜ forwarding ti֧ 

nhau th¹ng qua L3. 
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H³nh 55: Giao diΜn cͫu h³nh Firewall Zone 

Incoming  QuӶn lĨ traffic ĽҼ֯c gֹi t֧i zone n¨y (zone l¨ Ľ²ch ĽԒn).  

Outgoing  QuӶn lĨ traffic ĽҼ֯c gֹi ra tַ zone n¨y (zone l¨ ngu֟n gֹi).  

Forwarding within 

zone  
QuӶn lĨ forwarding traffic giֻa c§c network trong zone.  

Masquerading  

CӸu h³nh sֹ dֱng Ľ֗a ch֕ IP public thay cho c§c Ľ֗a ch֕ IP 

cֳa c§c network trong mӴng n֥i b֥ khi giao tiԒp v֧i mӴng 

bên ngoài.  

MSS clamping  

Tֽ Ľ֥ng ĽiԚu ch֕nh k²ch thҼ֧c g·i TCP (MSS) gi¼p ch֝ng 

ph©n mӶnh g·i tin khi truyԚn trong mӴng c· MTU nh֛, cӶi 

thi֓n hi֓u suӸt.  

V֧ i c§c traffic ĽҼc֯ quӶn lĨ bi֫ zone, c· thԜ thֽc hin֓ m֥t trong ba h¨nh 

Ľ֥ng l¨ accept, reject v¨ drop, trong Ľ· accept cho ph®p traffic Ľi qua, reject v¨ 

drop ĽԚu kh¹ng cho traffic Ľi qua, tuy nhi°n kh§c vi֧ drop loӴi b ֛g·i trong im 

lԊng, reject c· giֹ lӴi phӶn h֟i t ַch֝i ti֧ ngun֟ traffic. 

× NgҼ֩i d½ng c· thԜ click  ĽԜ sֹa cӸu h³nh. 
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× NgҼ֩i d½ng c· thԜ click  ĽԜ x·a cӸu h³nh. 

4.2 CӸu h³nh c§c rules Firewall Policy 

H֓ th֝ng Firewall Policy bao gm֟ m֥t loӴt c§c quy tԂc, trong Ľ· mi֣ quy 

tԂc x§c Ľn֗h c§c ĽiԚu kin֓ m¨ mt֥ g·i tin phӶi Ľ§p nֵg ĽԜ ĽҼ֯c xֹ lĨ theo mt֥ 

c§ch c ֱthԜ. C§c ĽiԚu kin֓ n¨y c· thԜ dֽa tr°n Ľa֗ ch ֕IP, cn֡g, giao thcֵ, v¨ zone 

ngu֟n Ľ²ch.  

C§c tham s ֝ch²nh caֳ m֥t policy: 

ņԜ quӶn lĨ traffic, c§c ĽiԚu kin֓ m¨ mt֥ policy c· thԜ ĽҼ֯c thiԒt lԀp bao 

g֟m:  

× Source Zone  

× Destination Zone  

× IP Object   

× Port Object  

× Target  

C§c traffic ĽҼc֯ so s§nh vi֧ c§c trҼn֩g tham s ֝cֳa policy ĽҼc֯ cӸu h³nh, 

nԒu traffic kh¹ng tr½ng khp֧ v֧i bӸt kȢ policy Ľ« ĽҼc֯ cӸu h³nh n¨o, n· sԐ b֗ loӴi 

b֛.  

Policy quӶn lĨ traffic tr°n cӶ chiԚu Ľi v¨ chiԚu vԚ: 

M t֥ ĽiԚu quan trn֙g cӺn lҼu Ĩ l¨ vic֓ cho ph®p traffic Ľi t ַzone A ĽԒn zone 

B tr°n mt֥ port c ֱthԜ kh¹ng c· nghǫa rԄng traffic cȈng c· thԜ Ľi theo chiԚu ngҼc֯ 

lӴi. Mi֣ hҼn֧g lҼu lҼn֯g (incoming v¨ outgoing) ĽԚu cӺn ĽҼc֯ cӸu h³nh ch²nh 

s§ch ri°ng bit֓. Tuy nhi°n, NGFW cung cӸp t²nh nŁng linh hoӴt cho ph®p bӴn cӸu 

h³nh c§c quy tԂc "accept" chung cho tӸt cӶ traffic Ľi v¨o hoԊc Ľi ra khi֛ m֥t zone, 

gi¼p ĽҺn giӶn h·a qu§ tr³nh cӸu h³nh. 

ņiԚu n¨y l¨m cho cӸu h³nh firewall policy v¨ firewall zone c· mi֝ li°n h ֓

mԀt thiԒt vi֧ nhau.   

V² d:ֱ mun֝ cho ph®p traffic qua lӴi giaֻ 2 zone A v¨ B, th¹ng thҼn֩g ta 

cӺn thcֽ hin֓ c§c bҼc֧ sau:  

× X§c Ľn֗h c§c zone: ņӶm bӶo rԄng zone A v¨ zone B Ľ« ĽҼc֯ tӴo v¨ cӸu 

h³nh Ľ¼ng list network mong mun֝.   

× Quy tԂc cho traffic Ľi t ַA t֧i B: TӴo c§c quy tԂc "accept" c ֱthԜ ĽԜ cho 

ph®p traffic Ľi t ַzone A ĽԒn zone B tr°n cn֡g X caֳ firewall policy.   
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× Quy tԂc cho traffic Ľi t ַB t֧i A: NԒu bӴn mun֝ cho ph®p tӸt cӶ traffic Ľi 

ra khi֛ zone B, h«y "accept" trҼn֩g outgoing caֳ zone B.  

Trong trҼn֩g hp֯ cֱ thԜ nhҼ hai miԚn mӴng LAN v¨ WAN, vi֧ nhu cӺu 

quӶn lĨ traffic ti֧ h ֓th֝ng (incoming WAN) v¨ quӶn lĨ c§c traffic t ַn֥i b ֥Ľi ra 

ngo¨i (outgoing LAN). 

 

H³nh 56: V² dλ cͫu h³nh cλ thΘ 

Trong trҼn֩g hp֯ n¨y vi֧ vic֓ outgoing LAN v¨ incoming WAN cӺn ĽҼc֯ 

quӶn lĨ v³ vԀy ĽҼc֯ cӸu h³nh drop trong firewall zone. L¼c n¨y ĽԜ cӸu h³nh gi¼p 

traffic qua lӴi giaֻ LAN v¨ WAN, cӺn thiԒt phӶi c· mt֥ cӸu h³nh policy cho ph®p 

traffic di chuyԜn v֧i ngun֟ ĽҼc֯ match vi֧ zone LAN v¨ Ľ²ch l¨ zone WAN.  

4.2.1 Giao diΜn 

BҼ֧c 1: Truy cԀp giao di֓n Dashboard Ą Policy & Object Ą Firewall Policy. 
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H³nh 57: Giao diΜn cͫu h³nh Firewall Policy 

× C§c policy quӶn lĨ c§c traffic ĽҼ֯c cӸu th¨nh tַ c§c trҼ֩ng sau: 

Source zone  
Ch֕ Ľ֗nh v½ng ĽӺu ti°n m¨ traffic Ľi v¨o thiԒt b֗ NGFW, hay v½ng 

ngu֟n ngu֟n cֳa traffic.   

Destination 

Zone  

Ch֕ Ľ֗nh v½ng Ľ²ch m¨ traffic hҼ֧ng t֧i sau khi ĽҼ֯c NGFW xֹ 

lĨ. V½ng n¨y c· thԜ ch²nh l¨ bӶn th©n thiԒt b֗ v¨ ĽҼ֯c m¹ tӶ l¨ 

ñthis deviceò  

IP Object 

Type  

Ch֕ Ľ֗nh Ľ֗nh dӴng Ľ֗a ch֕ ngu֟n hoԊc Ľ²ch cֳa traffic, giֻa 2 

dӴng IPv4 v¨ IPv6 trҼ֧c khi ch֙n cֱ thԜ m֥t object.  

Source  Ch֕ Ľ֗nh Ľ֗a ch֕ IP ngu֟n cֱ thԜ cֳa traffic.  

Destination  Ch֕ Ľ֗nh Ľ֗a ch֕ IP Ľ²ch cֱ thԜ cֳa traffic.  

Port Object 

Type  

Ch֕ Ľ֗nh giao thֵc m¨ c§c traffic incoming sֹ dֱng. C· thԜ l¨ 

TCP/IP, UDP/IP, ICMP hoԊc m֥t dӴng protocol IP kh§c.  
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Port Object  

Ch֕ Ľ֗nh m֥t hoԊc nhiԚu c§c Object cֱ thԜ cֳa c§c giao 

thֵc sֹ dֱng. V֧i TCP/UDP l¨ c§c port d֗ch vֱ Ľ²ch cֱ thԜ. 

V֧i ICMP l¨ c§c loӴi ICMP v¨ v֧i type l¨ IP th³ port object 

l¨ c§c protocol IP kh§c ngo¨i c§c protocol Ľ« kԜ tr°n.  

Target  

Ch֕ Ľ֗nh h¨nh Ľ֥ng cֳa firewall khi t³m ĽҼ֯c c§c traffic th֛a m«n 

hԒt c§c ch֕ s֝ ph²a tr°n, v֧i 3 dӴng h¨nh Ľ֥ng bao g֟m: accept, 

reject và drop.  

BҼ֧c 2: Thֽc hi֓n c§c thao t§c: 

× NgҼ֩i dung c· thԜ click  ĽԜ sֹa cӸu h³nh Firewall Policy. 

× NgҼ֩i d½ng c· thԜ click  ĽԜ x·a cӸu h³nh. 

× NgҼ֩i d½ng c· thԜ click  ĽԜ sao ch®p cӸu h³nh. C§c cӸu h³nh bӶn sao sԐ 

ĽҼ֯c sֹa lӴi t°n v֧i Ľu¹i _copy. C¹ng cֱ n¨y rӸt hֻu ²ch trong vi֓c tӴo c§c 

policy ch֕ kh§c m֥t v¨i tham s֝. 

BҼ֧c 3: C§c policy Ľ« ĽҼ֯c cӸu h³nh sԐ ĽҼ֯c cԀp nhԀt v¨o bӶng firewall policy. 

 

H³nh 58: Cͫu h³nh kh¹ng Ľ̯ιc §p dλng bΠ l¨m mγ trong firewall policy 

× V֧i c§c d¸ng policy b֗ l¨m m֫ Ľi, Ľ©y l¨ c§c policy ĽҼ֯c tӴo ra nhҼng 

kh¹ng ĽҼ֯c §p dֱng tr°n h֓ th֝ng. 
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4.2.2 Bͻt t²nh nŁng application control 

 

H³nh 59: Ph©n Ľonͧ cͫu h³nh application control trong policy firewall 

Khi ch ֕Ľ֗nh h¨nh Ľn֥g caֳ firewall vi֧ traffic l¨ accept, c· thԜ sֹ dֱng 

t²nh nŁng application control nhҼ mt֥ b ֥l֙c th ֵ2, kiԜm so§t c§c dc֗h v ֱnhҼ app, 

website c ֱthԜ c· ĽҼc֯ ph®p di chuyԜn qua firewall hay kh¹ng. 

4.2.3 Cͫu h³nh priority cho firewall policy 

BҼ֧c 1: C§c cӸu h³nh priority ĽҼc֯ xԒp theo th ֵtֽ Ҽu ti°n t ַtr°n xun֝g dҼi֧. 

Policy ph²a tr°n sԐ c· mcֵ Ľ֥ Ҽu ti°n thcֽ hin֓ cao hҺn c§c policy ph²a dҼi֧.  

BҼ֧c 2: Sֹ dֱng thanh k®o  ֫ĽӺu m֣i d¸ng, cho ph®p ĽiԚu chn֕h v ֗tr² caֳ policy 

tַ Ľ· ĽiԚu chn֕h priority cho to¨n b ֥policy.  

BҼ֧c 3: Sau khi ho¨n th¨nh chn֕h saֹ priority chn֙ apply ĽԜ lҼu lӴi c§c chn֕h 

sֹa. 

 

H³nh 60: Cͫu h³nh priority cho firewall policy 

4.3 CӸu h³nh IPv4 object 

4.3.1 IP Address 

Tַ giao din֓ trang ch:ֳ Click Policy & Object Ą IP object. 

× Click v¨o tr°n bӶng IPv4 Address ĽԜ tӴo cӸu h³nh: 
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H³nh 61: Giao diΜn cͫu h³nh IP Object 

× Trong Ľ·: 

o Category: ch֕ Ľ֗nh cho IPv4 hoԊc IPv6 

o Object Name: ĽԊt t°n g֯i nh֧ 

o Submit: LҼu cӸu h³nh 

× NgҼ֩i d½ng c· thԜ click  ĽԜ sֹa cӸu h³nh. 

× NgҼ֩i d½ng c· thԜ click  ĽԜ x·a cӸu h³nh. 

4.3.2 IP Address Group 

Tַ giao din֓ trang ch ֳ: Click Policy & Object Ą IP object. 

× Click v¨o  tr°n bӶng IPv4 Address Group ĽԜ tӴo cӸu h³nh: 
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H³nh 62: Giao diΜn toͧ mαi IP Group 

× Trong Ľ·: 

o Category: Ch֕ Ľ֗nh cho IPv4 hoԊc IPv6 

o Group Name: ņԊt t°n gi֯ nh ֧

o Members: Lֽa chn֙ c§c th¨nh vi°n IPv4 Object ĽԜ th°m v¨o group 

o Submit: LҼu cӸu h³nh 

× NgҼ֩i d½ng c· thԜ click  ĽԜ sֹa cӸu h³nh. 

× NgҼ֩i d½ng c· thԜ click  ĽԜ x·a cӸu h³nh. 

4.4 CӸu h³nh IPv6 Object 

× TҼҺng t ֽnhҼ cӸu h³nh IPv4 Object. 

4.5 CӸu h³nh c§c dc֗h v ֱPort Object 

Tַ giao din֓ trang ch:ֳ Click Policy & Object Ą Port Object: 

4.5.1 New group object 

× Click v¨o  ĽԜ tӴo cӸu h³nh group cho tnַg Port Object: 



CĎNG TY C ֠PHӹN CĎNG NGH ֒MӳNG LANCS VIT֒ NAM                                                     

Hotline: +84 868275959 | Email: info@lancsnet.com                                                                          

 

55 

 

 

H³nh 63: Giao diΜn cͫu h³nh Group Port-Object 

× Trong Ľ·: 

o Group Name: ņԊt t°n nhԄm g֯i nh ֧nh·m 

o Description: M¹ tӶ th°m ĽԜ ngҼ֩i d½ng hiԜu r» hҺn vԚ nhi֓m vֱ 

cֳa nh·m 

o Submit: LҼu cӸu h³nh 

× NgҼ֩i d½ng c· thԜ click   ĽԜ sֹa cӸu h³nh. 

× NgҼ֩i d½ng c· thԜ click  ĽԜ x·a cӸu h³nh. 

4.5.2 New Port Object 

× Click v¨o  ĽԜ tӴo cӸu h³nh cho tnַg Port Object. 

 
H³nh 64: Giao diΜn cͫu h³nh Port-Object mαi 

× Trong Ľ·: 

o Name: T°n cho tnַg Port Object 

o Group Name: Ch֙n c§c nh·m Ľ« tӴo sԈn trҼc֧ Ľ· 



CĎNG TY C ֠PHӹN CĎNG NGH ֒MӳNG LANCS VIT֒ NAM                                                     

Hotline: +84 868275959 | Email: info@lancsnet.com                                                                          

 

56 

 

o Protocol bao gm֟ 2 phӺn:  

Á TCP/UDP/SCTP 

Á ICMP 

o Protocol: ICMP 

 
H³nh 65: Giao diΜn cͫu h³nh giao thοc ICMP 

× Trong Ľ·: 

o Type: CӸu h³nh loӴi giao thcֵ, thҼn֩g chn֙ l¨ any 

o Protocol: TCP/UDP/SCTP 

 
H³nh 66: Giao diΜn cͫu h³nh giao thοc TCP/UDP/SCTP 

× Trong Ľ·: 

o Protocol: C· thԜ ch֙n m֥t trong 3 giao thcֵ: TCP/UDP/SCTP 

o Range from: Ch֙n c֡ng bԂt ĽӺu 

o Rang to: Ch֙n c֡ng kԒt th¼c 

4.6 CӸu h³nh t²nh nŁng Port Forwarding 

Tַ giao din֓ trang ch:ֳ Click Policy & Object Ą Port Forwarding. 

× Click v¨o  ĽԜ tӴo cӸu h³nh group cho tnַg Port Forwarding. 
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H³nh 67: Giao diΜn cͫu h³nh Port Forwarding 

× Trong Ľ·: 

o Protocol: C· thԜ ch֙n 1 trong 2 giao thcֵ TCP/UDP 

o Source Zone: Ch֙n c§c v½ng Zone ngun֟ l¨ LAN/WAN 

o Destination Zone: Ch֙n c§c v½ng Zone Ľ²ch LAN/WAN 

o Wan IP: CӸu h³nh Wan cho thiԒt b ֗ngo¨i mӴng c· thԜ truy cԀp v¨o. 

o Wan Port: CӸu h³nh m ֫c֡ng cho thiԒt b ֗ngo¨i mӴng truy cԀp v¨o 

n֥i b.֥ 

o LAN IP: CӸu h³nh IP ni֥ b ֥m¨ thiԒt b ֗mӴng ngo¨i mun֝ truy cԀp 

v¨o. 

o LAN Port: CӸu h³nh m ֫c֡ng cho thiԒt b.֗ 

o Submit: LҼu cӸu h³nh. 

× NgҼ֩i d½ng c· thԜ click   ĽԜ sֹa cӸu h³nh. 

× NgҼ֩i d½ng c· thԜ click   ĽԜ x·a cӸu h³nh. 

4.7 CӸu h³nh t²nh nŁng DoS protection 

4.7.1 DoS profile 

Tַ giao din֓ trang ch:ֳ Click Policy & Object Ą DoS protection Ą DoS 

Profile: 
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× Click v¨o  ĽԜ tӴo cӸu h³nh cho tnַg DoS profile: 

 

H³nh 68: Giao diΜn cͫu h³nh DoS Profile 

× Trong Ľ·: 

o Profile name: ņԊt t°n profile gi֯ nh ֧

o Anomalies:  

Á Type: Ch֙n loӴi 

Á Threshold: ThiԒt lԀp ngҼn֭g 

Á Status: TrӴng th§i bԀt/tԂt ĽԜ §p dnֱg c§c g·i. 

× NgҼ֩i d½ng c· thԜ click  ĽԜ sֹa cӸu h³nh. 

× NgҼ֩i d½ng c· thԜ click  ĽԜ x·a cӸu h³nh. 
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4.7.2 DoS Policy 

Tַ giao din֓ trang ch:ֳ Click Policy & Object Ą DoS protection Ą DoS 

Policy: 

× Click v¨o  ĽԜ tӴo cӸu h³nh cho tnַg DoS policy: 

 

H³nh 69: Giao diΜn cͫu h³nh DoS Policy 

× Trong Ľ·: 

o Category: Ch֙n cӸu h³nh cho IPv4 hoԊc IPv6 

o Name: ņԊt t°n gi֯ nh ֧cho ch²nh s§ch 

o Traffic: Ch֙n Incoming/Forwarding (sau khi chon traffic th³ sԐ cӸu 

h³nh th°m source zone v¨ dest zone tҼҺng nֵg) 

Á Incoming: Ćp dnֱg cho nhnֻg lun֟g d ֻli֓u Ľi v¨o trong 

NGFW t ַv½ng ngun֟ (Source Zone) 



CĎNG TY C ֠PHӹN CĎNG NGH ֒MӳNG LANCS VIT֒ NAM                                                     

Hotline: +84 868275959 | Email: info@lancsnet.com                                                                          

 

60 

 

Á Forwarding: Ćp dnֱg cho nhnֻg lun֟g d ֻli֓u Ľi qua NGFW 

tַ v½ng ngun֟ (Source Zone) ĽԒn v½ng Ľ²ch (Destination 

Zone) 

o Port Object: Ćp dnֱg ch²nh s§ch Ľi֝ vi֧ nhnֻg dc֗h v ֱĽҼ֯c c¨i 

ĽԊt 

o Source Address: Ćp dnֱg ch²nh s§ch Ľi֝ vi֧ g·i tin c· Ľa֗ ch ֕ngu֟n 

ĽҼ֯c c¨i ĽԊt 

o Destination Address: Ćp dnֱg ch²nh s§ch Ľi֝ vi֧ g·i tin c· Ľa֗ ch ֕

Ľ²ch ĽҼc֯ c¨i ĽԊt 

o DoS Profile: Ch֙n profile Ľ« ĽҼc֯ thiԒt lԀp sԈn ĽԜ §p dnֱg v¨o c§c 

lu֟ng d ֻli֓u khp֧ v֧i c§c c¨i ĽԊt ֫ tr°n 

× NgҼ֩i d½ng c· thԜ click  ĽԜ sֹa cӸu h³nh 

× NgҼ֩i d½ng c· thԜ click  ĽԜ x·a cӸu h³nh 

4.8 CӸu h³nh t²nh nŁng QoS 

4.8.1 QoS Profile 

Tַ giao din֓ trang ch:ֳ Click Policy & Object Ą QoS Ą QoS Profile: 

× Click v¨o  ĽԜ tӴo cӸu h³nh cho tnַg QoS profile: 

 

× Trong Ľ·: 
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o Name: ņԊt t°n cho profile 

o Interface: Lֽa chn֙ c§c interface sԈn c· tr°n h ֓th֝ng 

o Guarantee Egress: BŁng th¹ng cam kԒt ti֝ thiԜu cho profile 

o Maximum Egress: BŁng th¹ng ti֝ Ľa cho profile 

o Lֽa chn֙ ĽҺn v ֗Kbps/Mbps/Gbps 

× NgҼ֩i d½ng c· thԜ click  ĽԜ sֹa cӸu h³nh. 

× NgҼ֩i d½ng c· thԜ click  ĽԜ x·a cӸu h³nh, khi x·a profile th³ tӸt cӶ 

class thuc֥ profile cȈng sԐ b֗ x·a. 

 

4.8.2 QoS Class 

Tַ giao din֓ trang ch:ֳ Click Policy & Object Ą QoS Ą QoS Profile 

Ą   cֳa profile sԐ hi֓n ra c§c class thuc֥ profile: 

× Click v¨o  ĽԜ tӴo class thuc֥ profile: 
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× Trong Ľ·: 

o ID: ID caֳ class 

o Guarantee Egress: BŁng th¹ng cam kԒt ti֝ thiԜu cho class, tn֡g 

guarantee egress caֳ c§c class thuc֥ profile phӶi nh ֛hҺn 

Maximum egress caֳ profile 

o Maximum Egress: BŁng th¹ng ti֝ Ľa cho class, tn֡g c§c 

maximum egress caֳ c§c class thuc֥ profile phӶi nh ֛hҺn 

Maximum egress caֳ profile 

o Lֽa chn֙ ĽҺn v ֗Kbps/Mbps/Gbps 

o Priority: Lֽa chn֙ priority cho class, prio c¨ng cao th³ traffic caֳ 

class Ľ· sԐ ĽҼ֯c Ҽu ti°n hҺn trong trҼn֩g hp֯ nghԐn mӴng 

× NgҼ֩i d½ng c· thԜ click  ĽԜ sֹa cӸu h³nh. 

× NgҼ֩i d½ng c· thԜ click  ĽԜ x·a cӸu h³nh, cӺn loӴi b ֛c§c policy s ֹ

dֱng class trҼc֧ khi x·a class Ľ· 

 

4.8.3 QoS Policy 

Tַ giao din֓ trang ch:ֳ Click Policy & Object Ą QoS Ą QoS Policy: 

× Click v¨o  ĽԜ tӴo cӸu h³nh policy: 
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× Trong Ľ·: 

o Name: T°n caֳ policy 

o Class ID: ID caֳ class mun֝ s ֹdֱng, tҼҺng nֵg vi֧ vic֓ bŁng 

th¹ng caֳ traffic match vi֧ policy sԐ b֗ kiԜm so§t bi֫ class. 

o Source Zone: Zone ngun֟ cֳa g·i tin, laֽ chn֙ c§c zone sԈn c· 

o Destination Zone: Zone Ľ²ch caֳ g·i tin, laֽ chn֙ c§c zone sԈn c· 

o Source Address: ņ֗a ch ֕ngu֟n cֳa g·i tin, ch²nh l¨ IP Object 

o Destination Address: ņ֗a ch ֕Ľ²ch caֳ g·i tin, ch²nh l¨ IP Object 

o Port Object: Lֽa chn֙ c§c Port Object sԈn c· v¨ c· thԜ ch֙n nhiԚu 

gi§ tr ֗

o Status: BԀt hoԊc tԂt cӸu h³nh policy 

× NgҼ֩i d½ng c· thԜ click  ĽԜ sֹa cӸu h³nh. 
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× NgҼ֩i d½ng c· thԜ click  ĽԜ x·a cӸu h³nh. 

5 CӸu h³nh c§c t²nh nŁng bӶo mԀt cho thiԒt b֗ (Security) 

LҼu Ĩ: TrҼ֧c khi chӴy t²nh nŁng m ֫port 8080 (chi tiԒt hҼn֧g dӾn trong 

mֱ c 2.4.4 Port-Object). Truy cԀp v¨o Policy & Object Ą Firewall Policy, chn֙ 

Create new policy v¨ cӸu h³nh: 

× Source Zone: WAN 

× Destination Zone: This device 

× Port Object: C֡ng 8080 vaַ tӴo. 

× Target: ACCEPT 

× Status: Enable 

5.1 Thֽc hin֓ cӸu h³nh certificate tr°n tr³nh duyt֓ 

Thֽc hin֓ tӶi chnֵg ch ֕theo c§c bҼc֧ dҼi֧ Ľ©y: 

BҼ֧c 1: Truy cԀp setting caֳ Firefox: 

 

H³nh 70: Truy cͻp v¨o Setting tr°n Firefox 

BҼ֧c 2: Truy cԀp General Ą Setting Ą Network setting. 
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H³nh 71: Mλc Network Setting 

BҼ֧c 3: Trong mcֱ Setting, Manual proxy configuration, sau Ľ· nhԀp Ľ֗a ch ֕IP 

cֳa m§y chӴy proxy, nhԀp port 8080, t²ch v¨o also use this proxy for HTTPS v¨ 

OK ĽԜ lҼu. 

 
H³nh 72: Cͫu h³nh ĽΠa chΞ server proxy 

BҼ֧c 4: Truy cԀp phӺn Privacy & Security, trong Ľ©y t³m phӺn Certificates, Ľ· 

click v¨o ViewCertificates Ą Ch֙n sang Authorities v¨ click v¨o import Ą Ch֙n 

file myroot_CA.crt v¨ nhӸn ñOKò. 
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H³nh 73: Import Certificate v¨o tr³nh duyΜt 

5.2 CӸu h³nh t²nh nŁng chn֝g Anti Virus 

BҼ֧c 1: Truy cԀp v¨o Security Ą Anti Virus Ą Click chn֙ enable ĽԜ m֫  t²nh 

nŁng. 

 

H³nh 74: Bͻt/Tͽt t²nh nŁng AV 

BҼ֧c 2: HiԜn th ֗th¹ng b§o, chn֙ Yes ĽԜ x§c nhԀn. 

 

H³nh 75: X§c nhͻn bͻt t²nh nŁng 

5.3 CӸu h³nh t²nh nŁng chԊn Web filter 

× Ch֙n  ĽԜ tӴo filter mi֧. 
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H³nh 76: Giao diΜn cͫu h³nh Web filter 

× Trong Ľ·: 

o Mode URL filter: Th°m c§c ĽҼn֩g dӾn Url v¨ c§c action k¯m theo 

o Mode keyword filter: Th°m c§c keyword khi thcֽ hin֓ search v¨ 

c§c action k¯m theo 

o Block list default: ņԊt filter l¨m 
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5.4 CӸu h³nh t²nh nŁng chԊn DNS filter 

× Ch֙n  ĽԜ tӴo filter mi֧. 

 
H³nh 77: Giao diΜn cͫu h³nh DNS filter 

× Trong Ľ·: 

o DNS filter: ĽҼ֩ng dӾn DNS 

o Action: Ch֙n loӴi action: Block/Unblock 

5.5 CӸu h³nh t²nh nŁng chԊn File filter 

× Ch֙n  ĽԜ tӴo filter mi֧. 

 

H³nh 78: Giao diΜn cͫu h³nh File filter 
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H³nh 79: Giao diΜn cͫu h³nh chi tiΔt File filter 

× Trong Ľ·: 

o File filter: T°n Ľu¹i file cӺn kiԜm tra 

o Action: Ch֙n loӴi action: Block/Unblock 

o List file: Danh s§ch c§c Ľu¹i file m¨ thiԒt b ֗h֣ tr֯ 

 

H³nh 80: Danh s§ch c§c file hέ trι 

5.6 CӸu h³nh t²nh nŁng chԊn NIPS 

NIPS cho ph®p cӸu h³nh c§c rule theo c§c Catagorys t½y chn֙ theo Ĩ ngҼi֩ 

d½ng. 

 

H³nh 81: Danh s§ch category cνa NIPS 

× Ch֙n  ĽԜ tӴo filter mi֧. 
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H³nh 82: Danh s§ch c§c tͻp rule NIPS 

× Trong Ľ·: 

o Name: T°n caֳ category 

o Description: M¹ tӶ vԚ category 

o Danh s§ch c§c b ֥rule theo c§c ch ֳĽԚ: Security rule, Compliance 

Rulesé 

6 CӸu h³nh t²nh nŁng VPN tr°n NGFW 

ņԜ cӸu h³nh c§c t²nh nŁng trong nh·m VPN, ngҼi֩ d½ng thcֽ hin֓ laֽ chn֙ 

v¨o mcֱ ñVPNò. 

Nh·m t²nh nŁng VPN bao gm֟ c§c cӸu h³nh VPN nhҼ: IPSec. 

6.1 CӸu h³nh t²nh nŁng IPSec tr°n NGFW 

T²nh nŁng IPSec tr°n thiԒt b ֗NGFW l¨m vic֓ ֫ hai chԒ Ľ֥ Ľ· l¨ Site-to- 

Site v¨ Remote Access. Site-to-Site l¨ chԒ Ľ֥ l¨m vic֓ tӴo ĽҼn֩g hӺm (tunnel) 

giֻa hai mӴng LAN tcֵ l¨ giaֻ hai thiԒt b ֗Gateway. C¸n chԒ Ľ֥ Remote Access 

l¨ chԒ Ľ֥ l¨m vic֓ tӴo ĽҼn֩g hӺm (tunnel) gi ֻthiԒt b ֗End-User nhҼ l¨ PC, Laptop 

hoԊc SmartPhone vi֧ m֥t thiԒt b ֗Gateway. 

Cͫu h³nh Site-to-Site 
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BҼ֧c 1: Tַ giao din֓ quӶn lĨ Ą VPN Ą General Ą Tunnel. 

BҼ֧c 2: CӸu h³nh c§c ĽҼn֩g tunnel ĽҼc֯ hiԜn th ֗֫ h³nh Ӷnh sau. ChԒ Ľ֥ Site-to-

Site s ֹdֱng IKE ĽԜ l¨m giao thcֵ trao Ľi֡ kh·a, c· hai phҼҺng thcֵ x§c thcֽ h֣ 

tr֯ Ľ· l¨ x§c thcֽ bԄng Pre-Shared Key v¨ x§c thcֽ bԄng Certificate. 

 

H³nh 83: Giao diΜn hiΘn thΠ th¹ng tin cuͫ h³nh IPsec 

BҼ֧c 3: Thֽc hin֓ c§c thao t§c kh§c: 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱthay Ľi֡ th¹ng tin cӸu h³nh trong IPSec. 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱx·a th¹ng tin cӸu h³nh IPSec. 

× K²ch chut֥ v¨o  thֽc hin֓ cӸu h³nh vi֧ giao thcֵ IPSec. 

 

H³nh 84: Giao diΜn hiΘn thΠ th¹ng tin cuͫ h³nh IPsec 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱthay Ľi֡ th¹ng tin cӸu h³nh trong IPSec. 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱx·a th¹ng tin cӸu h³nh IPSec. 

× K²ch chut֥ v¨o  thֽc hin֓ cӸu h³nh vi֧ giao thcֵ IPSec. 
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H³nh 85: Giao diΜn cͫu h³nh IPSec 

× Trong Ľ·: 

o Local ID: T²ch chn֙ IP tҼҺng nֵg cho cn֡g WAN thiԒt lԀp ĽҼn֩g 

VPN. 

o Remote ID: ņiԚn th¹ng tin IP caֳ site remote thiԒt lԀp ĽҼn֩g VPN. 

o Local Address: ņ֗a ch ֕IP tҼҺng nֵg caֳ thiԒt b ֗tӴi v ֗tr² Ľang setup 

ĽҼ֩ng VPN. 

o Remote Address: ņ֗a ch ֕IP tҼҺng nֵg caֳ thiԒt b ֗tӴi v ֗tr² remote 

thiԒt lԀp ĽҼn֩g VPN. 

o Authenticate method: H֣ tr֯ hai chԒ Ľ֥ Pre-Shared Key v¨ 

Signature. 

o Template type: H֣ tr֯ hai chԒ Ľ֥: Site to Site v¨ Remote Access. 

o Mode Pre - shared Key: 
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H³nh 86: Giao diΜn cͫu h³nh Mode Pre - shared Key 

o Pre-shared Key: TӴo key cho Tunnel (v² d:ֱ test123456). 

o IKE & ESP: ņҼa ra c§c mode m« h·a & kh·a ĽԜ thiԒt lԀp tunnel 

tr°n NGFW: IKE & ESP h ֣tr֯ c§c mode Encryption, hash v¨ diffie- 

hellman exponentiation. 

o Encryption: c§c mode m« h·a ĽҼc֯ h֣ tr֯: ase128/ ase128ctr/ 

ase128mac/ ase192/ ase192ctr/ ase192gcm/ ase256/ ase256gcm/ 

ase256gmac/ 3des. 

o Mode Signature: 

 

H³nh 87: Giao diΜn cͫu h³nh mode Signature 
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H³nh 88: Giao diΜn cͫu h³nh Template type Site to Site 

 
H³nh 89: Giao diΜn cͫu h³nh Template type Client to Site 

Note: ņԜ chӴy v֧i thiԒt b ֗NGFW th³ cӺn tӴo rule cho Firewall policy v¨ 

Firewall Zone. 

 

H³nh 90: Th°m rule v¨o firewall policy 

Note: CӺn th°m rule allow c§c port tr°n firewall policy. 

allow allow traffic ISAKMP/IKE (UDP port 500) 

allow traffic ESP (IP protocol 50) 

allow traffic AH (IP protocol 51) 

add rule forward traffic v¨o mnͧg nίi bί 

6.2 T²nh nŁng VXLAN tr°n NGFW 

VXLAN (Virtual Extensible LAN): l¨ mt֥ c¹ng ngh ֓mӴng Ӷo h·a lp֧ 2, 

ĽҼ֯c thiԒt kԒ ĽԜ khԂc phcֱ c§c hӴn chԒ cֳa mӴng VLAN truyԚn thn֝g trong m¹i 

trҼ֩ng trung t©m d ֻli֓u v¨ mӴng quy m¹ ln֧. VXLAN cho ph®p tӴo c§c mӴng 
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Ӷo tr°n cҺ s ֫hӴ tӺng IP hin֓ c·, m ֫r֥ng khӶ nŁng ph©n ĽoӴn mӴng v¨ cӶi thin֓ 

t²nh linh hoӴt trong quӶn lĨ. 

BҼ֧c 1: Tַ giao din֓ quӶn lĨ Ą VPN Ą VXLAN. 

 

H³nh 91: Giao diΜn hiΘn thΠ cͫu h³nh VXLAN 

 

H³nh 92: Giao diΜn cͫu h³nh v¨ giao diΜn hiΘn thΠ cνa VXLAN 

× Trong Ľ·: 

o Remote Address: ņ֗a ch ֕cֳa IP Wan mun֝ tunnel ĽԒn  

o Network: ņ֗a ch ֕IP tunnel caֳ thiԒt b ֗  

o Peer Network: L¨ IP tunnel caֳ thiԒt b ֗l©n cԀn 

o Port: һu ti°n port 4789 
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o MTU: һu ti°n port 1450 

o VLAN: Trong khoӶng 1 -100 

o Remote Network: Ľ֗a ch ֕br-lan caֳ thiԒt b ֗l©n cԀn 

BҼ֧c 2: Thֽc hin֓ c§c thao t§c: 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱthay Ľi֡ th¹ng tin cӸu h³nh trong 

VXLAN. 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱx·a th¹ng tin cӸu h³nh VXLAN. 

× K²ch chut֥ v¨o  thֽc hin֓ cӸu h³nh vi֧ giao thcֵ VXLAN 

BҼ֧c 3: ņ֝i vi֧ NGFW th³ ta cӺn allow port v¨ accept tunnel v¨o firewall zone 

v¨ firewall policy. 

 

H³nh 93: Firewall Zone add tun_vxlan 

BҼ֧c 4: Add firewall zone accept cho tunnel vxlan gin֝g nhҼ 1 cn֡g interface. 
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H³nh 94: Cͫu h³nh trong Port Object 

× CӺn tӴo port object vxlan UDP port, ch֙n thҼn֩g 4789. 

Note: CӺn thcֽ hin֓ 3 rule 

× allow traffic VXLAN proto (UDP port ...) 

× add zone for interface VXLAN 

× add rule forward traffic from zone VXLAN to zone wan 

6.3 T²nh nŁng GRE tr°n NGFW 

Cͫu h³nh GRE: 

BҼ֧c 1: Tַ giao din֓ quӶn lĨ Ą VPN Ą VXLAN. 
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H³nh 95: Giao diΜn hiΘn thΠ v¨ giao diΜn cͫu h³nh GRE 

× Trong Ľ·:  

o Local Address: ņ֗a ch ֕IP Wan caֳ thiԒt b ֗ 

o Remote Address: ņ֗a ch ֕IP Wan caֳ ThiԒt b ֗mu֝n tunnel 

o Network: ņ֗a ch ֕IP tunnel caֳ thiԒt b ֗ 

o Netmask: ņ֗a ch ֕Netmask caֳ tunnel caֳ thiԒt b ֗ 

o Peer Network: ņ֗a ch ֕tunnel b°n kia  

o Remote Network: ņ֗a ch ֕br-lan b°n mun֝ kԒt ni֝  

BҼ֧c 2: Thֽc hin֓ c§c thao t§c: 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱthay Ľi֡ th¹ng tin cӸu h³nh trong 

VXLAN. 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱx·a th¹ng tin cӸu h³nh VXLAN. 

× K²ch chut֥ v¨o  thֽc hin֓ cӸu h³nh vi֧ giao thcֵ VXLAN 

BҼ֧c 3: ņ֝i vi֧ ThiԒt b ֗NGFW th³ cӺn add rule cho Firewall policy v¨ Firewall 

zone  ֫2 b°n 
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H³nh 96: Add rule tr°n Firewall ZONE 

 

H³nh 97: Tͧo 2 rule ĽΘ add cuͫ h³nh l°n firewall policy 

Note: 

× allow traffic INPUT protocol GRE (proto 47) 

× add zone cho interface GRE (ACCEPT all hoԊc t½y chn֕h) 

× add rule forward traffic src zone LAN, dest zone GRE 

6.4 T²nh nŁng PPTP tr°n NGFW 

PPTP (Point-to-Point Tunneling Protocol) l¨ mt֥ giao thcֵ mӴng ĽҼc֯ 

sֹ dֱng ĽԜ tӴo c§c kԒt ni֝ VPN (Virtual Private Network). PPTP cho ph®p ngҼi֩ 

d½ng t ַxa kԒt ni֝ an to¨n ĽԒn mӴng ni֥ b ֥cֳa t ֡chֵc qua Internet. 

PPTP chia l¨m 2 phӺn PPTP server 
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H³nh 98: Giao diΜn cͫu h³nh PPTP 

× Trong Config PPTP server: 

o Status: TrӴng th§i Enable hoԊc Disable server. 

o Range From: ņ֗a ch ֕IP  

o Range To: KhoӶng Ľa֗ ch ֕ 

o Username: NhԀp username 

o Password: NhԀp password 

PPTP Client: 
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H³nh 99: Giao diΜn cͫu h³nh PPTP Client 

× Trong Config PPTP client: 

o Server IP: NhԀp IP Wan caֳ PPTP server 

o Username: NhԀp username 

o Password: NhԀp password 

o Enable PPTP Route 

Trong thiԒt b ֗NGFW cӺn cӸu h³nh rule Firewall policy ĽԜ cho ph®p allow 

ra b°n ngo¨i kԒt ni֝ tunnel: 

× allow traffic PPTP (TCP port 1723) 

× allow traffic GRE (IP protocol 47) 

× add zone for interface PPTP 

× add rule forward traffic from zone PPTP to Zone WAN 

 

H³nh 100:Cͫu h³nh Rule Policy 

6.5  T²nh nŁng OpenVPN trong NGFW 

OpenVPN l¨ mt֥ phӺn mԚm m« ngun֟ m֫ ĽҼ֯c s ֹdֱng ĽԜ tӴo c§c kԒt ni֝ 

mӴng ri°ng Ӷo (VPN) an to¨n v¨ mӴnh mԐ. 

× Tַ giao din֓ quӶn lĨ Ą VPN Ą OPENVPN 

× Giao din֓ chia l¨m 2: OPENVPN server v¨ OPENVPN client 
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6.5.1  OPENVPN server 

 

 

H³nh 101: Cͫu h³nh v¨ config cνa OPENVPN 

× Trong Ľ·: 

o Mode: Server v¨ client 

o Status: Enable v¨ Disable 

o Port: NhԀp Port 1-65535 

o Subnet: NhԀp IP cho tunnel  

o Netmask: NhԀp IP netmask 

o Type Access: G֟m home v¨ internet: Khi cӺn tӸt cӶ lҼu lҼn֯g mӴng 

Ľi qua m§y ch ֳVPN 

o Certificate File: update crt 

o Key File: update key 

o Certificate CA File: update CA 
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6.5.2  OPENVPN client 

 

 

H³nh 102: Giao diΜn cͫu h³nh OPENVPN client 

× Trong Ľ·: 

o Mode: Server v¨ client 

o Status: Enable v¨ Disable 

o Server IP: nhԀp IP server 

o Port: nhԀp Port 1-65535 

o Certificate File: update crt 

o Key File: update key 

o Certificate CA File: update CA 



CĎNG TY C ֠PHӹN CĎNG NGH ֒MӳNG LANCS VIT֒ NAM                                                     

Hotline: +84 868275959 | Email: info@lancsnet.com                                                                          

 

84 

 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱthay Ľi֡ th¹ng tin cӸu h³nh trong 

OPENVPN. 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱx·a th¹ng tin cӸu h³nh OPENVPN. 

× K²ch chut֥ v¨o  thֽc hin֓ cӸu h³nh vi֧ giao thcֵ OPENVPN. 

× ņԜ x·a c§c Certificate s ֹdֱng giao din֓: 

 

H³nh 103: Giao diΜn x·a certificate 

Note: ņԜ config OPENVPN cho thiԒt b ֗NGFW cӺn allow firewall policy 

v¨ Firewall Zone. 

× CӸu h³nh tr°n router server: 

o allow traffic INPUT protocol UDP v¨ TCP port (theo cӸu h³nh VPN). 

o add zone cho interface OpenVPN (ACCEPT all hoԊc t½y chn֕h). 

× CӸu h³nh tr°n router client: 

o allow traffic INPUT (UDP, TCP port ...) 

(*) NΔu muΧn router client truy cͻp mͧng: 

× CӸu h³nh tr°n router server: 

o add rule forward traffic src zone OpenVPN, dest zone WAN. 

(*) NΔu muΧn thiΔt bΠ ph²a sau router client truy cͻp mͧng:  

× CӸu h³nh tr°n router client: 
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o add zone cho interface OpenVPN, bԀt Masquerade. 

o add rule forward traffic src zone LAN, dest zone OpenVPN. 

Add rule OPENVPN-Server: 

 

 

 

 

Add rule OPENVPN-client: 

 

 

 

 

 TҼҺng t ֽnhҼ cӸu h³nh rule firewall cho router server, router client, config 

rule ra mӴng. 

7 CӸu h³nh c§c d֗ch vֱ (Service) 

7.1 CӸu h³nh t²nh nŁng DDNS 

× Tַ giao din֓ quӶn lĨ Ą Service Ą Dynamic DNS: 
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H³nh 104: Giao diΜn cͫu h³nh DDNS 

× Trong Ľ·: 

o Enable: BԀt/tԂt t²nh nŁng Dynamic DNS. 

o Username: T°n ĽŁng nhԀp cֳa Dynamic DNS server. 

o Password: MԀt khӼu ĽŁng nhԀp cֳa Dynamic DNS. 

o Your domain: T°n miԚn Ľ֥ng mun֝ thiԒt lԀp cho thiԒt b ֗

o Mode (Provider URL/Customer URL) 

o Provider URL: C¨i ĽԊt Dynamic DNS server: 

o Customer URL: C¨i ĽԊt Dynamic DNS client: 

o ņiԚn th¹ng tin URL tҼҺng nֵg Ľi֝ vi֧ Provider/Customer. 

o Submit: LҼu cӸu h³nh. 

7.2 CӸu h³nh t²nh nŁng NTP 

× Tַ giao din֓ quӶn lĨ Ą Service Ą NTP: 
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H³nh 105: Giao diΜn cͫu h³nh NTP 

× K²ch chut֥ v¨o : Thcֽ hin֓ th°m c§c miԚn DNS. 

× K²ch chut֥ v¨o  hi֓n x·a miԚn DNS. 

7.3 CӸu h³nh t²nh nŁng Multimedia 

Nh·m t²nh nŁng Ľa phҼҺng tin֓ bao gm֟ c§c dc֗h v ֱcall, video call, 

Message, voice mail, voice conferencing v¨ dc֗h v ֱt֡ng Ľ¨i Ӷo IVR  ֫mֱ c 

Service Ą MultiMedia: 

7.3.1 Cͫu h³nh miΖn sΧ tr°n NGFW (Number Digits) 

× KiԜm tra trӴng th§i ĽӺu s ֝thu° bao Ľ« ĽҼc֯ ĽŁng kĨ tr°n NGFW bԄng c§ch: 

Services Ą Multimedia Ą Number Digits: 
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H³nh 106: Giao diΜn cͫu h³nh t²nh nŁng Number Digits 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱthay Ľi֡ th¹ng tin cӸu h³nh trong Number 

Digits. 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱx·a th¹ng tin cӸu h³nh Number Digits. 

× K²ch chut֥ v¨o  thֽc hin֓ cӸu h³nh vi֧ giao thcֵ Number Digits: 

 

H³nh 107: Giao diΜn cͫu h³nh chi tiΔt Number Digits 

× Trong Ľ·: 

o Number Digits: ņӺu s ֝thu° bao ĽŁng kĨ tr°n NGFW. 

o Status (Enable/Disable): BԀt/tԂt ĽӺu s ֝thu° bao Ľ« ĽŁng kĨ. 

7.3.2 Cͫu h³nh thu° bao cho ng̯γi d½ng tr°n NGFW qunͩ lĨ (SIP Device) 

KiԜm tra trӴng th§i thiԒt lԀp c§c s ֝thu֥c miԚn ĽӺu s ֝Ľ« ĽҼc֯ ĽŁng kĨ  ֫

Number Digits tr°n NGFW ֵng vi֧ tnַg user bԄng c§ch: Services Ą Multimedia 

Ą SIP Device: 
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H³nh 108: Giao diΜn cͫu h³nh t²nh nŁng SIP Device 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱthay Ľi֡ th¹ng tin cӸu h³nh trong Sip 

Device. 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱx·a th¹ng tin cӸu h³nh Sip Device. 

× K²ch chut֥ v¨o  thֽc hin֓ cӸu h³nh vi֧ giao thcֵ Sip Device: 

 
H³nh 109: Giao diΜn cͫu h³nh chi tiΔt t²nh nŁng SIP Device 
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× Trong Ľ·: 

o Register Number: ņŁng kĨ s ֝cho ngҼi֩ d½ng (User) thuc֥ ĽӺu s ֝

Ľ« khai b§o  ֫Number Digits. 

o Username: T°n ngҼi֩ d½ng. 

o Password: ThiԒt lԀp mԀt khӼu cho ngҼi֩ d½ng. 

o Service: NAT/Message/Follow Me/All. 

o Submit: LҼu cӸu hinh 

7.3.3 ThiΔt lͻp Ľ̯γng trung kΔ (TRUNK) tr°n mίt hay nhiΖu NGFW (SIP 

Peer) 

× KiԜm tra trӴng th§i thiԒt lԀp ĽҼn֩g trunk tr°n NGFW bԄng c§ch: T ַgiao 

di֓n quӶn lĨ Ą Service Ą Multimedia Ą Sip Peer: 

× K²ch chut֥ v¨o  thֽc hin֓ thiԒt lԀp m֥t ĽҼn֩g Trunk tr°n LS-SMR- 

2506 E: 

 
H³nh 110: Giao diΜn cͫu h³nh chi tiΔt t²nh nŁng SIP peer 

× Trong Ľ·: 

o Number: ņӺu s ֝thu° bao mun֝ thiԒt lԀp tr°n hai hay nhiԚu thiԒt b ֗

v֧i NGFW. 
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o Peer Name: ņԊt t°n cho ĽҼn֩g trunk mun֝ thiԒt lԀp v֧i LS-SMR- 

2506 E. 

o SIP Peer Address: ņ֗a ch ֕IP caֳ thiԒt b ֗mu֝n thiԒt lԀp ĽҼn֩g 

Trunk vi֧ NGFW. 

o SIP Peer Port: Default 5060. 

o Service: NAT/Message/All: 

o Submit: LҼu cӸu h³nh. 

7.4 CӸu h³nh dc֗h v ֱt֡ng Ľ¨i Ӷo (IVR) tr°n NGFW 

KiΘm tra trͧng th§i IVR tr°n NGFW 

× Tַ giao din֓ quӶn lĨ Ą Services MultiMedia Ą IVR: 

 
H³nh 111: Giao diΜn hiΘn thΠ th¹ng tin IVR 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱthay Ľi֡ th¹ng tin cӸu h³nh trong Sip 

Device. 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱx·a th¹ng tin cӸu h³nh Sip Device. 

× K²ch chut֥ v¨o  thֽc hin֓ cӸu h³nh vi֧ giao thcֵ Sip Device: 
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H³nh 112: Giao diΜn cͫu h³nh t²nh nŁng IVR 

 
H³nh 113: Giao diΜn cͫu h³nh chi tiΔt t²nh nŁng IVR 

× Trong Ľ·: 

o Number IVR: TӴo s ֝t֡ng Ľ¨i IVR. 

Á Status: Enabled ĽԜ bԀt t²nh nŁng n¨y. 
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Á Music: ThiԒt lԀp nhӴc ch,֩ hҼn֧g dӾn ngҼi֩ gi֙ thcֽ hin֓ 

mong mun֝ theo thao t§c ph²m. 

o TiԒp theo thiԒt lԀp c§c ĽӺu s ֝user theo c§c ph²m tԂt t ַButton 1- 

Button 9. 

o Submit: LҼu cӸu h³nh. 

7.5 CӸu h³nh dc֗h v ֱg֙i nh·m (Conference Call) tr°n NGFW 

7.5.1 KiΘm tra trnͧg th§i Conference Call tr°n NGFW 

× Tַ giao din֓ quӶn lĨ Ą Services Ą Multimedia Ą Conference Call: 

 
H³nh 114: Giao diΜn cͫu h³nh t²nh nŁng Conference call 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱthay Ľi֡ th¹ng tin cӸu h³nh trong 

Conference Call. 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱx·a th¹ng tin cӸu h³nh Conference Call. 

× K²ch chut֥ v¨o  thֽc hin֓ cӸu h³nh vi֧ giao thcֵ Conference Call. 

× Trong Ľ·: 

o Room Number: S֝ ph¸ng. 

o Setting Room: ThiԒt lԀp ch²nh s§ch cho Root 
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× Trong Ľ·: 

o Max members: S֝ lҼ֯ng th¨nh vi°n ti֝ Ľa mt֥ ph¸ng. 

o Mixing Interval: ņԊt thi֩ gian (ms) gi¼p ©m thanh c· Ľ ֥tr֑ nh֛ 

nhӸt. 

o Interval sample rate: ThiԒt lԀp tc֝ Ľ֥ lӸy mӾu g֝c. 

o Record conference: BԀt/tԂt ghi ©m hi֥ thoӴi. 

o Video mode: BԀt/tԂt chԒ Ľ֥ video cho ph¸ng 

7.5.2 Setting Admin: ThiΔt lͻp ch²nh s§ch cνa Admin. 

 
H³nh 115: Giao diΜn cͫu h³nh ñSetting Adminò 

× Trong Ľ·: 



CĎNG TY C ֠PHӹN CĎNG NGH ֒MӳNG LANCS VIT֒ NAM                                                     

Hotline: +84 868275959 | Email: info@lancsnet.com                                                                          

 

95 

 

o Number Admin: ThiԒt lԀp ĽӺu s ֝v¨ password cho admin. 

o Announce user count (Enable/Disable): BԀt/tԂt t²nh nŁng th¹ng 

b§o cho User tr°n NGFW. 

o Denoise (Enable/Disable): BԀt/tԂt t²nh Denoise tr°n Conference 

Call. 

o Dsp drop silence (Enable/Disable): BԀt/tԂt t²nh nŁng Dsp drop 

silence cho Conference Call. 

o Market (Enable/Disable): BԀt/tԂt t²nh nŁng Mark tr°n 

Conference Call. 

o Music on hold when empty (Enable/Disable): BԀt/tԂt t²nh nŁng 

Music on hold when empty tr°n Conference Call. 

o Timeout: ThiԒt lԀp thi֩ gian cho Conference Call. 

o Button: ThiԒt lԀp c§c ph²m d¨nh ri°ng cho admin: Enable/Disable - 

BԀt/TԂt tr°n tnַg option t ַButton 1 ï 9. 
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7.5.3 Setting User: ThiΔt lͻp ch²nh s§ch cho user khi tham gia v¨o 

Conference Call 

 
H³nh 116: Giao diΜn cͫu h³nh ñSetting Userò 

× Trong Ľ· 

o Number User: ThiԒt lԀp ĽӺu s ֝v¨ password cho admin. 

o Announce user count (Enable/Disable): BԀt/tԂt t²nh nŁng th¹ng 

b§o cho User tr°n NGFW. 

o Denoise (Enable/Disable): BԀt/tԂt Denoise tr°n Conference Call. 

o Dsp drop silence (Enable/Disable): BԀt/tԂt t²nh nŁng Dsp drop 

silence cho Conference Call. 
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o Markd (Enable/Disable): BԀt/tԂt t²nh nŁng Markd tr°n Conference 

Call. 

o Music on hold when empty (Enable/Disable): BԀt/tԂt t²nh nŁng 

Music on hold when empty tr°n Conference Call. 

o Talk detection events (Enable/Disable): BԀt/tԂt t²nh nŁng Talk 

detection events tr°n tr°n Conference Call. 

o Wait_marked (Enable/Disable): BԀt/tԂt t²nh nŁng Wait_marked 

tr°n tr°n Conference Call. 

o Button: ThiԒt lԀp c§c ph²m d¨nh ri°ng cho admin: Enable/Disable - 

BԀt/TԂt tr°n tnַg option t ַButton 1 ï 9. 

o Submit: LҼu cӸu h³nh. 

7.6 CӸu h³nh dc֗h v ֱSIP Registration 

KiΘm tra trnͧg th§i SIP Registration tr°n NGFW 

× Tַ giao din֓ quӶn lĨ Ą Service Ą Multimedia Ą SIP Registration: 

 

H³nh 117: Giao diΜn hiΘn thΠ th¹ng tin cuͫ h³nh SIP Registration 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱthay Ľi֡ th¹ng tin cӸu h³nh trong SIP 

Registration. 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱx·a th¹ng tin cӸu h³nh SIP Registration. 

× K²ch chut֥ v¨o  thֽc hin֓ cӸu h³nh vi֧ giao thcֵ SIP Registration: 
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H³nh 118: Giao diΜn cͫu h³nh SIP Registration 

× Trong Ľ·: 

o Status (Enable/Disable): BԀt/TԂt t²nh nŁng SIP Registration tr°n 

LS- SMR-2506 E. 

o Server Name: T°n Server NGFW kԒt ni֝. 

o SIP Server Address: ņ֗a ch ֕IP caֳ Server. 

o SIP Server Port: Gi§ tr ֗Port SIP caֳ Server. 

o SIP Client Address: ņ֗a ch ֕IP caֳ Client. 

o Username: T°n ngҼi֩ d½ng. 

o Password: ņԊt mԀt khӼu cho ngҼi֩ d½ng. 

o Confirm Password: X§c nhԀn mԀt khӼu vַa thiԒt lԀp cho ngҼi֩ 

d½ng 

o Submit: LҼu cӸu h³nh. 
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7.7 CӸu h³nh d֗ch vֱ Mailboxes Digits (Settings) 

KiΘm tra trnͧg th§i Setting tr°n NGFW 

× Tַ giao din֓ quӶn lĨ Ą Services Ą Multimedia Ą Setting: 

 
H³nh 119: Giao diΜn hiΘn thΠ th¹ng tin Transfer Call & Mailboxes 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱthay Ľi֡ th¹ng tin cӸu h³nh trong 

Mailboxes Digits. 

× K²ch chut֥ v¨o  thֽc hin֓ t§c v ֱx·a th¹ng tin cӸu h³nh Mailboxes 

Digits. 

× K²ch chut֥ v¨o  thֽc hin֓ cӸu h³nh vi֧ giao thcֵ Mailboxes Digits. 

7.7.1 Transfer Call 

 
Giao diΜn cͫu h³nh Transfer Call 
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× Trong Ľ·: 

o Blindxfer: ThiԒt lԀp ĽӺu s ֝chuyԜn hҼn֧g cuc֥ g֙i. 

o Atxfer: ThiԒt lԀp ĽӺu s ֝tham gia cuc֥ g֙i. 

o Submit: LҼu cӸu h³nh. 

7.7.2 Mailboxes Config 

 
H³nh 120: Giao diΜn cͫu h³nh Mailboxes Config 

× Trong Ľ·: 

o Status (Enable/Disable): BԀt/tԂt t²nh nŁng Mailboxes Digits 

NGFW. 

o Number Voicemail: ThiԒt lԀp s ֝thֽc hin֓ t²nh nŁng Voicemail. 

o Thֽc hin֓ c§c thiԒt lԀp v֧i Max login, Max message, Max second & 

Min second. 

o Submit: LҼu cӸu h³nh. 

7.8 KiԜm tra th¹ng tin cӸu h³nh Ľa phҼҺng tin֓ tr°n NGFW 

Giao diΜn hiΘn thΠ th¹ng tin c§c tham sΧ Ľ« cuͫ h³nh tr°n NGFW 
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× Tַ giao din֓ quӶn lĨ Services Ą Multimedia Ą Log: 

 

H³nh 121: Giao diΜn hiΘn thΠ log 

7.9 CӸu h³nh t²nh nŁng DNS 

7.9.1 Giao diΜn cͫu h³nh v¨ hiΘn thΠ DNS 

× Truy cԀp tr³nh quӶn lĨ Ą Service Ą DNS: 

 
H³nh 122: Giao diΜn cͫu h³nh DNS 

× K²ch chut֥ v¨o : Thcֽ hin֓ th°m c§c miԚn DNS. 
























































